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Overview 
The Network Detective data collectors can be run via command line so that you can run the scans on a 
scheduled basis via your RMM or a task scheduler. The Client Connector completes the process, allowing 
you to automatically transmit the resulting scan to a secure cloud storage area where it can be easily 
retrieved from the Network Detective user interface at a later time for report generation. 

    

 

 

 

 

 

 

Typical Use Case 
The typical use case for the Network Detective Connector involves just 4 steps: 

1. Download and unzip the Network Detective Data Collector (NDDC) and the Client Connector on 
the target computer. You can do this manually or via your monitoring/RMM Tool. 

2. Create a script or .CMD file to execute the NDDC via command line, and upon successful 
execution, the script should then call the Client Connector with the Connector ID to upload the 
file or directory (see example in Command Line Options section). 

3. Either setup a task scheduler (such as Windows Task Scheduler) to run the script/.CMD on the 
schedule you wish (e.g.-Quarterly), or program your RMM to perform the tasks. 

4. Run the Network Detective application.  Go to the “Client Connectors” tab and select the 
Connector you referenced in your script. Double-click to download the files from the cloud.  You 
will be prompted to use the files to generate a report. 
 

 

 

 

  

The data collector is run via 
script.  The client connector 

sends data to secure storage. 

Download the data file directly 
into Network Detective to 

generate reports. 
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Setting up a Connector 
Step 1: Add the Connector 

Each of your client sites will have its own “Connector” that will have a unique ID.  Before deploying a 
connector, run the Network Detective application to Add a Connector to Network Detective in order to 
create the unique ID. 

1. Go to the Client Connector tab 
2. Click on the “Connectors” folder 
3. Click on “Add Connector” 
4. Enter a Label for the Connector (e.g. – MyCustomer HQ).  Note that the Connector ID is 

randomly generated and will be used to configure the connector later. 
5. Press OK to create the site for the new connector 

 

 Step 2: Copy the Connector ID 

The Connector ID is necessary to configure the Client Connector command line that is deployed on the 
client site.  You will use this Connector ID after the “-id” flag in your script.  Select the connector and 
right-click. Choose   Copy Connector ID to copy the value to your clipboard. 
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Appendix 

Command Line Options for the Network Detective Connector 

The Client Connector command line contains options to either transmit an individual file, or to scan a 
directory for appropriate file(s) to transmit. 

For parameters, see the following table: 

Argument Value 
-id <id> ID of connector 

-d <dir> 
Directory where to get files from. It will only look for *.zip files there. 
DO NOT INCLUDE THE TRAILING \ (backslash) 

-f <filename> Only upload the specific file given 

-r Remove the file once you have successfully uploaded it 
-a <dir> Archive/move the files to the given directory if successfully uploaded 
-comment <text> Comment to upload; free-form text for various purposes 
-h or –help Show help options 
-sim Simulate a run; no files will be transferred 
-t <num> Number of tries to upload a file; default 3, min 1 
-tbr <seconds> Time between retries in seconds; default 5, min 1 

 

NOTES: 
  -f will take precedence over -d 
  -r will take precedence over -a 
  -sim will just display to stdout what it would have done 
 
Output: 
  On Success: 
    SUCCESS 
  On Failure: 
    Final Result: FAILED: error message goes here 
  On Partial: 
    Final Result: FAILED: PARTIAL: last error message goes here 

 

IMPORTANT NOTES 
If using the -d option, make sure not to include the last \ (bashslash). 
If your directory contains spaces, you must use quote it around the parameter value. 
Example: -d "c:\my folder" 
 
 
Example: 

ndconnector.exe -id 45220e08-d171-47b6-b738-1995fe9f466d -d "C:\MyScans" -r  

•  “C:\MyScans” is the directory to be uploaded to the cloud, and 
• 45220e08-d171-47b6-b738-1995fe9f466d is the Connector ID. 
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Downloading a Scan and Generating Reports 

To download an available scan from the cloud-based holding area, go to the Connector tab and either 
double-click on a site or go to the Downloads folder. 

Scans that have not been downloaded will appear in BOLD.  Double-click on the new scan or any 
previous scan to download it and begin the import scan wizard. 

The import scan wizard works identically to importing a scan from the local computer.  Once a scan has 
been imported, it will appear in the Scans tab, under Recent Scans. Double-click on the scan to begin 
the report generation process as you normally would. 

Tips and Tricks 

Files with the same name will be overwritten.  

If you are using Client Connector to upload a scan file, keep in mind that the most recent version of the 
file will overwrite an older version with the same exact name in the cloud. If you would like to prevent 
overwriting, add logic to your script to append a timestamp to your filename so that each filename is 
unique.  

Files are not downloaded automatically.  

Files stay in the cloud until you download them from Client Connector in the Network Detective 
application.  

A downloaded file is not deleted from the cloud.  

Each file is accessible from any computer via Network Detective. Downloading a file does not remove it 
from the cloud.  To remove a file from the cloud, go t the Connectors tab, right-click a scan, and choose 
Remove. 

How to run NDDC via command line.   

The easiest way to setup the proper command line 
arguments for the NDDC is to run the Wizard and 
fill in all of the prompts.  Then, prior to starting 
the scan, use the “Save Settings to file” option to 
create the “ndc.ndp” file that contains the correct 
arguments for the network. 

You can then use the command line: 
>nddc –file ndc.ndp 
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