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Overview of Unitrends BDR Full Assessment
Module

The Unitrends BDR Full Assessment is a powerful tool for much more than just sizing
your customer’s back-up requirements. Use it to get detailed information for upselling
your services around the proper solution, and to discover issues related to backups that
could cause loss of data in the event of a disaster. In addition, you can gather summary
information on the servers and workstations on the network.

The software includes the Network Detective Application, the BDR Data Collector,
Worksheets used to collect “Secondary Data”, and the Push Deploy Tool used to
collect detailed local computer data.

The Unitrends BDR Full Assessmentlets you:

« Quickly perform BDR Needs assessments to identify and expand BDR sales
opportunities

« Identify the Risks associated with the prospect’s current BDR solution that is in
place to present the business impact of system downtime and recovery time

» Calculate Recovery Time Costs associated with prospect’s current BDR to justify
BDR system upgrades or improvements along with generating a BDR System
Sizing specification

The process to create a BDR needs assessment involves creating a Site and executing
three major assessment steps using Network Detective: A) BDR network data collection,
B) Collecting computer endpoint data using the Push Deploy Tool, and C) Gathering
secondary data necessary through the use of worksheets to further specify BDR needs.

© 2020 RapidFire Tools, Inc. All rights reserved.
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INITIAL DATA COLLECTION

BDR Needs Worksheet

Data Collector
+ Domain Workstation
(Net Scan)
» All Computers

Existing

Run BDR DC on Critical Backup Volume Backup
Computers Missed Systems ID Exclusion Solution
Worksheet Worksheet Backup Set ID
Worksheet

Backup Selection Preference Worksheet

Steps of a Unitrends BDR Full Assessment Using Network
Detective

The Unitrends BDR Full Assessment is a complete assessment that includes automated
data collection and worksheets.

« The BDR Data Collector is wizard driven and takes just a few minutes of your
time to set-up. The scan itself typically takes 45-60 minutes on a 50-user network
on a single subnet. You can run this from any windows system on the network.
The collection runs automatically, so you don’t you have to watch it the entire 45-
60 minutes.

« The Push Deploy Tool can be run at the same time as the BDR Data Collector
and is used to gather detailed information from each computer on the network. ltis
also wizard driven, takes only a few minutes to setup, and then will take about an
hour to scan a 50 system network. (In the event that systems are not accessible
via WMI, a “local” collection can be manually run on each system that you wish to
include in the assessment.)

« You will also fill-out the BDR worksheets, which take 5-15 minutes depending on
the size of the network.

RapidFireTools © 2020 RapidFire Tools, Inc. All rights reserved.
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Unitrends “Quick” BDR Needs Assessment versus “Full”

Assessment
The table below outlines the major differences between the Quick and Full BDR
assessment.
Feature Quick Full
Scan Types Network Only Network and Local
Computer
Unitrends Backup Product | v/ v
Custom Recommendation
Cloud Storage Opportunity J
Detection
Cloud Application Usage v/
Detection
Non-published Local 4
Attached Storage Detection
Existing Backup Solution v/
Evaluation
RTO Calculator /

Critical System
Identification

Use default setting of servers as
critical and workstations as not

Allows you to hand pick
which systems are critical

Exclude Individual
Volumes from Assessment

v

Requires Completion of
InForm Worksheets

v

© 2020 RapidFire Tools, Inc. All rights reserved.
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Perform a Unitrends BDR Needs Assessment

Follow the steps below to begin your BDR Needs Assessment:

Create a Site

1. Go to hitps://www.rapidfiretools.com/nd to download and install the Network
Detective application on your workstation or laptop (do not install at your client’s
site). Then run Network Detective and login with your credentials.

2. Create a new Site by selecting the New Site option.

0 Metwork Detective - v2.3.1031

HOME

‘\-\.ﬁ"j

Active Sites

3. Setthe Site Name for the “Site” in Network Detective. Click OK to create the site.

: [ ga]
Mew Site =]

All Metworls Detective assessments are organized into Sites. A site can be a
physical location ar a logical grouping, such as a customer.

Site Mame:

Customer A - Assessment

Ok || Cancel

RapidFireTools’ © 2020 RapidFire Tools, Inc. All rights reserved.
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Start an Active Unitrends BDR Full Assessment Project

1. From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

% Customer A - Assessment Expot

Press the Start button to start a new Assessment Project

2. Next, select Unitrends BDR Assessment (Full) presented.

Select Assessment Type

What type of assessments are you performing at this site ? (Check all that apply)

(@ IT and Cloud Assessments:

[[] Network Assessment (Domain)

[[] Network Assessment (Workgroup)
[[] Security Assessment (Domain)

[[] Security Assessment (Workaroup)
Unitrends BDR Assessment (Quick)

Unitrends BOR Assessment (Full)

[] Microsoft Cloud Assessment

() Other (Use for ad-hoc reporting. No checklist provided.)

3. Select the Next button to continue.

4. Inthe Create New Assessment Window presented, use the default Label
presented OR assign the Label (name) for your Assessment project by typing the
name of your Assessment in the Label Name field.

© 2020 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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&1 Network Detective Wizard be

Create a New Assessment

Please provide a label for this assessment. Comments can be added to help identify the assessment

Label: |Assessment-20200710|

Comment

Back Next Cancel

Select the Next button to Start your Assessment.

Network Detective

Select the Finish button to complete the creation of your Assessment project.

Once the new BDR Assessment Project is started, a “Checklist’ is displayed in the

/\ BDRTest / itsee Assessments | Repots | Expot | Explore Data
Assessment-20200709
0% Complete 0 Complete o Required (1)Optional Created 09-2020 01:51 PM  Updated 09Ju-2020 01:51 PM  Previous Project: Select
Unitrends BOR Assessment (Full) 0% Compet= 0 Complete (€) Requred (1) Optional  Crested 03-)uU-202001:51PM  Modified 09
v
Complete Run BDR Data Run BDR Push Run Computer
Unitrends BDR Collector with Deploy Tool Data Collector on
Needs the Network selecting the computers that Reports
Worksheet Scan Local Callector cannot be Not Ready
option for all ¢ scanned remot. ..
0 2] o 4
© Complete Unitrends BDR Needs Worksheet
Either on site or remotely, gather the information required to complete the Unitrends BDR Needs Worksheet. This is used to gather information that cannot be
collected automatically. |t is recommended that you have access to the network and the existing BDR soktion when completing this worksheet.

This Checklist presents the “Required” and “Optional” steps that are to be
performed during the assessment process. Throughout the assessment process,

Complete the Checklist Items in the order presented.

Note: The successful completion of your Assessment is dependent on the
completion of each Checklist item in the numerical order presented.

© 2020 RapidFire Tools, Inc. All rights reserved.
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Important: Do not attempt to complete checklist items out of order. Doing so
will cause you to produce an invalid assessment.

Refresh Checklist Printed Checllist

7. You may also print a copy of the Checklist for reference purposes by using the
Printed Checklist feature.

© 2020 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Perform “Full” BDR Needs Assessment

Follow the steps in the order below to perform the “Full” BDR Needs Assessment.

Important: If you perform the steps out of order, your assessment and reports may
not work correctly.

Step 1 — Complete the Unitrends BDR Needs Worksheet

1. To complete the Unitrends BDR Needs Worksheet, click on the A selector
on the left side of the InForm Bar located towards the bottom of the Assessment
window to display the Unitrends BDR Needs Worksheet for selection.

V| O InForm  + Add Form (Choose Template) Import Form
Select Form to
2 Forms View / Edit 07-Jul-2020 - 07-Jul-2
L'i' Unitrends EDR Needs Worksheet I
'i' Unitrends Backup Selection Preference Worksheet

2. Open the Unitrends BDR Needs Worksheet listed under the InForm Bar by
clicking on the Unitrends BDR Needs Worksheet’s name label. The Unitrends
BDR Needs Worksheet window will be displayed.

3. Enter Responses in the Response Field for each Topic listed throughout the
worksheet in order to document the BDR needs for your client.

Unitrends BDR Needs Worksheet

a
e - - -] o ~ Lo | o

Expand All | Collapse A

X

1 Backup Information (8 Requ:

1.1 Number of Employees

‘ ‘ 0ODA© H
1.2 Local Backup Retention

vl DAae @
1.3 Offsite Retention

Y] DAROE

v] DA D H

1.5 Operating System

© 2020 RapidFire Tools, Inc. All rights reserved.
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Topics that require Responses are labeled with a “Required” tag next to the

questions posed.

To document the “responses” to the Instructions/Questions presented in this

Unitrends BDR Needs Worksheet u] X
e - -1 -] RS I
This worksheet gathers information from you about the environment and existing BDR solution that cannot be gathered through automated scans. Expand All | Collapse A
1 Backup Information (8 Required Remaining
1.1 Number of Employees
‘ v ‘ A T
v [ N e I

A. Select and Review the “Topic”.

B. Review the Topic Question or Instructions. Instructions provide guidance

and are notincluded in the reports.

C. Enter a “Response” for each of the “Required” questions.

D. Selectthe Note icon to enter any “Notes” relevant to the topic’s response.

(OPTIONAL)

E. Selectthe Respondenticon and enter the name of individual that responded
or provided information to respond to the topic’s question or requirement in

the Response field. (OPTIONAL)

F. After completing the Unitrends BDR Needs Worksheet, select the Save
button to save your responses. Once your responses are saved, select the

Close button to close the worksheet window.

4. After the Unitrends BDR Needs Worksheet has been completed, the Checklist
will be updated to show that the Unitrends BDR Needs Worksheet has been

Completed.

© 2020 RapidFire Tools, Inc. All rights reserved.
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/\ BDR Test J Edit Ste Assessments | Repots | Expot | Explore Data
Assessment-20200709
25% Complete 1 Complete o Required (1) Optional Created 09-Jul-2020 01:51 PM  Updated 09-Jul-2020 01:51 PM  Previous Project: Select

Unitrends BDR Assessment (Full)  25°- Complete 1 Complete e Required 1) Optonal Created 09-ul-202001:51PM  Modified

v
Run BDR Data Run BDR Push Run Computer =
\/ Collector with Depioy Tool Data Collector on R N
the Network selecting the computers that eports
Scan Local Collector cannot be Mok Ready
option for all c. .. scanned remot
(1] 2] o 4

@ Run BDR Data Collector with the Network Scan

Run the BDR Data Collector on the Domain Controller {if possible). a computer joined to the Domain if the Domain Controller is not available. or from any
workstation on the network. The data collector should be run with Administrative privileges.

Network Detective

Proceed to the next step below to start the BDR Scan Data Collection Process.

Step 2 — Run BDR Data Collector using Network Scan and Import

Scan

1.

Download, install, and run the BDR Data Collector from
https://www.rapidfiretools.com/nd.

%] BOR Data Collector [ x|
Sean Type Scan Type

Scan Opsions Select lype of seans o perlom

Verity and Run Sielech the lpe of BDR data collection ho perom

Callection Progreas
. BDR Metwork Dala Collector

Finigh Coliac! matwwork -mida dada vaing remale profocols. Regueed for SDR
A sreroman's

« EDR Local Compuber Diala Collechos

Cinllece! clata v e cumand compater Dpeall: wead' i supmen' Jaia
ColRSIT AP AT SRS S 0V SrALahe B e CompLiar

s i F
ik F ol [narwng on HET CLR weison 20050027 S009] Moasd

2. Follow the steps outlined in "Running the BDR Data Collector" on page 32 to

perform the BDR Network Data Collection.

Note: To run this scan, WMI must be enabled within the network. See "Pre-
Scan Network Configuration Checklist" on page 28 for complete information.

3. After the BDR Data Collector Scan is complete, select the Import Scan File option

RapidFireTools

© 2020 RapidFire Tools, Inc. All rights reserved.

13


https://www.rapidfiretools.com/nd

Network Detective Unitrends BDR — User Guide

in the Assessment window to Import the Scan File into the Assessment.

-

V ' Scans [ #* Import Scan File

=

Scan(s) 0 Rles

Step 3 — Run Push Deploy Tool Selecting the Local Collector to
Scan Local Computers

1. Visit https://www.rapidfiretools.com/nd to download, and install the BDR Push
Deploy Tool on a computer within the Network you are assessing.

2. Run the BDR Push Deploy Tool to Initiate the BDR Push Local Computer Data
Scan. Note: WMI must be enabled within the network to run this scan.

w PCI Push Deploy Teol - o IEN|
Seerga and CorfQurmon Computers and Collecton Ststan | Collected Deta Fles

HOTE Cortan optionssdds wil be locked jdasbied) when collection is in progress.

Weron Informateon

Domriond Ltest Yoo Curert Verson Avalable Vermon 20 1060 dse R You am ruring the mom up-4o-dite versen

Settrgs
Sovage Foder O\ stk Digwniosd' POPLshDispioy Tool Chances Folder Ot Eoiey

® PCI Qusck Data T PCI Doep Data PCD

 obnctiors will e yous cumerty kogged s by et Usemame mipy cortan 8 backsash f o weh 19 s sechy 3
cobecton @ reged

et work Detective Connedior foptonal)
Correcter 1 St Upng Corraior o Exning File Vit o o Metwork Depectve Corpagtorn?

A Prioty Sarver s Regured 1o Acceds the temel

Load Settinen  Sawe Seftoa

Toral € Faled: © Total Diata Flles 1, PO Flles: 1, D Fle &

3. Follow the steps outlined in "Using the BDR Push Deploy Tool to Collect Local
Computer Scan Data" on page 42 to perform scans and data collection on local
computer endpoints and import the scan results into the Assessment.

4. After the Push Deploy Local Computer Data Scan is complete, select the Import
Scan File option in the Assessment window to Import the scan results into the

© 2020 RapidFire Tools, Inc. All rights reserved.
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Assessment.

-

V . Scans [ #* Import Scan File

nl

Scan(s) 0 Rles

Step 4 — Run Computer Data Collector on Computers that cannot
be Scanned Remotely (Optional)
In this optional step, you can scan computers that you couldn't access using the Push

Deploy Tool. This might include computers not connected to the network, or that could
not be accessed on the network because of security restrictions. To perform this step:

1. Download, install, and run the Computer Data Collector from
https://www.rapidfiretools.com/nd .

WinZip Self-Extractor - NetworkDetectiveComputerDa... ﬁ

To unzip all files in thiz zelf-extractar file to the Unzip
specified folder prezs the Unzip buttan.
Run Windip

Unzip to folder; e
serzhizhark \AppD atatLocals Tem Broweze. . Cloze
[+ Dwenwite files without prompting About
W ‘when done unzipping opern:

AaunLocal bat Hlelz

2. Run the Computer Data Collector Tool to Initiate a Local Computer Data Scan on a
single computer.

3. Follow the steps outlined in "Using the Computer Data Collector to Scan
Unreachable Computers" on page 50 to perform scans and data collection on local
computer endpoints and import the scan results into the Assessment.

4. After the Computer Data Collector generated Local Computer Data Scan is
complete, select the Import Scan File option in the Assessment window to Import

© 2020 RapidFire Tools, Inc. All rights reserved.
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the scan results into the Assessment.
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v 4

Scans [ #* Import Scan File

-

nl

0 Fles

Scan(s)

Step 5 — Confirm that Data Collection is Complete using the Scan

Completion Confirmation Worksheet

In this step, confirm that you've collected all of the data you want before you move
forward. It's important to be sure you've completed all of the scans you want, because
the next phase of the assessment relies on your scan data.

After you have performed all required data collection and are ready to move forward,

open and mark this worksheet as complete.

1. To complete the Scan Completion Confirmation Worksheet, click on the

A

selector on the left side of the InForm Bar located towards the bottom of the
Assessment window to display the Worksheet for selection.

2. Open the Scan Completion Confirmation Worksheet listed under the InForm
Bar by selecting the Scan Completion Confirmation Worksheet's name label.

v InForm __ +, Add Form (Choose Template) ———
Select Form to
2 Forms Vew/ 5 09-Jud-2020 - 09-Jul-2020
ﬁ' Scan Completion Confirmation Worksheet |
] Unitrends BOR Needs Worksheet

The Scan Completion Confirmation Worksheet window will be displayed.

Scan Completion Confirmation Worksheet

1requred Remaining ([ [Nl (A

a
I CZEEE e

X

1 Scan Completion (1 Required Remaining)

1.1 Are all initial data collection complet

Expand All | Collapse A

© 2020 RapidFire Tools, Inc. All rights reserved.
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3. Ifthe BDR Collector Scan and all local computer scans have been performed and
Imported into the Assessment, then select the “Yes” Response to confirm that the
scans are complete.

4. After completing the Scan Completion Confirmation Worksheet, select the Save
button to save your response. Then select the Close button to close the
worksheet's window.

After the Scan Completion Confirmation Worksheet has been completed, the
Checklist will be updated to show that this worksheet has been Completed. After
the completion of this worksheet, new steps will be added to the Checklist that
require additional worksheets be completed.

/\ BDR Test f Edit Ste Assessments
SITE £
Assessment-20200709
’— -] Select
Actve Profct Unitrends BDR Assessment (Full)  56% Complete 5 Complete (@) Requied (1) O |
v
A S
' Complete the Complete the Existing Backup | Unitrends
ical System Backup Volume | Solution Back Backup Selection
Archived Projects orks Exclusion Set Il eport
Worksheet Worksheet orksheet o
] o o o e o (] o

aaaaaa

These additional worksheets will be accessible for editing and completion in a list
located under the InForm bar at the bottom of the Assessment Window.

Step 6 — Complete Critical System ID Worksheet

The Critical Systems ID Worksheet shows all detected systems and allows you to
mark them as critical to the operation of this business. These systems can be either
servers or workstations.

1. To complete the Critical System ID Worksheet, open the Critical System ID
Worksheet listed under the InForm Bar located towards the bottom of the
Assessment window by selecting the Critical System ID Worksheet's name label.

© 2020 RapidFire Tools, Inc. All rights reserved.
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&
V ) InForm + Add Form {Choose Template)

Select Form to
View / Edit

I Critical Systems ID Worksheet

7 Forms

o

06/01/2016 - 11/17/2016

The Critical System ID Workshee

t window will be displayed.

e Field for each Topic Question listed throughout
n order to document the BDR needs for your

2. Enter Responses in the Respons
the worksheet’'s Category pages i
client.
Critical Systems ID Workshee fog x|
Category n Meat
o1 “Servers

Select each Category page within the worksheet to assign Responses all of the

questions associated with the servers or workstations identified within the Network.

|T_|

Category

- 2 Mext

To save time completing this worksheet, use the Bulk Data Entry feature detailed
in . Use the Bulk Data Entry feature to set all of the responses to Topic Questions
in the worksheet’s to the “No” Response. Then, one by one, set the Response to

“Yes” only for the Computers that

© 2020 RapidFire Tools, Inc. All rights reserved.

are deemed as Critical to the business.
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Step 7 — Complete Backup Volume Exclusion Worksheet

This worksheet lists all volumes by computer and allows you to identify volumes to
exclude from the analysis. By default, no volumes are excluded, but you may use this
worksheet to identify some volumes (such as backup file drives) that are not to be
included.

v
V (W InForm <+ Add Form (Choose Template)

Select Form to
6 Forms View / Edit 06/01/2016 - 11/17/2016

0 Critical Systems ID Worksheet
Q |Backup Wolume Exdusion '\-'-,'orksheetl

2. Open the Backup Volume Exclusion Worksheet listed under the InForm Bar
located towards the bottom of the Assessment window by selecting the Backup
Volume Exclusion Worksheet's name label.

The Backup Volume Exclusion Worksheet window will be displayed.

Backup Volume Exclusion Wors!

heet
— TN - D CEREEm
Category E ' ' 3 . .

o 1 PC

b (e

1.2 M:(Data)

3. Select each available Category page within the worksheet to assign responses to
the questions posed about the need to include identified drive volumes for each of
the servers and workstations identified within the Network.

Category Previous - 2 | Next

4. Enter Responses in the Response Field for each Topic Question listed throughout
the worksheet in order to document the BDR needs for your client.

© 2020 RapidFire Tools, Inc. All rights reserved.
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The Default Responses in this worksheet are set to “No” in order to save you time
in completing this worksheet. Select the “Yes” Response for computer volumes
that are to be excluded.

5. After completing the Backup Volume Exclusion Worksheet, select the Save button
to save your responses. Then select the Close button to close the worksheet's
window.

After the Backup Volume Exclusion Worksheet has been completed, the Checklist
will be updated to show that the worksheet has been Completed.

Step 8 — Complete Existing Backup Solution Backup Set ID
Worksheet

This worksheet allows you to identify which systems are in the current backup set within
the existing backup solution thatis in place.

1. To complete the Existing Backup Solution Backup Set ID Worksheet, open the
Existing Backup Solution Backup Set ID Worksheet listed under the InForm Bar
located towards the bottom of the Assessment window by selecting the Existing
Backup Solution Backup Set ID Worksheet's name label.

&
V : InForm + Add Form {Choose Template)
7 Forms \Sﬁﬁg"dﬁ" fo 06/01/2016 - 11/17/2016
0 I Existing Backup Solution Backup Set ID Worksheet]
0 Critical Systems ID Worksheet

2. The Existing Backup Solution Backup Set ID Worksheet window will be displayed.

© 2020 RapidFire Tools, Inc. All rights reserved.
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Existing Backup Salution Backup Set I Worksheet

sareurearemancs [N

I [THEE O

o

1 Servers (16 Required Remaining)

Select these Pages to Review the Servers|
Category I_ and Werkstations Found on the Metwork
— T L T T S ———

1L
is

3. Select each Category page within the worksheet to assign responses to the
questions associated with the servers or workstations identified within the Network.

-

“

Category Frevious -

Mext

Enter Responses in the Response Field for each Topic Question listed throughout
the worksheet in order to document the BDR needs for your client.

Backup Volume Exclusion Worksheet
IPR—- - N - |

Category  Frevicus

Ao 34
341 C:

342 D:(Data)
£ remp—

M3 E

e luce T v o fhe backup anatysis?

D CCHEN O |

|

To save time completing this worksheet, use the Bulk Data Entry feature detailed
in "Completing Worksheets and Surveys" on page 56. Use the Bulk Data Entry

feature to set all of the answers to Topic Questions in the worksheet’s to the “No”

RapidFireTools

© 2020 RapidFire Tools, Inc. All rights reserved.
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Response. Then, one by one, set the Response to “Yes” only for the Computers
that are included in the currently implemented backup solution’s Backup Set.

4. After completing the Existing Backup Solution Backup Set ID Worksheet, select
the Save button to save your responses. Then select the Close button to close the
worksheet's window.

After the Existing Backup Solution Backup Set ID Worksheet has been completed,
the Checklist will be updated to show that the Existing Backup Solution Backup
Set ID Worksheet has been Completed.

Step 9 — Complete Unitrends Backup Selection Preference
Worksheet (OPTIONAL)

When you generate the Unitrends BDR Needs Analysis Report at the end of the
assessment, you will be presented with a recommend Unitrends Recovery Series
product for your BDR requirements. This OPTIONAL worksheet allows you to override
the suggested Unitrends Model.

[ Note: You can skip this step and begin generating reports. ]

1. To complete the Unitrends Backup Selection Preference Worksheet, open the
Backup Selection Preference Worksheet.

v

V InForm Add Form (Choose Template) Import Form Generate Issue Exceptions

Select Form to
View / Edit

Unitrends Backup Selection Preference Worksheet

07-Jul-2020 - 07-Jul-2020

wm ?

Unitrends BDR Needs Worksheet

2. The worksheet is listed under the InForm Bar located towards the bottom of the
Assessment window. To open the worksheet, select the Unitrends Backup
Selection Preference Worksheet’s name label. The Unitrends Backup
Selection Preference Worksheet window will be displayed.

© 2020 RapidFire Tools, Inc. All rights reserved.
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Unitrends Backup Selection Preference Worksheet

X

[m}
(o [ o

0 Required Remaining -n
sed ur b a recommended L

Ba ackup needs

extem

ormation.

+/ 1 Recommended Unitrends Model

1.1 Recommendation Override

del wil be ined based on the data given. You
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3. Inthe Response field, select the Unitrends BDR Solution option override that
you want to assign to this assessment.

MSP-8100S
MSP-8120S

Unitrends Backup Selection Preference Worksheet a X
et - -l - Lo [ o
Expand All | Collapse All

Note: You can view more details about the available Unitrends Recovery
Series appliances here. https://www.unitrends.com/wp-

content/uploads/Recovery-Series-Backup-Appliances-DataSheet.pdf

\

4. After completing the Unitrends Backup Selection Preference Worksheet, select
the Save button to save your responses. Next, select the Close button to close this

worksheet’'s window.

After the Unitrends Backup Selection Preference Worksheet has been
completed, the Checklist will be updated to show that the Unitrends Backup
Selection Preference Worksheet has been Completed.
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Generating Reports

Note: This step is NOT performed at the client site or network. Network Detective
should be installed on your workstations or laptop. Install Network Detective from
https://www.rapidfiretools.com/nd if you have not already done so.

To incorporate your company’s brand in the reports, use the custom Reporting
Branding Preference features in Network Detective. To learn more about how to use
the Report Branding Preference feature, refer to the Network Detective User Guide
available at www.rapidfiretools.com/bdr.

Follow these steps to run the BDR Analysis Reports:

1. Run Network Detective and login with your credentials.

2. Then select the Site, go to the Active BDR Assessment, and then select the
Reports link located in the center of the Assessment Window in order select the
reports to be generated.

3. Then select which of the Unitrends BDR Needs Assessment reports that you
want to generate.

~All
| repors
[NI Reports - Ready to Generate v] 100% Available 2 Available Reports 0 Unavailable Reports

Network

2 [ Standard Reports
[Junirends BDR Needs Analysis ( docx)
[JUnitrends BDR PowerPoint ( pptx)

4. Selectthe Create Reports button and follow the prompts to generate the reports
you selected. You may be prompted to add information to the report to include for
whom the report is prepared.

At the end of the report generation process, the generated reports will be made
available for you to open and review.

The BDR Needs Assessment module can generate the following reports and
assessment worksheets:

© 2020 RapidFire Tools, Inc. All rights reserved.
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Report

Network Detective

Description
name
Unitrends Reporting showing analysis of the Backup/Disaster Recovery needs for
BDR Needs | an environment. It includes both discovered information regarding the
Analysis storage needs of an environment, along with analysis of both onsite and
Report offsite backup requirements.
Unitrends PowerPoint slide deck for use in presenting your finding from the BDR
BDR Needs Analysis with your client.
PowerPoint
Unitrends All of the worksheets that were completed during an assessment can be
BDR Needs | generated. The generated worksheets will contain the Response input
Assessment | that was placed into each worksheet during the assessment process.
Worksheets
RapidFireTools © 2020 RapidFire Tools, Inc. All rights reserved.
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Appendices

Refer to the appendices listed below for the supplementary information referenced in this

user guide:

Pre-Scan Network Configuration Checklist ... ... . .. 28
Checklist for Domain ENvironNments . . 28
Checklist for Workgroup Environments ... L 30

Running the BDR Data ColleCtor ... ..o o 32
Step 1 — Launchthe BDR Data Collector ... .. . 32
Step 2 — Configure the BDR Data Collector Network Scan ............................................ 32
Step 3— Configure the BDR Data Collector Network Scan ... ... 33
Step 4 — Configure the Local Domains ........ ... ... . 34
Step 5— Configure the Network IP Address Rangetobe Scanned .................................. 34
Step 6 — Verifyand Runthe Scan ... .. 36
Step 7 — Monitor the Network Scan’s Collection Progress ... ... oL 37
Step 8 — Complete the BDR Data Collector Network Scan Process ... ................. 38

Importing the BDR Collector Generated ScanData ... ... 38

Using the BDR Push Deploy Tool to Collect Local Computer ScanData ............... ... 42

Running the BDR Push Deploy Tool to Perform Local Computer Scans .................... 42
Step 1 —Download and Run the BDR Needs Assessment Push Deploy Tool ....................... 42
Step 2 — Configure BDR Assessment Push Deploy Tool to Perform Local Computer Scan ...... 44
Step 3 — Set the Storage Folder Location for the Local Computer Scans Collected ................ 44
Step 4 — Enter User Name and Password Credentials ... . ... ... .. ... 45
Step 5—Define the IP Address Range of the Computersto Scanned ........... .. .................. 45

Importing the Local Computer Scan Data into the BDR Needs Assessment ............... 46

Using the Computer Data Collector to Scan Unreachable Computers ... ... 50
Step 1 — Running the Computer Data Collector to Perform a Local Computer Scan .............. 50
Step 2 — Monitoring the Computer Data Collector Scan on a Local Computer ..................... 51
Step 3— Review Local Scan File Location ... ... L 52

Importing the Local Computer Scan Data into the BDR Needs Assessment ............... 52

Completing Worksheets and SUIVeYS ... ... 56
Entering Assessment Responses into Surveys and Worksheets ... ... ... 56
Add Image Attachments to Surveys and Worksheets ... ... . ... 57
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Add SWOT Analysis to Surveys and Worksheets ... ... ... 58
Time Savings Tip to Reduce Survey and Worksheet Data Input Time ................................ 59
Use the INForm Worksheet Tool Bar .. ... .. 59
Bulk Entry for InForm Worksheets ... .. .. 59
Create Word Response FOrm 62
Import Word Response FOrm 64
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Pre-Scan Network Configuration Checklist

RapidFire Tools products can gather a great deal of information from the target network

with little advance preparation - and with very little footprint! However, if you are having

Unitrends BDR — User Guide

trouble with scans, or you have the ability to configure the target network in advance, we
recommend the settings below.

These checklists detail the recommended network configurations for both Windows
Domain and Workgroup environments.

Note: You must have .NET 3.5 installed on machines in order to use all data
collector and appliance tools.

Checklist for Domain Environments

Share this checklist with your IT Administrator and ask them to configure your network's
Domain Controller as follows:

Complete

Domain Configuration

GPO Configuration for Windows Firewall (Inbound Rules)

O

Allow Windows Management Instrumentation (WMI) service to operate through Windows
Firewall

This includes the following rules:

o Windows Management Instrumentation (ASync-In)
o Windows Management Instrumentation (WMI-In)

« Windows Management Instrumentation (DCOM-In)

Allow File and printer sharing to operate through Windows Firewall

This includes the following rules:

« File and Printer Sharing (NB-Name-In)
« File and Printer Sharing (SMB-In)
« File and Printer Sharing (NB-Session-In)

O

Enable Remote Registry “read only” access on computers targeted for scanning.

© 2020 RapidFire Tools, Inc. All rights reserved.
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Complete | Domain Configuration

Note: Remote Registry access should be restricted for use by the user access
account credentials to be used during network and local computer scan.

D Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP echo
request messages and ICMP echo reply messages to be sent and received by Windows
computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to allow a
computer:

« operating a Kaseya-RapidFire Tools product network data collector to issue ICMP
echo request messages to be sent to Windows computers and network devices

« tosend ICMP echo reply messages in response to an ICMP echo request

Note: ICMP requests are used to detect active Windows computers and network
devices to scan.

GPO Configuration for Windows Services

D Windows Management Instrumentation (WMI)
» Startup Type: Automatic

D Windows Update Service
« Startup Type: Automatic

D Remote Registry
« Startup Type: Automatic

D Remote Procedure Call
« Startup Type: Automatic

Network Shares

l:] « Admin$ must be present and accessible using supplied credentials (usually a local admin
or user in the local Computer's Administrative Security group)

RapidFireTools © 2020 RapidFire Tools, Inc. All rights reserved.
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Complete

Domain Configuration

3rd Party Firewalls

O

* Ensure that 3rd party Firewalls are configured similarly to Windows Firewall rules
described within this checklist.

[ Note: This is a requirment for both Activity Directory and Workgroup Networks. ]

Checklist for Workgroup Environments

Share this checklist with your IT Administrator and ask them to configure each computer
in your workgroup as follows:

Complete?

Workgroup Configuration

Network Settings

« Admin$ must be present on the computers you wish to scan, and be accessible with the
login credentials you provide for the scan

* File and printer sharing must be enabled on the computers you wish to scan

» Ensure the Windows Services below are running and allowed to communicate through
Windows Firewall:

» Windows Management Instrumentation (WMI)

* Windows Update Service

* Remote Registry

* Remote Desktop

* Remote Procedure Call

» Workgroup computer administrator user account credentials.

Note: Before configuring scan settings for workgroups, prepare a list of the
workgroup computer(s) adminstrator user account credentials for entry into the scan
settings wizard.

© 2020 RapidFire Tools, Inc. All rights reserved. RapidFireTools

30



Unitrends BDR — User Guide Network Detective

Complete? | Workgroup Configuration

D Enable the Internet Control Message Protocol (ICMP) to allow authorized ICMP echo
request messages and ICMP echo reply messages to be sent and received by Windows
computers and network devices.

Windows firewall rules on Windows computers may need to be created/enabled to allow a
computer:

« operating a Kaseya-RapidFire Tools product network data collector to issue ICMP
echo request messages to be sent to Windows computers and network devices

« tosend ICMP echo reply messages in response to an ICMP echo request

Note: ICMP requests are used to detect active Windows computers and network
devices to scan.

RapidFireTools © 2020 RapidFire Tools, Inc. All rights reserved.
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Running the BDR Data Collector

Prerequisite: The BDR Data Collector scan depends on the availability of WMI within
the network environment being scanned. Please verify that WMI is enabled before
proceeding with the steps below.

Step 1 — Launch the BDR Data Collector

The BDR Network scan is performed at your client’s site. You can bring and run the
BDR Data Collector from a USB drive, or, from any Windows system, visit the RapidFire
Tools software download website (https://www.rapidfiretools.com/nd) and download and
run the BDR Data Collector named BDRDataCollector.exe.

The BDR Data Collector is a self-extracting .ZIP file that does not install on the client
computer.

To start the BDR Data Collector, right-click on the BDRDataCollector.exe and run
BDRDataCollector.exe using the RUN AS ADMINISTRATOR MENU option. Use the
unzip option to unzip the files into a temporary location and start the collector.

[ BDR Data Collector ﬂ

Secan Type Scan Type

Sean Opsions Select lype of scans 1o peilom

Werify and Run Select the iype of BDA data collection o perfiom

Callection Pragress
| EDR Matwerk sl Collacior

Fanigh Ciollect network -wid olats ysing remaole protocols. Ragueed lov B0A
A sresaments

+ EDR Local Comgubes Dusta Collachon

Ciallecs! ciata ot S cumand compaer Dpeall: wead' iy supnent el
codesbi mhean ramode prolocals e ool avatabie o ther compadar

gty W k] F sy [nrrang on HMET CLIR versaon 2 0US00 2T BOCE)] Moemsd

Step 2 — Configure the BDR Data Collector Network Scan

Starting the BDR Data Collector will present the following screen.

Select the Next button and the Credentials window will be presented.
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Network Detective

Step 3 — Configure the BDR Data Collector Network Scan

The Credentials window will be displayed to enable you to enter the required
administrative credentials necessary to access the network environment during the
scanning process.

Enter the Credentials by performing these steps:

1. Enter a username and password with administrative rights to connect to a Domain
Controller and Active Directory. Ifin a domain, clicking the Next button will test a
connection to the a Domain Controller and Active Directory to verify your
credentials.

2. Select the Next button.

RapidFireTools
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At this pointin the process, the Local Domains window will be presented.

o BDR Data Collector E3
v ScanType Local Domains
v Cradentials Bimbow i akst of the debeched domaing in he cument Iorest of Active Dbectony,

Lacal Domains: ® Guahwe indoamation for ALL the domaire detected

IP Ranges G informastion for orly the Diomens: srd DLl selechad baldow

Wgrdy and Fuin

Colection Progres::

Firizh

Back: Newd

Step 4 — Configure the Local Domains

For most SMB networks, simply click Next to gather information from ALL Domains. For
larger clients you may want to narrow the scope of the assessment. If so, select the
Domains to gather information by performing these steps:

1. Select Gather information for only the Domains and OUs you select, and make
your selections.

- =
E  Domain and OU Confirmation = “

2. Select the Next button.

3. Confirm the Domain and OU when the Domain and OU Confirmation window is
presented.

4. Selectthe OK button to confirm the Domain and OUs you have selected

Step 5 — Configure the Network |IP Address Range to be Scanned

You may use the default IP Range presented and select the Next button, or define an
IP Range.
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You can specify an IP Range by clearing the default IP address range entry detected
within the network by selecting the Clear All Entries option.

1" Scan Tvpe IF Ranges
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Verdy and Fun [
Collection Progress
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Next, enter the Starting and Ending IP Addresses for the range(s) you want to scan in
the IP range field using the following format:

Starting Address of IP Range Address<hyphen>Ending Address of IP Range.
Then select the Add link to add the IP Range you specified.

Note that you can add multiple IP ranges if you need to scan remote locations or multiple
subnets.
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Note: Scans may affect network performance. Select Perform minimal impact scan
if this is an issue. Then select the Next button.

The Verify and Run window will be presented.

Step 6 — Verify and Run the Scan

Select the folder that you want to store the scan data file in after the scan is completed.
You may change the scan’s Output Assessment File Folder location and Basename

for the scan data.

Scan Tvpe

Varify and Run

Local Domains

>
¥ Crodentials
7
4

IP Range:

Yerity and Run

Callection Progreis

Finizh

[Resdy bo un the dals colechion. Select youn oulput ke location snd basename
The Breal assesoment fie vl be <bolde Y basenams: ap.

Distpast Anpesamend Fils
Folder C:\dowmbosd\B O R

Bapename:  BORColeciorScan

Cowmiresrt [ophonall

Enter any Comments and then select Start. The Collection Progress window will then
be displayed as presented below.
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Note: Prior to performing Step 6 above, you can run the Pre-Scan Analyzer. The
Pre-Scan Analyzer checks to verify that WMI is available. The Pre-Scan Analyzer
can also identify any “unreachable” computers that should be turned on to be made
accessible before you start the BDR Collector Scan, or identify unreachable
computers that you need to later scan with the Computer Data Collector.

Step 7 — Monitor the Network Scan’s Collection Progress

= BDR Data Collector [ x|
v Scan Type Collection Progress

yfr Crsdurntial Atve Dirschony 10 124 computers nithed

v Local Dormaing Irbemet Prstaming infirest speed tests server 1 of 19)

v"‘ IF Ranges Hatwosk Dot 100 frshed

Lozl Collechor Gt optonal Instaes
" Verity and Fun

Collection Progress

Finash

Cancsl Daks Colection "wiap It Lip

The Network Scan’s status is detailed in the Collection Progress window.

The Collection Progress window presents the progress status of a number of scanning
processes that are undertaken.

At any time you can Cancel Data Collection which will not save any data. By selecting

Wrap It Up you can terminate the scan and generate reports using the incomplete data
collected.

Upon the completion of the scan, the Finish window will be displayed.
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=] BDR Data Collector ﬂ

v Scan Type Finish

v Credentials T pespeae thos rmpeoet, Lk thos Pt Busdchar hool whins s wall inpecet Hrs
colechion file bo genesate seports

v Local Domains
Colect the output e hom

v PRange: C\downinachBDA

o Verty snd Aun

Dipen Foldes

Collection Progress

Finizsh

Frvusy Rl Summaty

Do

Step 8 — Complete the BDR Data Collector Network Scan Process

The Finish window indicates that the scan is complete and enables you to review the
scan output file’s location and the scan’s Results Summary.

Click on Done button to close the BDR Data Collector window. Note the location

where the scan’s output file is stored and gather the output zip file(s) for importing into
the Network Detective application.

Importing the BDR Collector Generated Scan Data

The final step in this process is to import the data collected during the BDR Network
Scan into the Network Detective application in the Active BDR needs assessment.

Perform the following steps to Import the Scan Data:

1. Click on the Import Scans File button in the Network Detective Assessment
window.

A" 4 Y Scans [ & Import Scan File

=

Scan(s) 0 Rles
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The Select the Scan Results window will be displayed thereby allowing you to
import the .ZIP file produced by the BDR Network Data Scan into the
Assessment.

2. Browse and Select the BDR Network Scan data file from the data collection you
completed at your client’s site.

(@1 Network Detective Wizard Iﬂ

Select the Scan Results

Select the resulting scan file orfiles. Muttiple scan files or compressed anchives can be selected in the file browser.
Use CTRL-Click or SHIFTClick to select multiple files.

I you do not have a results file from @ network scan, please download the Data Collector and complete a scan first.

Browse

Net | [ Cancel

Then click the Next button to import the scan data.

3. The Network Detective Merge window will be displayed.

© 2020 RapidFire Tools, Inc. All rights reserved.
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The success of the scan’s import will be confirmed by the Scan Archive Created
window being displayed.

4. Selectthe Finish button to complete the scan file import process.

After the BDR Data Collector scan file is imported into the assessment, the Scans
section of the Assessment Window will be updated to list the Network Scans
files imported into the assessment.

Vé Scans 4 _potimfic . il < i

Scanfs) Expand Al 1Fles  06/12/2016 - 06/12/2016
~ Metwork Scans 1Files  06/12/2016 - 06/12/2016
0 MetworkDetectiveSampleData.ndf Completed 06/12/2016

In addition, the Status and Check List information indicators will be updated to
present the assessment’s current status. Refer to the figure to the right.
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/A BDRTest / eitse Assessments | Repots | Bpot | Explors Data
Assessment-2020070324322

67% Complete ~ 2 Complete o Required (1) Optional Created 07-Jul-2020 01:02 PM  Updated 07-1u-2020 02:16 PM  Previous Project: Select

Unitrends BDR Assessment (Quick)  £7%: Complete 2 Complete (@) Required (1) Optional  Created 07-3u-2020 01:02PM  H

v
v b v - Bw:mkhﬂn'vl ﬂgz:)ﬂ:ts
o o ®
3) Unitrends Backup Selection P ce Worksheet

This worksheet allows you to overide the suggested Unitrends Model

RapidFireTools’ © 2020 RapidFire Tools, Inc. All rights reserved.

41



Network Detective Unitrends BDR — User Guide

Using the BDR Push Deploy Tool to Collect Local Computer
Scan Data

The BDR Push Deploy Tool scan depends on the availability of WMI within the
network environment being scanned. Please verify that WMI is enabled before
proceeding with the steps below. See "Pre-Scan Network Configuration Checklist" on
page 28 for a complete list of requirements.

Running the BDR Push Deploy Tool to Perform Local
Computer Scans

The BDR Assessment Push Deploy Tool pushes the Local Data Collector to machines
in a specified IP range, the local scans are executed on each computer, and then each
computer scan file is saved to a specified directory (which can also be a network share).
This directory (i.e. folder) is defined during the set-up of the Push Deploy Tool based
scan.

The benefit of the tool is that a local scan can be run simultaneously on each computer
within the network from a centralized location. The Push Deploy Tool is used to reduce
or eliminate the need you to spend time at each computer within the network to run a
local computer scan.

The output files (.CDF files) from the local scans can either be:

1. stored on a USB drive and taken off site to be imported into the active assessment
within Network Detective.

2. automatically uploaded to the RapidFire Tools secure cloud storage area using the
Client Connector (a Network Detective add-on) and later downloaded from the
secure cloud storage area directly to the Network Detective application for use in
report generation.

To use the BDR Assessment Push Deploy Tool to perform local scans for computers
within a network, please follow the steps detailed below.

Step 1 — Download and Run the BDR Needs Assessment Push
Deploy Tool
To perform a local computer scan, download the BDR Push Deploy Tool named

BDRPushDeployTool.zip from the RapidFire Tools download page at
https://www.rapidfiretools.com/nd.

© 2020 RapidFire Tools, Inc. All rights reserved.
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Network Detective

Then extract the contents of the BDR Push Deploy Tool .ZIP file to any machine on the
target network or to a USB drive for use.

Within the folder named BDRPushDeployTool that was created by the .ZIP file
extraction, right-click and run BDRPushDeployTool.exe using the RUNIAS]

ADMINISTRATOR option.

%, Microioft5gl5erver.]
% Microsoft.SqlSerser.]
% Microsoft SqlSerser
% Microsoft'Wind2.Tasg

B nacrndline exe

¥

riacrndline, exe.confi
nacrndline pdb

B

57 nddi, e

7 ndde.execonfig L3
ndde.peb ©
fdfRundog
ndtServers b

% MetDnsdll
Metevork Detectnee O

% Metworkfssessrment

% MetworkDetectnee.dl
MetaworkDetective-C
MetaworkDetectnely

% MNetworkDetectheeHe

F run.ndp

Run as administrator
Troubleshoot compatibility

Zend to [ Application eden

Cut
Copy
Create shortcut

Delete Task Die

Aename Application sde

Properties

87 RunBORADataCollects

If you do not run the BDRPushDeployTool.exe as an administrator, you will see the
following Warning message.

RapidFireTools
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Warning ﬂ

Aftention: Running without Admin rights!

It appears you are running this without &dmin rights, which may limit the

inforrmation thatwill be collected, including the ability to gather information
from MBS,

Sre you sure you wish to continue?

Step 2 — Configure BDR Assessment Push Deploy Tool to Perform
Local Computer Scan

Starting the BDR Assessment Push Deploy Tool will present the following window.
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HOTE: Cortnin opiionsfislds wil be lockerd {dabied) when colecion i in poges
Versor, inlomadian

i Lipest Venion  Clanven 'iaron: 201073 Awninbls Vemion: 201270 pcists Sistn A reeer son i svalstia
Satiings

Sacenge Fakder C. v’ Mot Dt octove Fush Depley Tool Charos Foder  Cpen Pty

ward b sollest. (] Compiter Dala CDF) Seuty Dt (EDFAWDF

Credertials foptional )
Colectan i be R B ARPUYEEE
Acousn o ramin rachian iz copy flss and wn colsciorns el Les pour Carmeny kaggedin s ey delmll. s ey cortae » backabi i rou wish i sio sy 8
domesin, HOITE: The credieniisis srisnsci b s ol chisciod aniil 3 callecion s indisoecd
Laararse S Uning Soecibed Crderiiel

]

Fsbwerklbeincive Comecion joptional]
Comnadiar IO A s Conreico iy i Vebwvark Cmtwcitow Corvciar
A Pty Saves o iy 1t: Ao the el

Loged Seflifels  Rave SEerE

Tkl U 0 & fuk O [FRISE Rermabning: 0 Tod Data Pl B, 08 Flew 0 SDF fibes: 0 WIDF fiken: 0

First, set the “l want to collect” option to be Computer Data (.CDF).

Step 3 — Set the Storage Folder Location for the Local Computer
Scans Collected

Set the Storage Folder location used to store the scan data collected from the computers
scanned.
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Note: This Storage Folder location can be located on a network share drive to
centralize scan file storage.

If the individual performing the BDR Assessment Push Deploy Tool-based scans is
logged into the network using Domain Administrator credentials, then the need to enter
credentials as part of configuring the Push Deploy Tool scans is optional.

Step 4 — Enter User Name and Password Credentials

If the entry of credentials is required, then type in the administrator level Username and
Password Credentials necessary to access the local computers on the network to be
scanned.

Next, select the Computers and Collection Status tab.

Step 5 — Define the IP Address Range of the Computers to Scanned

The Computers and Collection Status window allows you to:

1@ BDR Push Deploy Tool - v2.0.1082 - m] X
Settings and Configuration Computers and Collection Status ' Connector (optional) Collected Data Files

Right-click any computer rows in the table for more options regarding the rows selected. Click the multi-colored COMPUTER counters in the bottom status bar to fiter the
table on the selected counter.

Start Data Collection

Failed: 0 Total Data Files: 0, CDF Files: 0, SDF Files: 0. WDF Files:0 ;|

Add (computers) from IP Range that are to be scanned

Add a Single Computer to be scanned

Add (computers) from File that are to be scanned

Or to Save Computers to File in order to export a list of computers to be scanned
again in future assessments

Methods for the Set-up Process Used to Configure Computers to be Scanned
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As previously referenced, there are three methods to creating/adding a list of computers
to be scanned by the Push Deploy tool. These methods are explained below.

Importing the Local Computer Scan Data into the BDR Needs
Assessment

-

V . Scans [ #* Import Scan File

nl

Scan(s) 0 Rle=s

The final step in this process is to import the Local Computer Scan data collected during
the Push Deploy Tool Scan into the Active BDR needs assessment.

Perform the following steps to Import the Local Computer Scan Data files:

1. Click on the Import Scan File button in the Network Detective Assessment
window.

The Select the Scan Results window will be displayed thereby allowing you to
import the .CDF files produced by the Push Deploy Tools Local Computer Scans
into the Assessment.

2. Browse and Select the Local Computer Scan data files from the Storage Folder
location you selected during the setup of the Push Deploy Tool Scan process.
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NEM*DE‘M__

Select the Scan Results

Select the resulting scan file orfiles. Multiple scan files or compressed archives can be selected in the file browser.
Use CTRL-Click or SHIFT-Click to select muttiple files.

I you do net have a results file from a network scan, please download the Data Collector and complete a scan first.

[ Back  |[ mMex ][ Cancel

3. Then click the Next button to import the scan data.

The Network Detective Merge window will be displayed.

Files from the Compuier Deta Collactor | C0F) need bo be mergesd wifh the oigral Network: Detective dats S | NOF) befoss genersing 8 mpod.
I pecler by margs indnicluel computers. you will need in specy 8 domain or woskgeoup for sach COF file.

Cusstom Domrain: iyt
"t CUSTOM i th drapsios bl undier “Wargs Inbs™ 1o usa ihe Cusiom Deman.

The success of the scan’s import will be confirmed by the Scan Archive Created
window being displayed as presented below.
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Q)

Scan Archive Created

fourd in Aecent Scans

Metwork Detective Wizard

The scan archive wes ceated successhuly. The new scan wil be in the cument selected scen direciony or canbe

4. Select the Finish button to complete the scan file import process.

After the Local Computer scan files are imported into the assessment, the Scans section
of the Assessment Window will be updated to list the Computer Scans files imported into

the assessment.

AN T Scans
Scan(s)

« Computer Scans

€)  Us-PC-DODFSACE7504.cdf

+ MNetwork Scans
0 MetworkScanData.ndf

#* Import Scan File

'J_ Initiate Extemal Scan

01/18/2016 - 01/18/2016
01/18/2016 - 01/18/2016

01/18/2016 - 01/18/2016

‘% Download Scans

In addition, the Status and Check List information indicators will be updated to present
the assessment’s current status. Refer to the figure to the right.
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Network Detective

v
A

Run Computer
v | v I v | Data Collector on |
‘computers that
cannot be
scanned remot ...

o o o @

4 Run Computer Data Collector on computers that cannot be scanned remotely
If you know of any computers that cannot be scanned remotely 2. blocked by a firewall, not connected to the domain

the Computer Data Collector directly the computer itself.

RapidFireTools’
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Using the Computer Data Collector to Scan Unreachable
Computers

Use the Computer Data Collector to perform a local scan on any computers that cannot
be scanned remotely (i.e. blocked by a firewall, not connected to the domain, or
otherwise inaccessible).

For computers that were unreachable during the Local Scans that were to be performed
using the Push Deploy Tool and still require scanning, you will need to download and
run the Computer Data Collector from the RapidFire Tools software download website to
a folder on a local computer or a USB drive. The Computer Data Collector is a self-
extracting .zip file named

NetworkDetectiveComputerDataCollector.exe that executes as an “EXE” and is
completely non-invasive — it is not “installed” on the local computer being scanned or
any other machine on the client’s network, and does not make any changes to the
system.

Step 1 — Running the Computer Data Collector to Perform a Local
Computer Scan

Before starting the use of the Computer Data Collector, always download the latest
version of the Computer Data Collector. Please follow these steps to download the run
the Computer Data Collector.

1. Visitthe RapidFire Tools software download website at
https://www.rapidfiretools.com/nd and download to a Storage Folder and run the
Computer Data Collector named NetworkDetectiveComputerDataCollector.exe
This file is a self-extracting ZIP file that does not install on the client computer.

2. After download, run NetworkDetectiveComputerDataCollector.exe and use the
Unzip option to unzip the files into a temporary location.
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WinZip Self-Extractor - NetworkDetectiveComputerDa... Iﬁ

To unzip all files in thiz zelf-extractar file to the Unzip
gpecified folder prezs the Unzip button,
Run winsip

Unzip ta folder:; —_—
e stark A ppD atasLocals T e Browse. .. Cloze
W Dwenarnite files without prompting Ahaout
I+ ‘w'hen done unzipping open:

SArunlocal bat FlEl

The Computer Data Collector will automatically start running.

Note: After the Computer Data Collector Scan is complete, the scan data file
will be located in the Storage Folder you selected during the download and
running of the Computer Data Collector.

Note, that the Computer Data Collector will have to be downloaded and run on
each local computer that is to be included in the Network Assessment that you are
performing.

Step 2 — Monitoring the Computer Data Collector Scan on a
Local Computer

Once you unzip the Computer Data Collector, the Computer Data Collector
application in the Storage Folder you selected, the program will automatically start
and you will be presented with the following window indicating that the Computer
Data Collector is performing the local scan.

© 2020 RapidFire Tools, Inc. All rights reserved.

51



Network Detective

Unitrends BDR — User Guide

v AppData » Local » Temp » cdf

Open Share with Burn Mew folder

ol Homegroup

S Computer
i TILOG234WOC (C
& Local Disk (Dx)
DVD RW Drive (E) RFT BU Dskd 9-26

o Removable Disk (F:)

€l Network
M SNIFFER2
N Us-pC

US-PC-DODFOACETS04. cdf Dat f 1/18/2016 10:14 AM

225KB

[E=ma=h. %]

U5-PC-DODFIACETS04.cof

Lo

BN "Computer Data Collector™

[Collecting Data. Please Wait...

E] |

Step 3 — Review Local Scan File Location

Upon completion of the Local Computer Scan using the Computer Data Collector,
a window will be presented to you displaying the location of the scan output file

that has a file extension of .CDF.

This .CDF file should be retrieved and imported into your assessment.

Importing the Local Computer Scan Data into the BDR

Needs Assessment

The final step in this process is to import the Local Computer Scan data collected
during the Push Deploy Tool Scan into the Active BDR needs assessment.

Perform the following steps to Import the Local Computer Scan Data files:

3. Click on the Import Scans File button in the Network Detective Assessment

window.
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-

V r Scans [ #* Import Scan File

nl

Scan(s) 0 Rle=s

Network Detective

The Select the Scan Results window will be displayed thereby allowing you to
import the .CDF file produced by the Computer Data Collector into the

Assessment.

(@1 Network Detective Wizard Iﬂ

Select the Scan Results

Select the resulting scan file orfiles. Muttiple scan files or compressed anchives can be selected in the file browser.
Use CTRL-Click or SHIFTClick to select multiple files.

I you do not have a results file from @ network scan, please download the Data Collector and complete a scan first.

Browse

[ Net |[ Canced |

. Browse and Select the Local Computer Scan data files from the Storage Folder
location you selected during the setup of the Computer Data Collector installation

process.
5. Then click the Next button to import the scan data.

6. The Network Detective Merge window will be displayed.
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Films from the Computer Deta Collsctor | CDF) need to: be mermesd st the oapral Network: Distectres dists i | NIDF) bafoes generstng & mepon.
I oedlar bo margs indnicual computers. you wall need (n spacky & doman or woskgeoup for sach COF ks

foptisnds)

‘Custom Chormain:
“Salect CUSTOM i the drapsons bl under “Margs ba™ 12 use the Cusiom Domain,

2] Fun Dl |erge Inkx

Compiger  Local Domain\Workgroup

The success of the scan’s import will be confirmed by the Scan Archive Created
window being displayed as presented below.

Scan Archive Created

The scan achive wes cested successfuly. The new scan wil be in the cument selected scan direciony or can be
fourd in Aecent Scana.

7. Select the Finish button to complete the scan file import process.
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A Y Scans #* Import Scan File Initiate Extemal Scan % Download Scans

01/18/2016 - 01/18/2016

Scan(s) 2 Files
+« Computer Scans 1 Files 01/18/2016 - 01/18/2016
0 US-PC-DODFIACE7504, cdf
+ MNetwork Scans 1Files  01/18/2016 - 01/18/2016

0 MetworkScanData.ndf

After the Local Computer scan files are imported into the assessment, the Scans
section of the Assessment Window will be updated to list the Computer Scans files

imported into the assessment.

\V4 Y Scans &  Import Scan File
Scan(s) Bxpand Al

+« Metwork Scans

- Computer Scans
(%] cdf
(3¢ cdf

—

Please note, the Status and Check List information indicators for this step will not
be updated in the Checklist until you complete the Scan Completion Confirmation

Worksheet.
v
Run Computer Data Collection =
Data Collector on Complete
computers that Reports
et e Mot Ready
scanned remot. ..
O 6 © 4 (5]
4) Run Computer Data Collector on computers that cannot be scanned remotely
If you know of any computers that cannot be scanned remotely 2. blocked by a firewall, not connected to the domain
the Computer Data Collector directly the computer itself.

To verify that the scan file produced by the Computer Data Collector was imported
into your assessment, view the Computer Scans file list located under the Scans

Bar.
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Completing Worksheets and Surveys

Throughout the assessment process, assessment data is gathered though the use of
automated scans and by documenting information in a series of surveys and
worksheets.

These surveys and worksheets are dynamically generated when the assessment is
initially started and when data is collected throughout the assessment process.

Assessment response data is collected through:

« use of automated scans
« importing responses from Word documents

« typing the information directly into surveys and worksheets forms

Entering Assessment Responses into Surveys and Worksheets

Throughout the assessment process a number of Surveys and Worksheets will be
generated and require completion.

EXAMPLE:
To complete an InForm worksheet (or survey or questionnaire), follow these steps:

i. Review the Topic (i.e. the specific field or question within the form).

1 test1. it.com (2 Required Remaining) Section
Indicate if the user is an employee, vendor, former employee or former vendor. Note that employees may also be users who are on contract or have relationships
(such as privileges) with the covered entity. For active employees and vendors, indicate if the user is authorized to access ePHI. You must indicate a response for
every user to complete this worksheet. \ Instructions
1.1 Administrator 8 Topic/Question
Name: Adminisirator Enabled: enabled Last Login: 10/5/2017 1:27:30 PM Job Tile: Depariment: Company: Detected Service Account
3 Add SWOT analysis
- Zati O 7] B
Vendor - ePHI authorization \ A4 D ~ ‘(,_,.'
Answer field / I \
Add Notes Add o "
attachmen
Respondent
name

ii. Review the Instructions. The instructions appear immediately below the topic
label. Instructions provide guidance and are not included in the reports.

iii. Enterthe Response. There are three types of responses:

© 2020 RapidFire Tools, Inc. All rights reserved.

56



Unitrends BDR — User Guide Network Detective

RS Description Example Use

Type

Text Free-form text response "Describe the condition of the data
Response center."

Multiple Multiple fixed responses "Does the firewall have IPS?"
Choice (Yes/No)

Checklist An item that is marked off if "Check the security of the door
Item completed locks."

Note: With few exceptions, you must respond to each form entry to
complete the all of the surveys within the Unitrends BDR Full Assessment
process.

\.

iv. (Optional) Enter any Notes relevant to the topic’s response.

v. (Optional) Enter the name of Respondenit (i.e. the person who provided you
with the information, if applicable).

vi. (Optional) Add any relevant Aftachments. See "Add Image Attachments to
Surveys and Worksheets" below for more details.

Note: Only image attachments (.png, .jpg) are supported at this time.

vii. (Optional) Add a SWOT Analysis, examining Strengths, Opportunities,
Weaknesses, and Threats. See "Add SWOT Analysis to Surveys and
Worksheets" on the facing page for more details.

viii. Save your answers periodically and Save and Close when you are done.

Add Image Attachments to Surveys and Worksheets

You can add images to worksheets and surveys. You might include pictures of key
personnel or diagrams that explain certain security exceptions.

Attachments can be added to each item or question listed in a worksheet. To do this:

1. Open the InForm in your assessment in Network Detective.

2. Underneath an InForm item, click on the folder icon.
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1.1 Administrator

Name: Administrator Enabled: enabled Last Login: 10/5/2017 1:27:30 PM Job Title: Department: Company: Detected Service Account
Ho

Vendor - ePHI authorization v

3. Click Add.
4. Select the attachment from your computer and click Open.

5. Continue adding attachments until you are finished.

Note: Once you complete your assessment and generate reports, your
attached images will appear alongside the form item in the published report
and/or supporting document.

Add SWOT Analysis to Surveys and Worksheets

The IT SWOT analysis is a structured method used to evaluate the Strengths,
Weaknesses, Opportunities, and Threats affecting an IT network. The analysis involves
identifying internal and external issues that are favorable and unfavorable to increasing
the overall network health and security of the environment.

To add SWOT to your inform items:

1. Open the InForm in your active assessment in Network Detective.

2. Underneath an InForm item, click on the SWOT icon.

1.1 Administrator
Hame: Adminisirator Enabled: enabled Last Login: 10/5/2017 1:27:30 PM Job Tille: Depariment: Gompany: Defected Service Account
o
Vendor - ePHI authorization v 0 o o
SWOTS:
SWOT Bullet Point Key Point
® Strength v Enter a bullet point O

3. Fill in the required fields for each SWOT entry:
« Bullet Point: Enter a short description of the issue here.

« Key Point: Check this to make the entry appear in the SWOT table in the
report. Otherwise, it will appear with the rest of the issues in the SWOT listin
the report.

4. When you have finished entering all SWOT items for an InForm, click Actions and
select Generate IT SWOT Report.
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horization to access el

Create Word Response Form
Import Word Response Form
Generate Response Report
Generate IT SWOT Report

ay also be users who are on CONACT Or Nave reldnonsnps
uthorized to access ePHI. You must indicate a response for

B

Network Detective

Note: A folder will open with your generated IT SWOT Report. You must
generate this report separately for each InForm in your assessment.

Time Savings Tip to Reduce Survey and Worksheet Data Input Time

Use the InForm Worksheet Tool Bar

Use the InForm tool bar to save time when completing worksheets.

Antivirus Capability Workshest

0 Required Remaining - @ | |

# of required Previous/Next Hide _
unanswered  numbers in

remaining . ;
question questions

guestions

Enter bulk Available Save

answers to Actions, such as answers

similar import/exportto and Close
Word InForm

Bulk Entry for InForm Worksheets

InForm allows you to enter bulk responses for worksheet questions. Note that you can
only enter bulk responses for questions that require the same types of responses. To use

the bulk entry feature:

RapidFireTools
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1. Click Bulk Entry from the Inform tool bar.

User |dentification Worksheet

e -1 N - B oo ] o~ o [ oo

Filter Bulk Entry
Key Words Select topics of same response type
Select All Filtered Deselect All Filtered MNote

Respondent Apply to Selected

Check boxes will appear next to the response topics.

User Identification Worksheet o x
ey - - ) - . e <
Filter Bulk Entry
Key Words ¥ x Select topics of same response type
Select All Fitered | Deselect Al Filtered Note
ks Respondent Apply fo Selected
Category Previcus - 2 Next
~
A0 1 (2 Required Remaining)
[J 1.1 adminonly
Select user fype and access level.
~ B
| Baw®
Notes:
Name: admin only A
Enabled: enabled
Last Login: 71212014 8:26:48 AM
Job Title: 7
[J 1.2 Administrator
Select user type and access level
~ B
| Ba®
Notes:
Name: Administrator A
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
Job Title: 1
~

2. Select the check boxes for the topics for which you wish to enter bulk responses.
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Network Detective

2 Required Remaining -n m

Filter Bulk Entry

Select All Filtered Deselect All Filtered

Category  Previous 2 Next

AM 1

L

1.1 adminonly

Select user fype and access level

(2 Required Remaining)

[

Job Title:

v ]
Notes:
Name: admin only -
Enabled: enabled
Last Login: 77212014 8:26:48 AM
Job Title: ¥
1.2 Administrator
Select user fype and access level
~]
Notes:
Name: Administrator "
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
v

B AT M
v

\

Note: You can select individual topics, or you can click the check box next to
the section heading to select all topics within the section. You can also Filter
topics using terms like "Admin." Note that each topic within the section must
require the same types of responses in order to enter bulk responses.

3. Select the response from the Bulk Entry menu. You can likewise enter any relevant

notes or the name of a respondent.

3 Required Remaining “n m

Filter Bulk Entry

Key Words Y x

Employee - no CDE access
Employee - CDE access
S e —
Vendor - no CDE access

Vendor - CDE access

Vendor - POS Terminal Access Only
Former Employee

Former Vendor

Service Account

Generic Account

Category  Previous - 2 Next

A 1 (3 Required Remaining)

1.1 adminonly

Select user type and access level

Job Title:

v ]
Notes:
Name: admin only ~
Enabled: enabled
Last Login: 7/2/2014 8:26:48 AM
Job Title: [
1.2 Administrator
Select user type and access level
~ ]
Notes:
Name: Administrator "
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
v

~
B AT H

4. Then click Apply to Selected.

RapidFireTools
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- - o
Filter Bulk Entry
Select All Filiered | Deselect All Fillered
Apply to Selected
Category  Previous 2 Next
~
O 1
[J 1.4 adminonly
Select user fype and access level
Vendor - no CDE access v E Q \;-ﬂ‘ U
Notes
Name: admin only N
Enabled: enabled
Lasi 2014 8:26:48 AM
Job Title: M
[] 1.2 Administrator
Select user fype and access level
Vendor - no CDE access v E Q \';—ﬂ‘ u
Notes
Name: Administrator N
Enabled: enabled
Last Login: 9/27/2017 12:57:35 PM
v
v

Your chosen response will be entered into the selected topics.

Create Word Response Form

You can export InForm worksheets in your assessment project to Word. This allows you
or others to complete worksheets without using Network Detective. For example, you
can create a Word response form and send it to a client at a site. The client can then
help you gather the required information and enter it in the response form.

Important: In order to import your data, you must enter your responses in the fields
contained in the Word document. See "Important Note on Working with Word
Response Forms" on the next page for detailed instructions.

To create a Word response Form:

1. From the Active Assessment screen in Network Detective, open the worksheet that
you want to export to Word.

2. From the InForm tool bar, click Actions.

a. Click Blank Response Form to generate a Word document with blank fields
ready for data entry.

b. Click Populated Response Form to generate a Word document with the
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responses already entered using InForm.

Blank Response Form Create Word Response FO%

Populated Response Form Import Word Response Form

3. Select the location to save the file. Click Save.

A confirmation message will appear.

«” Word response form created |

Important Note on Working with Word Response Forms

When you export a Word response form from your assessment, keep in mind the
following important tips:

o Do NoT DELETE the field controls embedded in the response form! The response
fields appear in the images below for your reference:

Important: If you delete these fields, your data cannot be imported into the
assessment!

Multiple choice response field

1. APPO1\administrator
Mame: Enabled: Enabled Last Login: 10/4/2017 4:48:32 PM
Choose an answer.

Follow-up: If you responded ‘Employee - COE access’

11 B o CTE

| :Remote Access to COE =z the Cardholder Data Environment?
Choose an Ianswer.

Mo

ponded Ves'
T.I.I. Femote Access Authentication Method
For remote access to the Cardholder Data Environment, select the tyg

Text response field
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Follow-up: If you respondad Yes'
1.2.1. Remote Access Authentication Method
For remaote access to the Cardholder Data Environment, select the type of authentication method.

Choose an answer.

Follow-up: If you respondead Yes'
v B = e

13 Sauct A A
|EF‘.emote System Components Accessed Lh.. accessed by this user,
|M',r example resp-;:ur'.-:e.| |

« You must use the Word fields to enter your responses. Any content you enter not
included in these fields will not be imported into your assessment.

Import Word Response Form

You can import a Word response form into your assessment using InForm. This allows
you to collaborate with others to gather information and complete worksheets.

EXAMPLE:

Step 1: Create/export a Word response form for one of the worksheets in your
assessment.

Step 2: Send it to a client to enter additional information about the site using Word.
Step 3: The client can then send you the worksheet as an email attachment.

Step 4: Import the Word document back into your assessment with the client's
responses and make any final changes to the worksheet.

To import a Word response form:

1. From the Active Assessment screen in Network Detective, open the worksheet that
you want to export to Word.

2. Fromthe InForm tool bar, click Actions.

3. Click Import Word Response Form.

Create Word Response Form

Import Word Response FO[m@

4. Select the file to import. Click Open.
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A confirmation message will appear. The InForm worksheet fields will be updated
with the imported responses.

&/ Word response form imported |
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