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1 - Account and Contact Information 
 
 

1.1 - Account Settings 
 
No Change 

Account ID 1234567890 

Organization ID o-2h3kj21h43k54hj43 

 

1.2 - Primary Contact Information 
 
No Change 
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2 - AWS Regions 
 
 
No Change 



RapidFire Tools 
www.rapidfiretools.com 
(678) 323-1300 
sales@rapidfiretools.com  

Prepared for:  
End User 
Scan Date:  
2022/10/20 

 

PROPRIETARY & CONFIDENTIAL Page 6 of 16 

3 - Enabled AWS Services List 
 
 
Added 
 

SERVICE REGION 

CloudFront  

IAM  
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4 - IAM 
 
 

4.1 - User Groups 
 
No Change 
 

4.2 - Users 
 
Added 
 

USERNAME PATH USER ID ARN DATE CREATED LAST LOGIN 

contractor1 / ABC123DEF456FGH789IJK arn:aws:iam::1234567890:user/
contractor1 

2022-10-19 23:20:28 <never> 

 
Changed 
 

USERNAME PATH USER ID ARN DATE CREATED LAST LOGIN 

ReadOnly / ABC123DEF456FGH789IJK arn:aws:iam::1234567890:user/
ReadOnly 

2021-08-03 02:27:53 
2022-10-17 18:46:07 
2022-10-19 16:50:18 

 

4.3 - Roles 
 
No Change 
 

4.4 - Policies 
 
Added 
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NAME PATH DESCRIPTION DETAILS ATTACHED ENTITIES 

S3_policy /  Policy ID 
ABC123DEF456FGH789IJK 
Creation Date 
2022-10-20 04:32:03 
Last Updated Date 
2022-10-20 05:01:27 

Users 
/contractor1 
(ABC123DEF456FGH789IJK) 

 

4.5 - Identity Providers 
 
No Change 
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5 - VPC 
 
 

5.1 - VPCs 
 
No Change 
 

5.2 - NAT Gateways 
 
No Change 
 

5.3 - Subnets 
 
Changed 
 

SUBNET ID DETAILS   STATUS 

subnet- 
ABC123DEF456FGH789IJK 

Subnet ARN 
arn:aws:ec2:us-east-
1:1234567890:subnet/subnet- 
ABC123DEF456FGH789IJK 
VPC ID 
vpc- 
ABC123DEF456FGH789IJK 

CIDR Block (IPv4) 
13.14.15.0/20 
CIDR Block (IPv6) 
7432:2j8d:837v:8x00::/64 
Map Public IP on Launch 
Yes 

Availability Zone 
us-east-1d 
Is AZ Default 
No 

State 
available 
Available IPv4 Addresses 
109 
110 

 

5.4 - Internet Gateways 
 
No Change 
 

5.5 - VPN Connections 
 
No Change 
 

5.6 - Peering Connections 
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No Change 
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6 - EC2 
 
 

6.1 - Instances 
 
Changed 
 

INSTANCE ID TYPE PRIVATE ADDRESS PUBLIC ADDRESS SUMMARY STATUS 

i-0abc1def2ghi4 m4.large 
Private IP 
13.14.14.12 
Private DNS Name 
ip-13-14-14-12.ec2.internal 

Public IP 
3.4.14.15 
Public DNS Name 
ec2-3-4-14-15.compute-
1.amazonaws.com 

Architecture 
x86_64 
Image ID 
ami-0abc1def2ghi4 
Key Name 
chillvas 
Security Groups 
acme-high-security 
Subnet ID 
subnet-0abc1def2ghi4 
VPC ID 
vpc-0abc1def2ghi4 

State 
running 
Monitoring 
disabled 
Launch Time 
2017-06-05 19:52:05 
2022-10-19 00:06:26 

 
Deleted 
 

INSTANCE ID TYPE PRIVATE ADDRESS PUBLIC ADDRESS SUMMARY STATUS 

i-0abc1def2ghi83 t2.small 
Private IP 
13.14.14.13 
Private DNS Name 
ip-13-14-14-13.ec2.internal 

Public IP 
53.23.23.24 
Public DNS Name 
ec2-53-23-23-
24.compute-
1.amazonaws.com 

Architecture 
x86_64 
Image ID 
ami-0abc1def2ghi83 
Key Name 
chillvas 
Security Groups 
ping 
Subnet ID 
subnet-0abc1def2ghi83 
VPC ID 
vpc-0abc1def2ghi83 

State 
running 
Monitoring 
disabled 
Launch Time 
2022-09-27 22:18:00 
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6.2 - Elastic IPs 
 
No Change 
 

6.3 - Keypairs 
 
No Change 
 

6.4 - Placement Groups 
 
No Change 
 

6.5 - Snapshots 
 
No Change 
 

6.6 - Dedicated Hosts 
 
No Change 
 

6.7 - Load Balancers 
 
No Change 
 

6.8 - Security Groups 
 
Added 
 

GROUP NAME GROUP ID DESCRIPTION VPC ID OWNER ID RULE COUNT 

Allow SSH from VPN sg-0abc1def2ghi4 Allow SSH access vpc-0abc1def2ghi4 1234567890 Inbound: 1 
Outbound: 1 

 
Deleted 
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GROUP NAME GROUP ID DESCRIPTION VPC ID OWNER ID RULE COUNT 

AllowTunneling sg-0abc1def2ghi83 Allows SSH and Pinging vpc-0abc1def2ghi83 1234567890 Inbound: 2 
Outbound: 1 

 

6.9 - Volumes 
 
Added 
 

VOLUME ID VOLUME TYPE DETAILS  STATE 

vol-0abc1def2ghi4 gp2 
Size 
60 GiB 
IOPS 
180 
Throughput 
0 MiB/s 

Availability Zone 
us-east-1d 
Snapshot ID 
snap-0abc1def2ghi4 
Attached Instance IDs 
i-0abc1def2ghi4 
Creation Date 
2022-10-18 17:48:53.29 

in-use 

vol-0abc1def2ghi4 gp3 
Size 
60 GiB 
IOPS 
3000 
Throughput 
125 MiB/s 

Availability Zone 
us-east-1d 
Snapshot ID 
snap-0abc1def2ghi4 
Attached Instance IDs 
i-0abc1def2ghi4 
Creation Date 
2022-10-18 23:05:02.379 

in-use 

 
Changed 
 

VOLUME ID VOLUME TYPE DETAILS  STATE 

vol-0abc1def2ghi4 gp2 
Size 
60 GiB 
IOPS 
180 
Throughput 
0 MiB/s 

Availability Zone 
us-east-1d 
Snapshot ID 
snap-0abc1def2ghi4 
Attached Instance IDs 
i-32190cs0a9das 
 
Creation Date 
2017-03-01 23:06:05.534 

in-use 
available 
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Deleted 
 

VOLUME ID VOLUME TYPE DETAILS  STATE 

vol-239021hkjdsj gp2 
Size 
20 GiB 
IOPS 
100 
Throughput 
0 MiB/s 

Availability Zone 
us-east-1d 
Snapshot ID 
snap-213uh321lkj321 
Attached Instance IDs 
i-39102u3n219u312 
Creation Date 
2022-09-27 22:18:01.283 

in-use 
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7 - RDS 
 
 

7.1 - DB Instances 
 
No Change 
 

7.2 - Reserved Instances 
 
No Change 
 

7.3 - Snapshots 
 
No Change 
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8 - S3 
 
 

8.1 - Summary 
 
Changed 

Total Storage 36.96 TB 

Object Count 191,248,820 192,472,294 

Avg. Object Size 199.12 KB 196.49 KB 

 

8.2 - Buckets 
 
 
Changed 
 

BUCKET NAME VERSIONING PUBLIC ACCESS ENCRYPTION DETAILS TAGS 

staging 
Versioning Status 
Off 
MFA Delete Enabled 
No 

Is Public 
No 
Block Public Policy 
Yes 
Block Public ACLs 
Yes 
Ignore Public ACLs 
Yes 
Restrict Public Buckets 
Yes 

Bucket Key Enabled 
No 
Encryption Algorithm 
AES256 

ARN 
arn:aws:s3:::staging 
Creation Date 
2013-11-06 04:37:42 
Payer 
stagingOwner 
Server Access Logging 
Enabled 
Static Website Hosting 
Disabled 
Transfer Acceleration 
Disabled 
Object Count 
396459 
400239 
Bucket Size 
1.49 TB 

name 
staging 

  


