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1 - Account and Contact Information 
 
 

1.1 - Account Information 
 

Account ID 1234567890 

Organization ID o-2h3kj21h43k54hj43 

 

1.2 - Primary Contact Information 
 

Full Name John Doe 

Address 701 Brickell Ave 

City Miami 

State FL 

Postal Code 33131 

Country US 

Phone 305.123.4567 

Company Name RapidFire Tools 

Website URL www.rapidfiretools.com 
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2 - AWS Regions 
 

REGION STATUS 

us-east-1 opt-in-not-required 
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3 - Enabled AWS Services List 
 

SERVICE REGION 

AWS Certificate Manager (ACM) us-east-1 

CloudFront us-east-1 

CloudWatch us-east-1 

EC2 us-east-1 

Elastic Beanstalk us-east-1 

Elastic Load Balancing us-east-1 

Glacier us-east-1 

IAM us-east-1 

Lambda us-east-1 

RDS us-east-1 

S3  

SES  

SNS us-east-1 
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4 - IAM 
 
 

4.1 - User Groups 
 

NAME PATH GROUP ID ARN DATE CREATED 

Administrators / ABC123DEF456FGH789IJK arn:aws:iam::1234:group/Administrators 2018-07-30 09:38:14 

Managers / ABC123DEF456FGH789IJO arn:aws:iam::12345678:group/Manager
s 

2011-06-25 10:12:50 

ReadOnly / ABC123DEF456FGH789IJL arn:aws:iam::12345678:group/ReadOnl
y 

2021-09-28 06:56:22 

 

4.2 - Users 
 

USERNAME PATH USER ID ARN DATE CREATED LAST LOGIN 

John.Doe / ABC123DEF456FGH789IJK arn:aws:iam::1234567890:user
/John.Doe 

2021-09-02 11:56:31 2021-10-03 12:35:21 

IntegrationTester / ABC123DEF456FGH789IJL arn:aws:iam::1234567890:user
/IntegrationTester 

2020-08-24 06:16:17 <never> 

Breakglass / ABC123DEF456FGH789IJP arn:aws:iam::1234567890:user
/Breakglass 

2017-11-15 06:28:20 <never> 

 

4.3 - Roles 
 

http://www.rapidfiretools.com/


Rapid Fire Tools 
www.rapidfiretools.com 
(678) 323-1300 
sales@rapidfiretools.com  

Prepared for:  
End User 
Scan Date:  
10/11/2022 

 

PROPRIETARY & GLOBAL Page 8 of 16 

NAME PATH DESCRIPTION DETAILS  

lava-cspm-waffle-scanner-
lavaCSPMRole-
ABCDEFGH123 

/  Role ID 
ABC123DEF456FGH789IJL 
ARN 
arn:aws:iam::1234567890:role/
lava-cspm-affle-scanner-
LavaCSPMRole-ABC123DEF 
Max Session Duration 
1:00:00 

Creation Date 
2021-01-11 09:35:34 

AWSServiceRoleForAutoScali
ng 

/aws-service-
role/autoscaling.amaz
onaws.com/ 

Default Service-Linked Role enables 
access to AWS Services and 
Resources used or managed by Auto 
Scaling 

Role ID 
ABC123DEF456FGH789IJL 
ARN 
arn:aws:iam::12345678:role/a
ws-service-
role/autoscaling.amazonaws.c
om/AWSServiceRoleForAutoS
caling 
Max Session Duration 
1:00:00 

Creation Date 
2021-07-19 09:44:43 

 

4.4 - Policies 
 

NAME PATH DESCRIPTION DETAILS ATTACHED ENTITIES 

AccessKeyAndMFA /  Policy ID 
ABC123DEF456FGH789IJK 
Creation Date 
2021-09-02 12:27:03 
Last Updated Date 
2021-09-02 12:27:03 

Users 
/ReadOnlyUser 
(ABC123DEF456FGH789IJL) 
Groups 
/ReadOnly 
(ABC123DEF456FGH789IJL) 

 

4.5 - Identity Providers 
 
No Data 
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5 - VPC 
 
 

5.1 - VPCs 
 

VPC ID DETAILS   STATE 

vpc-0abc1def2ghi3 
Is Default 
No 
Tenancy 
default 

DHCP Options ID 
dopt-0abc1def2ghi3 
Owner ID 
123456789 

CIDR Blocks (IPv4) 
120.30.0.0/32 available 

 

5.2 - NAT Gateways 
 

NAT GATEWAY ID DETAILS   STATUS 

nat-0abc1def2ghi3 
Elastic IP 
1.2.3.4 
Private IP 
2.3.4.5 

Connectivity Type 
public 
Network Interface ID 
eni-0abc1def2ghi3 

VPC ID 
vpc-0abc1def2ghi3 
Subnet ID 
subnet-0abc1def2ghi3 

State 
available 
Creation Date 
2020-09-03 06:30:33 

 

5.3 - Subnets 
 

SUBNET ID DETAILS   STATUS 

subnet-0abc1def2ghi3 
Subnet ARN 
arn:aws:ec2:ap-east-
2:123456789:subnet/subnet-
0abc1def2ghi3 
VPC ID 
vpc-0abc1def2ghi3 

CIDR Block (IPv4) 
122.10.12.0/32 
Map Public IP on Launch 
No 

Availability Zone 
ap-east-1a 
Is AZ Default 
No 

State 
available 
Available IPv4 Addresses 
40 

 

5.4 - Internet Gateways 
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INTERNET GATEWAY ID VPC ID OWNER ID STATE 

igw-0abc1def2ghi3 vpc-0abc1def2ghi3 1234567890 available 

 

5.5 - VPN Connections 
 

VPN CONNECTION ID DETAILS  GATEWAYS NETWORK CIDRS 

vpn-0abc1def2ghi3 
Category 
VPN 
Type 
ipsec.1 
Tunnel IP Version 
ipv4 

State 
available 
Acceleration Enabled 
No 
Static Routes Only 
Yes 

VPN Gateway ID 
vgw-0abc1def2ghi3 
Customer Gateway ID 
cgw-0abc1def2ghi3 

Local (IPv4) 
10.1.2.0/20 

vpn-0abc1def2ghi4 
Category 
VPN 
Type 
ipsec.1 
Tunnel IP Version 
ipv4 

State 
available 
Acceleration Enabled 
No 
Static Routes Only 
No 

VPN Gateway ID 
vgw-0abc1def2ghi4 
Customer Gateway ID 
cgw-0abc1def2ghi4 

Local (IPv4) 
10.1.1.0/21 

 

5.6 - Peering Connections 
 

PEERING CONNECTION ID VPC ID CIDR REGION OWNER ID STATUS 

pcx-0abc1def2ghi3 
Requester 
vpc-0abc1def2ghi3 
Accepter 
vpc-0abc1def2ghi3 

Requester 
192.1.2.3/10 
Accepter 
122.1.2.3/10 

Requester 
us-east-1 
Accepter 
eu-central-1 

Requester 
1234567890 
Accepter 
1234567890 

Active 
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6 - EC2 
 
 

6.1 - Instances 
 

INSTANCE ID TYPE PRIVATE ADDRESS PUBLIC ADDRESS SUMMARY STATUS 

i-0abc1def2ghi3 t3.medium 
Private IP 
100.1.2.3 
Private DNS Name 
ip-100-1-2-3.ap-east-
1.compute.internal 

 Architecture 
x86_64 
Image ID 
ami-0abc1def2ghi3 
Key Name 
failover_aws 
Security Groups 
acme-high-security 
Subnet ID 
subnet-0abc1def2ghi3 
VPC ID 
vpc-0abc1def2ghi3 

State 
stopped 
Monitoring 
disabled 
Launch Time 
202--08-17 06:38:15 

 

6.2 - Elastic IPs 
 

ELASTIC IP SCOPE 
PUBLIC IP 
POOL PRIVATE IP 

NETWORK 
BORDER 
GROUP 

DETAILS  

12.13.14.15 vpc amazon 127.1.2.3 ap-east-1 
Network Interface ID 
eni-0abc1def2ghi3 
Network Interface Owner 
ID 
1234567890 

Allocation ID 
eipalloc-0abc1def2ghi3 
Association ID 
eipassoc-0abc1def2ghi3 

 

6.3 - Keypairs 
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KEY NAME KEY PAIR ID FINGERPRINT CREATION TIME TYPE 

ec2miami key-0abc1def2ghi3 key-0abc1def2ghi3 2017-01-23 07:11:56 rsa 

 

6.4 - Placement Groups 
 
No Data 
 

6.5 - Snapshots 
 
No Data 
 

6.6 - Dedicated Hosts 
 
No Data 
 

6.7 - Load Balancers 
 

NAME DETAILS   STATE 

lb-stop-acme-com 
Type 
application 
DNS Name 
lb-stop-acme-com-
12343234.ap-east-
1.elb.amazonaws.com 

ARN 
arn:aws:elasticloadbalancing:a
p-east-
1:1234567890:loadbalancer/ap
p/lb-stop-acme-
com/0abc1def2ghi3 
Creation Time 
2020-09-03 07:51:33.4 

Availability Zones 
ap-east-1 
VPC ID 
vpc-0abc1def2ghi3 

active 

 

6.8 - Security Groups 
 

GROUP NAME GROUP ID DESCRIPTION VPC ID OWNER ID RULE COUNT 

default sg-0abc1def2ghi3 default VPC security group vpc-0abc1def2ghi3 1234567890 Inbound: 0 
Outbound: 0 
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GROUP NAME GROUP ID DESCRIPTION VPC ID OWNER ID RULE COUNT 

load_balancers sg-0abc1def2ghi3 allows https to load balancers vpc-0abc1def2ghi3 1234567890 Inbound: 1 
Outbound: 1 

 

6.9 - Volumes 
 

VOLUME ID VOLUME TYPE DETAILS  STATE 

vol-0abc1def2ghi3 gp2 
Size 
30 GiB 
IOPS 
100 
Throughput 
0 MiB/s 

Availability Zone 
ap-east-1a 
Snapshot ID 
snap-0abc1def2ghi3 
Attached Instance IDs 
i-0abc1def2ghi3 
Creation Date 
2020-08-17 06:38:16.462 

in-use 
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7 - RDS 
 
 

7.1 - DB Instances 
 

INSTANCE IDENTIFIER ENGINE DETAILS   STATUS 

acmestaging sqlserver-web 
(11.00.4329.1.v1) 

Availability Zone 
us-east-1d 
Creation Date 
2013-11-18 
05:09:07.474 

Subnet Group 
Subnet1 
Option Group 
default:sqlserver-web-
12-00-db-
0abc1def2ghi3-
upgrade 
Promotion Tier 
0 

Allocated Storage 
500 GiB 
Max Allocated 
Storage 
0 
Storage Type 
standard 
IOPS 
0 
Character Set 
UTF-8 
Encrypted 
No 

Instance Status 
available 
Activity Stream 
Status 
stopped 
Pending Changes 
1 

 

7.2 - Reserved Instances 
 
No Data 
 

7.3 - Snapshots 
 

SNAPSHOT ARN DETAILS  INSTANCE DETAILS 

arn:aws:rds:us-east-
1:1234567890:snapshot:acmebackup 

Instance Identifier 
acmebackup 
Snapshot Type 
manual 
Status 
available 
VPC ID 

Snapshot Creation Time 
2018-07-02 07:22:22.79 
Allocated Storage 
500 GiB 
Storage Type 
standard 
Encrypted 

Instance Creation Time 
2018-05-22 13:07:58.268 
Engine 
sqlserver-web 
Port 
40 
Availability Zone 
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SNAPSHOT ARN DETAILS  INSTANCE DETAILS 

vpc-0abc1def2ghi3 No us-east-1d 
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8 - S3 
 
 

8.1 - Summary 
 

Total Storage 10 TB 

Object Count 211111111 

Avg. Object Size 42 KB 

 

8.2 - Buckets 
 

BUCKET NAME VERSIONING PUBLIC ACCESS ENCRYPTION DETAILS TAGS 

acme 
MFA Delete Enabled 
Yes 

Is Public 
No 
Block Public Policy 
No 
Block Public ACLs 
No 
Ignore Public ACLs 
No 
Restrict Public Buckets 
No 

Bucket Key Enabled 
No 

Creation Date 
2017-11-13 09:19:23 
Server Access Logging 
Disabled 
Static Website Hosting 
Disabled 
Object Count 
211111111 
Bucket Size 
10 TB 
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