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1 - Overview 
 
This report shows property changes per Target Resource for audit, change management and verification purposes. For each resource, recent 
changes are listed along with the old value and the new value. If a Target Resource has over 5000 changes, only 5000 are displayed. 
 
 

2 - Confluence (78d0b37c-05a3-50e3-b9c1-
fb1a6006260e) 
 
Resource Type: Device 
 

TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

2021/04/05 
2:26:24 PM -
04:00 

Update device Device Included Updated 
Properties 

 "" 

2021/04/05 
2:26:24 PM -
04:00 

Update device Device CloudDeviceOSVersio
n 

["10.0.19042.804"] ["10.0.19042.867"] 

2021/04/05 
2:26:24 PM -
04:00 

Update device Device DeviceOSVersion ["10.0.19042.804"] ["10.0.19042.867"] 

2021/04/05 
2:26:24 PM -
04:00 

Update device Device Included Updated 
Properties 

 "CloudDeviceOSVersion, 
DeviceOSVersion" 

2021/03/22 
11:17:18 AM -
04:00 

Update device Device Included Updated 
Properties 

 "" 

2021/03/22 
11:17:18 AM -

Update device Device CloudDeviceOSVersio ["10.0.19042.804"] ["10.0.19042.867"] 
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TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

04:00 n 

2021/03/22 
11:17:18 AM -
04:00 

Update device Device DeviceOSVersion ["10.0.19042.804"] ["10.0.19042.867"] 

2021/03/22 
11:17:18 AM -
04:00 

Update device Device Included Updated 
Properties 

 "CloudDeviceOSVersion, 
DeviceOSVersion" 

2021/03/15 
10:07:04 PM -
04:00 

Update device Device Included Updated 
Properties 

 "" 

2021/03/15 
10:07:04 PM -
04:00 

Update device Device CloudDeviceOSVersio
n 

["10.0.19042.804"] ["10.0.19042.867"] 

2021/03/15 
10:07:04 PM -
04:00 

Update device Device DeviceOSVersion ["10.0.19042.804"] ["10.0.19042.867"] 

2021/03/15 
10:07:04 PM -
04:00 

Update device Device Included Updated 
Properties 

 "CloudDeviceOSVersion, 
DeviceOSVersion" 

 
 

3 - Dynamics (7b38ee1e-0318-586f-9ec2-
1bc13bfca3c6) 
 
Resource Type: Application 
 

TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

2021/03/25 
11:24:12 PM -

Update application Application Entitlement [{"EntitlementEncodingVersion":2,"
EntitlementId":"5c477c64-9252-

[{"EntitlementEncodingVersion":2,"
EntitlementId":"5c477c64-9252-
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TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

04:00 48c5-9edd-
deaa18380463","IsDisabled":false,"
Origin":0,"Name":"Access Verkada 
Command","Description":"Allow the 

application to access Verkada 
Command on behalf of the signed-

in 
user.","Definition":null,"ClaimValue"
:"user_impersonation","ResourceS
copeType":1,"IsPrivate":false,"User

ConsentDisplayName":"Access 
Verkada 

Command","UserConsentDescripti
on":"Allow the application to access 

Verkada Command on your 
behalf.","DirectAccessGrantTypes":
[],"ImpersonationAccessGrantType
s":[{"Impersonator":29,"Impersonat
ed":20}],"EntitlementCategory":0,"D
ependentMicrosoftGraphPermissio

ns":[]}] 

48c5-9edd-
deaa18380463","IsDisabled":false,"
Origin":0,"Name":"Access Verkada 
Command","Description":"Allow the 

application to access Verkada 
Command on behalf of the signed-

in 
user.","Definition":null,"ClaimValue"
:"user_impersonation","ResourceS
copeType":1,"IsPrivate":false,"User

ConsentDisplayName":"Access 
Verkada 

Command","UserConsentDescripti
on":"Allow the application to access 

Verkada Command on your 
behalf.","DirectAccessGrantTypes":
[],"ImpersonationAccessGrantType
s":[{"Impersonator":29,"Impersonat
ed":20}],"EntitlementCategory":0,"D
ependentMicrosoftGraphPermissio
ns":[]},{"EntitlementEncodingVersio

n":2,"EntitlementId":"38c7181d-
89ef-4ad5-8087-

a2d16ab1f9a5","IsDisabled":false,"
Origin":0,"Name":"msiam_access","
Description":"msiam_access","Defi
nition":null,"ClaimValue":null,"Reso
urceScopeType":0,"IsPrivate":false,
"UserConsentDisplayName":null,"U
serConsentDescription":null,"Direct
AccessGrantTypes":[20],"Imperson
ationAccessGrantTypes":[],"Entitle
mentCategory":0,"DependentMicro

softGraphPermissions":[]}] 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application Included Updated 
Properties 

 "Entitlement" 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application AppId [] ["e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f"] 

2021/03/25 Update application Application AvailableToOtherTena [] [false] 
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TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

11:24:12 PM -
04:00 

nts 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application DisplayName [] ["Verkada Command"] 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application Entitlement [] [{"EntitlementEncodingVersion":2,"
EntitlementId":"5c477c64-9252-

48c5-9edd-
deaa18380463","IsDisabled":false,"
Origin":0,"Name":"Access Verkada 
Command","Description":"Allow the 

application to access Verkada 
Command on behalf of the signed-

in 
user.","Definition":null,"ClaimValue"
:"user_impersonation","ResourceS
copeType":1,"IsPrivate":false,"User

ConsentDisplayName":"Access 
Verkada 

Command","UserConsentDescripti
on":"Allow the application to access 

Verkada Command on your 
behalf.","DirectAccessGrantTypes":
[],"ImpersonationAccessGrantType
s":[{"Impersonator":29,"Impersonat
ed":20}],"EntitlementCategory":0,"D
ependentMicrosoftGraphPermissio

ns":[]}] 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application PublicClient [] [false] 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application WwwHomepage [] ["https://vauth.command.verkada.c
om/saml/sso/*?metadata=verkadac

ommand|ISV9.2|primary|z"] 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application Included Updated 
Properties 

 "AppId, AvailableToOtherTenants, 
DisplayName, Entitlement, 

PublicClient, WwwHomepage" 
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TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application ActorId.ServicePrincip
alNames 

 "f0ae4899-d877-4d3c-ae25-
679e38eea492;https://appmanage
ment.activedirectory.microsoft.com;
https://appmanagement.msidentity.

us" 

2021/03/25 
11:24:12 PM -
04:00 

Update application Application SPN  "f0ae4899-d877-4d3c-ae25-
679e38eea492;https://appmanage
ment.activedirectory.microsoft.com;
https://appmanagement.msidentity.

us" 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application Entitlement [{"EntitlementEncodingVersion":2,"
EntitlementId":"5c477c64-9252-

48c5-9edd-
deaa18380463","IsDisabled":false,"
Origin":0,"Name":"Access Verkada 
Command","Description":"Allow the 

application to access Verkada 
Command on behalf of the signed-

in 
user.","Definition":null,"ClaimValue"
:"user_impersonation","ResourceS
copeType":1,"IsPrivate":false,"User

ConsentDisplayName":"Access 
Verkada 

Command","UserConsentDescripti
on":"Allow the application to access 

Verkada Command on your 
behalf.","DirectAccessGrantTypes":
[],"ImpersonationAccessGrantType
s":[{"Impersonator":29,"Impersonat
ed":20}],"EntitlementCategory":0,"D
ependentMicrosoftGraphPermissio

ns":[]}] 

[{"EntitlementEncodingVersion":2,"
EntitlementId":"5c477c64-9252-

48c5-9edd-
deaa18380463","IsDisabled":false,"
Origin":0,"Name":"Access Verkada 
Command","Description":"Allow the 

application to access Verkada 
Command on behalf of the signed-

in 
user.","Definition":null,"ClaimValue"
:"user_impersonation","ResourceS
copeType":1,"IsPrivate":false,"User

ConsentDisplayName":"Access 
Verkada 

Command","UserConsentDescripti
on":"Allow the application to access 

Verkada Command on your 
behalf.","DirectAccessGrantTypes":
[],"ImpersonationAccessGrantType
s":[{"Impersonator":29,"Impersonat
ed":20}],"EntitlementCategory":0,"D
ependentMicrosoftGraphPermissio
ns":[]},{"EntitlementEncodingVersio

n":2,"EntitlementId":"38c7181d-
89ef-4ad5-8087-

a2d16ab1f9a5","IsDisabled":false,"
Origin":0,"Name":"msiam_access","
Description":"msiam_access","Defi
nition":null,"ClaimValue":null,"Reso
urceScopeType":0,"IsPrivate":false,
"UserConsentDisplayName":null,"U
serConsentDescription":null,"Direct
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TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

AccessGrantTypes":[20],"Imperson
ationAccessGrantTypes":[],"Entitle
mentCategory":0,"DependentMicro

softGraphPermissions":[]}] 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application Included Updated 
Properties 

 "Entitlement" 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application AppId [] ["e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f"] 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application AvailableToOtherTena
nts 

[] [false] 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application DisplayName [] ["Verkada Command"] 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application Entitlement [] [{"EntitlementEncodingVersion":2,"
EntitlementId":"5c477c64-9252-

48c5-9edd-
deaa18380463","IsDisabled":false,"
Origin":0,"Name":"Access Verkada 
Command","Description":"Allow the 

application to access Verkada 
Command on behalf of the signed-

in 
user.","Definition":null,"ClaimValue"
:"user_impersonation","ResourceS
copeType":1,"IsPrivate":false,"User

ConsentDisplayName":"Access 
Verkada 

Command","UserConsentDescripti
on":"Allow the application to access 

Verkada Command on your 
behalf.","DirectAccessGrantTypes":
[],"ImpersonationAccessGrantType
s":[{"Impersonator":29,"Impersonat
ed":20}],"EntitlementCategory":0,"D
ependentMicrosoftGraphPermissio
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TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

ns":[]}] 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application PublicClient [] [false] 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application WwwHomepage [] ["https://vauth.command.verkada.c
om/saml/sso/*?metadata=verkadac

ommand|ISV9.2|primary|z"] 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application Included Updated 
Properties 

 "AppId, AvailableToOtherTenants, 
DisplayName, Entitlement, 

PublicClient, WwwHomepage" 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application ActorId.ServicePrincip
alNames 

 "f0ae4899-d877-4d3c-ae25-
679e38eea492;https://appmanage
ment.activedirectory.microsoft.com;
https://appmanagement.msidentity.

us" 

2021/03/25 
11:24:11 PM -
04:00 

Add application Application SPN  "f0ae4899-d877-4d3c-ae25-
679e38eea492;https://appmanage
ment.activedirectory.microsoft.com;
https://appmanagement.msidentity.

us" 

 
 

4 - General (114a164c-d661-5782-bda9-
8e2db7be77cb) 
 
Resource Type: ServicePrincipal 
 

TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

2021/03/25 
11:24:12 PM -

Update service Service Principal Included Updated  "" 
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TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

04:00 principal Properties 

2021/03/25 
11:24:12 PM -
04:00 

Update service 
principal 

Service Principal TargetId.ServicePrinci
palNames 

 "e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f" 

2021/03/25 
11:24:12 PM -
04:00 

Update service 
principal 

Service Principal AccountEnabled [] [true] 

2021/03/25 
11:24:12 PM -
04:00 

Update service 
principal 

Service Principal AppPrincipalId [] ["e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f"] 

2021/03/25 
11:24:12 PM -
04:00 

Update service 
principal 

Service Principal DisplayName [] ["Verkada Command"] 

2021/03/25 
11:24:12 PM -
04:00 

Update service 
principal 

Service Principal ServicePrincipalName [] ["e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f"] 

2021/03/25 
11:24:12 PM -
04:00 

Update service 
principal 

Service Principal Credential [] [{"CredentialType":2,"KeyStoreId":"
291154f0-a9f5-45bb-87be-

9c8ee5b6d62c","KeyGroupId":"291
154f0-a9f5-45bb-87be-

9c8ee5b6d62c"}] 

2021/03/25 
11:24:12 PM -
04:00 

Update service 
principal 

Service Principal Included Updated 
Properties 

 "AccountEnabled, AppPrincipalId, 
DisplayName, 

ServicePrincipalName, Credential" 

2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal Included Updated 
Properties 

 "" 

2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal TargetId.ServicePrinci
palNames 

 "e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f" 

2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal AccountEnabled [] [true] 
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2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal AppPrincipalId [] ["e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f"] 

2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal DisplayName [] ["Verkada Command"] 

2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal ServicePrincipalName [] ["e3d6b0cc-6ad9-4ad2-9ca0-
935aed1fea8f"] 

2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal Credential [] [{"CredentialType":2,"KeyStoreId":"
291154f0-a9f5-45bb-87be-

9c8ee5b6d62c","KeyGroupId":"291
154f0-a9f5-45bb-87be-

9c8ee5b6d62c"}] 

2021/03/25 
11:24:12 PM -
04:00 

Add service principal Service Principal Included Updated 
Properties 

 "AccountEnabled, AppPrincipalId, 
DisplayName, 

ServicePrincipalName, Credential" 

 
 

5 - SalesForce (786927fc-8a6c-5c47-a8aa-
2f6539b66b49) 
 
Resource Type: ServicePrincipal 
 

TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 

2021/04/07 
1:33:39 PM -
04:00 

Add service principal Service Principal AccountEnabled [] [true] 

2021/04/07 Add service principal Service Principal AppPrincipalId [] ["1e2ca66a-c176-45ea-a877-
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1:33:39 PM -
04:00 

e87f7231e0ee"] 

2021/04/07 
1:33:39 PM -
04:00 

Add service principal Service Principal DisplayName [] ["Microsoft B2B Admin Worker"] 

2021/04/07 
1:33:39 PM -
04:00 

Add service principal Service Principal ServicePrincipalName [] ["https://msb2badminworker.usgovc
loudapp.net/","https://msb2badmin
worker.cloudapp.net/","1e2ca66a-
c176-45ea-a877-e87f7231e0ee"] 

2021/04/07 
1:33:39 PM -
04:00 

Add service principal Service Principal Credential [] [{"CredentialType":2,"KeyStoreId":"
291154f0-a9f5-45bb-87be-

9c8ee5b6d62c","KeyGroupId":"abd
09017-7ca5-4045-83fb-

6a3c1d570704"}] 

2021/04/07 
1:33:39 PM -
04:00 

Add service principal Service Principal Included Updated 
Properties 

 "AccountEnabled, AppPrincipalId, 
DisplayName, 

ServicePrincipalName, Credential" 

2021/04/07 
1:33:39 PM -
04:00 

Add service principal Service Principal TargetId.ServicePrinci
palNames 

 "https://msb2badminworker.usgovcl
oudapp.net/;https://msb2badminwo
rker.cloudapp.net/;1e2ca66a-c176-

45ea-a877-e87f7231e0ee" 

 
 

6 - Spanning (34beb2c8-998d-56cb-9766-
5b5c8d68ce26) 
 
Resource Type: Group 
 

TIME ACTIVITY INITIATED BY DISPLAY NAME OLD VALUE NEW VALUE 
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2021/03/19 
9:37:01 PM -
04:00 

Add member to group ithelp@myco.com ActorId.ServicePrincip
alNames 

 "https://middletier.gov.teams.micros
oft.us;cc15fd57-2c6c-4117-a88c-

83b1d56b4bbe;https://api.spaces.s
kype.com/;https://teams.microsoft.c
om;https://api.spaces.skype.com;ht
tps://api.gcc.teams.microsoft.com;h
ttps://teams.microsoft.com/;https://
middletier.dod.teams.microsoft.us" 

2021/03/19 
9:37:01 PM -
04:00 

Add member to group ithelp@myco.com SPN  "https://middletier.gov.teams.micros
oft.us;cc15fd57-2c6c-4117-a88c-

83b1d56b4bbe;https://api.spaces.s
kype.com/;https://teams.microsoft.c
om;https://api.spaces.skype.com;ht
tps://api.gcc.teams.microsoft.com;h
ttps://teams.microsoft.com/;https://
middletier.dod.teams.microsoft.us" 

2021/03/22 
6:02:15 PM -
04:00 

Add member to group ithelp@myco.com ActorId.ServicePrincip
alNames 

 "https://middletier.gov.teams.micros
oft.us;cc15fd57-2c6c-4117-a88c-

83b1d56b4bbe;https://api.spaces.s
kype.com/;https://teams.microsoft.c
om;https://api.spaces.skype.com;ht
tps://api.gcc.teams.microsoft.com;h
ttps://teams.microsoft.com/;https://
middletier.dod.teams.microsoft.us" 

2021/03/22 
6:02:15 PM -
04:00 

Add member to group ithelp@myco.com SPN  "https://middletier.gov.teams.micros
oft.us;cc15fd57-2c6c-4117-a88c-

83b1d56b4bbe;https://api.spaces.s
kype.com/;https://teams.microsoft.c
om;https://api.spaces.skype.com;ht
tps://api.gcc.teams.microsoft.com;h
ttps://teams.microsoft.com/;https://
middletier.dod.teams.microsoft.us" 

2021/03/22 
9:38:28 PM -
04:00 

Delete group ksteward@myco.com ActorId.ServicePrincip
alNames 

 "https://middletier.gov.teams.micros
oft.us;cc15fd57-2c6c-4117-a88c-

83b1d56b4bbe;https://api.spaces.s
kype.com/;https://teams.microsoft.c
om;https://api.spaces.skype.com;ht
tps://api.gcc.teams.microsoft.com;h
ttps://teams.microsoft.com/;https://
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middletier.dod.teams.microsoft.us" 

2021/03/22 
9:38:28 PM -
04:00 

Delete group ksteward@myco.com SPN  "https://middletier.gov.teams.micros
oft.us;cc15fd57-2c6c-4117-a88c-

83b1d56b4bbe;https://api.spaces.s
kype.com/;https://teams.microsoft.c
om;https://api.spaces.skype.com;ht
tps://api.gcc.teams.microsoft.com;h
ttps://teams.microsoft.com/;https://
middletier.dod.teams.microsoft.us" 

 


