
Internal Vulnerabilities by Device – Alert 

IP: 10.200.1.102 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.111 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.112 
Issue 1: Trojan horses (CVSS: 10) 
Issue 2: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 3: SSL/TLS: Report Weak Cipher Suites (CVSS: 5) 
Issue 4: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
Issue 5: TCP timestamps (CVSS: 2.6) 
 
 
IP: 10.200.1.114 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.12 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Report Weak Cipher Suites (CVSS: 5) 
Issue 3: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
Issue 4: TCP timestamps (CVSS: 2.6) 
 
 
IP: 10.200.1.122 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.123 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
Issue 3: Relative IP Identification number change (CVSS: 2.6) 
 



 
IP: 10.200.1.124 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.125 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.129 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
Issue 3: Relative IP Identification number change (CVSS: 2.6) 
 
 
IP: 10.200.1.13 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Report Weak Cipher Suites (CVSS: 5) 
Issue 3: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
Issue 4: TCP timestamps (CVSS: 2.6) 
 
 
IP: 10.200.1.131 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.132 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.133 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.134 
Issue 1: Microsoft Windows 7 / Server 2008 End Of Life Detection (CVSS: 10) 
Issue 2: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 3: SSL/TLS: Report Weak Cipher Suites (CVSS: 5) 
Issue 4: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
Issue 5: SSL/TLS: Diffie-Hellman Key Exchange Insufficient DH Group Strength Vulnerability (CVSS: 4) 



Issue 6: SSL/TLS: Certificate Signed Using A Weak Signature Algorithm (CVSS: 4) 
Issue 7: TCP timestamps (CVSS: 2.6) 
Issue 8: Relative IP Identification number change (CVSS: 2.6) 
 
 
IP: 10.200.1.136 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.137 
Issue 1: TCP timestamps (CVSS: 2.6) 
 
 
IP: 10.200.1.138 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.139 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
 
 
IP: 10.200.1.14 
Issue 1: Diffie-Hellman Ephemeral Key Exchange DoS Vulnerability (SSL/TLS, D(HE)ater) (CVSS: 7.5) 
Issue 2: SSL/TLS: Report Weak Cipher Suites (CVSS: 5) 
Issue 3: SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection (CVSS: 4.3) 
Issue 4: TCP timestamps (CVSS: 2.6) 
Issue 5: Relative IP Identification number change (CVSS: 2.6) 

 
 


