
 

 

 
  

Network Assessment 
Asset Detail Report 

CONFIDENTIALITY NOTE: The information contained in this 
report is for the exclusive use of the client specified above and 
may contain confidential, privileged, and non-disclosable 
information. If you are not the client or addressee, you are 
strictly prohibited from reading, photocopying, distributing, or 
otherwise using this report or its contents in any way. 
 
Scan Date:  2020/01/18 

Prepared for: Your Customer / 
Prospect 
 
Prepared by: Your Company Name 
 
2021/02/03 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 2 of 256 

PROPRIETARY & CONFIDENTIAL  

Table of Contents 
 

01 

 
Domain: IRCPA.ORG 

  1.1 1001WESTERFIELD-DESKPC 

  1.2 4001WAYNEG-CA 

  1.3 BRUCEHPZ230 

  1.4 C02E63Y1MD5R 

  1.5 CA-CSIMPSON 

  1.6 CA-DWHITE01 

  1.7 CA-GIS 

  1.8 CA-GISSDE 

  1.9 CA-GISTEST 

  1.10 CA-PRINTSVR 

  1.11 CA-VAL 

  1.12 FILESERVER1 

  1.13 FILESERVER2 

  1.14 FRNTCUSTSERVCUB 

  1.15 KYLE-HP308 

  1.16 KYLE-HP400 

  1.17 REMOTE-TL 

  1.18 RKNIGHT-DESKPC 

  1.19 SUSANHPUPGRD 

  1.20 DWHITEACER 

  1.21 GILESMSI 

  1.22 IBRANAUGH-HP400 

  1.23 MILLIEHPZ240 

  1.24 PVFBV7UJQ08P 

 

02 

 
Printers 

 

03 

 
Network Devices 

 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 3 of 256 

PROPRIETARY & CONFIDENTIAL  

1 - Domain: ircpa.org 
 
 

1.1 - IRCPA.ORG\1001WESTERFIELD-DESKPC 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17134) 176.16.19.36  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 

Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
◼   Inactive computers (15 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Hewlett-Packard/HP 505B Microtower PC 

Service Tag/Serial Number Chassis Serial Number 

Processor 
AMD Athlon(tm) II X2 250 Processor 
64-bit ready 
Multi-core (2 total) 
Not hyper-threaded 
2048 MB L2 Cache 
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PROFILE  

OS Install Date 2018/07/13 12:25:09 PM 

Last Active Directory Check-in 2019/01/18 3:39:16 PM 

 
 

System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM0 (In Use) SerNum0 1066 MHz 2048 MB 

Memory Bank: DIMM1 (In Use) SerNum1 1066 MHz 2048 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   4096 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: OS NTFS 221.11 GB 50.99 GB 23.06% 170.12GB 76.94% 

D: HP_RECOVER
Y 

NTFS 10.84 GB 9.53 GB 87.92% 1.31GB 12.08% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST325031 8AS SCSI Disk Device 5VMQGFDA Hard Drive 232.88 
GB 

C:, D: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description NVIDIA nForce Networking Controller 

Physical Address E0:69:95:27:12:E5 

DHCP Enabled Yes 

IP Addresses 176.16.19.36;fe80::e50e:653e:48fb:581a 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/18 3:05 PM 

Lease Expires 2019/01/26 3:05 PM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 100 Mbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.13804.0 

Last Scan 2017/05/25 8:24 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.245.91.0 

AS Last Applied 2017/05/26 5:22:47 AM 

Engine Version 1.1.13804.0 

Last Scan 2017/05/25 8:24 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 
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ISSUE SCORE ASSESSMENT 

Critical Updates, Windows 10 Failed (critical) 1 critical update is 

missing. 

Security Updates Failed (non-critical) 1 security update is 
missing. 

Security Updates, Windows 10 Failed (critical) 1 security update is 
missing. 

Update Rollups, Windows 10, Windows 10 LTSB Failed (non-critical) 1 update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.36 HP LJ300-400 color 
MFP M375-M475 
PCL 6 

   

 
 

Shares 
 

UNC PATH REMARK 

\\1001westerfield-deskpc\ADMIN$ C:\WINDOWS  

\\1001westerfield-deskpc\C$ C:\  

\\1001westerfield-deskpc\D$ D:\  

\\1001westerfield-deskpc\IPC$   

\\1001westerfield-deskpc\print$ C:\WINDOWS\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Reader XI (11.0.23) MUI 11.0.23 

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Error Recovery Guide for fi-7160/fi-7260/fi-7180/fi-7280 4.3.0.5 

fi Series manuals for fi-7160/7260/7180/7280 1.04.01 

fi Series Online Update 1.2.0.7 
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APPLICATION NAME VERSION 

Google Chrome 71.0.3578.98 

Google Toolbar for Internet Explorer 1.0.0 

HP LJ300-400 color MFP M375-M475 15.0.15188.1394 

HP LJ300-400 color MFP M375-M475 Fax 29.0.109.0 

HP Update 5.005.002.002 

HPLaserJet300-400ColorM375-M475Series_HelpLearnCenter_SI 1.01.0000 

IBM iSeries Access for Windows  

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Silverlight 5.1.50907.0 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

NVIDIA 3D Vision Controller Driver 340.50 340.50 

NVIDIA 3D Vision Driver 342.01 342.01 

NVIDIA GeForce Experience 2.2.2 2.2.2 

NVIDIA Graphics Driver 342.01 342.01 

NVIDIA HD Audio Driver 1.3.30.1 1.3.30.1 

NVIDIA PhysX System Software 9.13.1220 9.13.1220 

PACS 10.0  

PACS 10.0 Letter Processing AddIn 36.00.0000 

PaperStream Capture 1.0.8.11 
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APPLICATION NAME VERSION 

PaperStream IP (TWAIN x64) 1.10.0.3913 

PaperStream IP (TWAIN) 1.10.0.3913 

Realtek High Definition Audio Driver 6.0.1.6662 

Scanner Central Admin Agent 1.04.0012.08 

Software Operation Panel  

Webroot SecureAnywhere 9.0.24.37 

Xerox Desktop Print Experience 4.0 7.48.9.0 

Xerox PowerENGAGE 2.52.0016 

Xerox Scanner Management Utility 7.1.24.0 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 

Visual Studio 2008 
notnone 

FUJITSU - PaperStream IP (TWAIN x64) 01 

FUJITSU - PaperStream IP (TWAIN) 01 

IBM - Client Access 5722-XE1 

Microsoft - Internet Explorer 00371-OEM-9310422-42597 (W6K6B-KDM2H-JY4FJ-

H7GRC-R2JG2) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57151 (K8CT2-RR7X3-VYTYQ-

Y7P9C-BWGBG) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-80000-00000-AA799 (VK7JG-NPHTM-C97JM-

9MPGT-3V66T) 

 

Common Listening Ports 
 
 

Remote 
 
None Detected 
 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 10 of 256 

PROPRIETARY & CONFIDENTIAL  

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

445/TCP Any System   

5040/TCP Any svchost.exe Host Process for Windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

5357/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

9990/TCP 127.0.0.1 NvNetworkService.e
xe 

NVIDIA Network Service NT AUTHORITY\SYSTEM 

23401/TCP 127.0.0.1 NvBackend.exe NVIDIA Backend IRCPA\bortiz 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wininit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TCP Any svchost.exe Host Process for Windows 

Services 
NT AUTHORITY\SYSTEM 

49669/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49670/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49697/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

49703/TCP Any services  NT AUTHORITY\SYSTEM 

49714/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

50194/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\bortiz 
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1.2 - IRCPA.ORG\4001WAYNEG-CA 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17763) 176.16.19.24  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Inactive computers (15 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Manufacturer Hewlett-cackard/HP Z230 Tower Workstation 

Service Tag/Serial Number 2UA55017FD 

Processor 
Intel(R) Core(TM) i7-4790 CPU @ 3.60GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 2019/01/09 8:58:46 PM 

Last Active Directory Check-in 2019/01/18 10:55:12 AM 

 
 

System Memory 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 12 of 256 

PROPRIETARY & CONFIDENTIAL  

 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM3 (In Use) 14478195 2018 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: DIMM1 (In Use) 14477F81 2018 MHz 4096 MB 

Total Memory   8192 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: windows NTfilesvr 916.34 GB 86.56 GB 9.45% 829.78GB 90.55% 

D: HP_RECOVER
Y 

NTfilesvr 12.85 GB 10.97 GB 85.37% 1.88GB 14.63% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST1000DM 003-1ER162 SCSI Disk 

Device 
Z4YACZV4 Hard Drive 931.51 

GB 
C:, D: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Intel(R) Ethernet Connection I217-LM 

Physical Address 50:65:F3:39:A7:13 

DHCP Enabled Yes 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

IP Addresses 176.16.19.24;fe80::d9b0:b69:123d:d78 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/18 4:40 AM 

Lease Expires 2019/01/26 4:40 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

 
Firewall 
 

 WINDOWS FIREWALL 
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 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 
Unable to scan 
 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.24 NPIB54250 (HP 
LaserJet P2055x) 

 Tangible - Kyle  

 
 

Shares 
 
None Detected 
 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Acrobat 7.0 Standard - English, Français, Deutsch 7.0.0 

Adobe Acrobat Reader DC 19.0176.1669 
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APPLICATION NAME VERSION 

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Crystal Reports for .NET Framework 2.0 (x86) 10.2.0 

CyberLink Power2Go 8 8.0.3.5405 

CyberLink PowerDVD 12 12.0.4.5613 

Error Recovery Guide for fi-7160/fi-7260/fi-7180/fi-7280 4.3.0.5 

EZTwain Pro  

fi Series manuals for fi-7160/7260/7180/7280 1.04.01 

fi Series Online Update 1.2.0.7 

Foxit PhantomPDF 6.0.23.427 

Google Chrome 71.0.3578.98 

GoTo Opener 1.0.473 

GoToMeeting 8.39.1.11584 8.39.1.11584 

HP Documentation  

HP Support Information 13.00.0000 

IBM iSeries Access for windows  

Intel(R) Management Engine Components 11.0.0.1158 

Intel(R) Network Connections 20.2.3001.0 20.2.3001.0 

Intel(R) Processor Graphics 10.18.10.3960 

Intel(R) Rapid Storage Technology 13.0.0.1098 

Intel(R) USB 3.0 eXtensible Host Controller Driver 2.5.3.34 

IRCPA_Tangible 1.0.0 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft OneDrive 18.222.1104.0007 

Microsoft sqlsvr Server 2008 R2 Native Client 10.50.1352.12 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 
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APPLICATION NAME VERSION 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

NVIDIA 3D Vision Controller Driver 337.50 337.50 

NVIDIA 3D Vision Driver 342.01 342.01 

NVIDIA Graphics Driver 342.01 342.01 

NVIDIA HD Audio Driver 1.3.30.1 1.3.30.1 

NVIDIA Update 10.4.0 10.4.0 

PACS 10.0 03.1018 

PaperStream Capture 1.0.8.11 

PaperStream IP (ISIS) for fi-7160/7260/7180/7280 1.10.01501.20001 

PaperStream IP (TWAIN x64) 1.30.0.5032 

PaperStream IP (TWAIN) 1.10.0.3913 

Realtek High Definition Audio Driver 6.0.1.7548 

SAP Crystal Reports runtime engine for .NET Framework 4 (32-bit) 13.0.3.612 

Scanner Central wfrcmbr Agent 1.06.0007.09 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Tangible 1.0.0.37 

VIP DocView  

VIP DocView Patch  

Webroot SecureAnywhere 9.0.21.18 
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License Keys 
 
None Detected 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

VNC 

(5900/TCP) 

176.16.19.24 4001WAYNEG-CA ✓ ✓ 

 
 

Local 
 
Unable to collect remotely 
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1.3 - IRCPA.ORG\BRUCEHPZ230 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17763) 176.16.19.32  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Hewlett-cackard/HP Z230 Tower Workstation 

Service Tag/Serial Number 2UA55017FG 

Processor 
Intel(R) Core(TM) i7-4790 CPU @ 3.60GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 2019/01/09 8:54:18 PM 

Last Active Directory Check-in 2020/01/18 1:09:51 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM4 (In Use) 53242FD3 2018 MHz 8192 MB 

Memory Bank: DIMM3 (In Use) 144781DC 2018 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM2 (In Use) 52242FD3 2018 MHz 8192 MB 

Memory Bank: DIMM1 (In Use) 14477FD4 2018 MHz 4096 MB 

Total Memory   24576 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: windows NTfilesvr 916.74 GB 123.23 

GB 
13.44% 793.51GB 86.56% 

D: HP_RECOVER
Y 

NTfilesvr 12.85 GB 10.97 GB 85.37% 1.88GB 14.63% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST1000DM 003-1ER162 SCSI Disk 

Device 
Z4YACXL0 Hard Drive 931.51 

GB 
C:, D: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Intel(R) Ethernet Connection I217-LM 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Physical Address 50:65:F3:3B:9B:4B 

DHCP Enabled Yes 

IP Addresses 176.16.19.32;fe80::d9b8:475b:f9c3:2361 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/17 8:50 PM 

Lease Expires 2019/01/25 8:50 PM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.13804.0 

Last Scan 2017/05/25 9:25 AM 

Last Scan Type Quick 

Real-time Protection Off 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 
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 WINDOWS DEFENDER 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.245.18.0 

AS Last Applied 2017/05/25 12:55:15 AM 

Engine Version 1.1.13804.0 

Last Scan 2017/05/25 9:25 AM 

Last Scan Type Quick 

Real-time Protection Off 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Security Updates Failed (non-critical) 1 security update is 
missing. 
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ISSUE SCORE ASSESSMENT 

Security Updates, Windows 10 Failed (critical) 1 security update is 

missing. 

Security Updates, Windows 10, Windows 10 LTSB Failed (non-critical) 1 security update is 
missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.32 RE Color (HP Color 

LaserJet M553) 
   

 
 

Shares 
 

UNC PATH REMARK 

\\BRUCEHPZ230\wfrcmbr$ C:\windows  

\\BRUCEHPZ230\C$ C:\  

\\BRUCEHPZ230\D$ D:\  

\\BRUCEHPZ230\IPC$   

\\BRUCEHPZ230\print$ C:\windows\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Acrobat Reader DC 19.0176.1669 

ArcGIS 10.2.2 for deskpc 10.2.3552 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

CyberLink Power2Go 8 8.0.3.5405 

CyberLink PowerDVD 12 12.0.4.5613 

Discover HP Touchpoint Manager 1.0.17.1 

fi Series Online Update 1.2.7.1 

Foxit PhantomPDF 6.0.23.427 

Google Chrome 71.0.3578.98 
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APPLICATION NAME VERSION 

HP Documentation  

HP Performance Advisor 1.8.7922 

HP Support Information 13.00.0000 

IBM iSeries Access for windows  

Intel(R) Management Engine Components 11.0.0.1158 

Intel(R) Network Connections 20.2.3001.0 20.2.3001.0 

Intel(R) Processor Graphics 20.19.15.4331 

Intel(R) Rapid Storage Technology 13.0.0.1098 

Intel(R) USB 3.0 eXtensible Host Controller Driver 2.5.3.34 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft OneDrive 18.240.1202.0004 

Microsoft sqlsvr Server 2008 R2 Native Client 10.50.1352.12 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

NVIDIA 3D Vision Controller Driver 352.65 352.65 

NVIDIA GeForce Experience 2.11.4.125 2.11.4.125 

PACS 10.0 03.1018 

PaperStream IP (TWAIN x64) 1.42.0.5685 
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APPLICATION NAME VERSION 

PaperStream IP (TWAIN) 1.42.0.5685 

Realtek High Definition Audio Driver 6.0.1.7548 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Central wfrcmbr Agent 1.04.0026.23 

Software Operation Panel  

Webroot SecureAnywhere 9.0.21.18 

windows 10 Update Assistant 1.4.9200.22350 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Fujitsu - PaperStream IP (TWAIN x64) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Fujitsu - PaperStream IP (TWAIN) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - ICCS {BB2F9D3D-DBF9-4bb9-A25D-FC995EBAECC9} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - USB3 {240C3DDD-C5E9-4029-9DF7-95650D040CF2} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Plus 2007 89409-707-0098495-65915 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Windows 10 Pro 00330-80000-00000-AA215 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (32-bit) 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 
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IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

176.16.19.32 BRUCEHPZ230 ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

623/TCP Any LMS.exe Intel(R) Local Management 

Service 
NT AUTHORITY\SYSTEM 

1801/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

2103/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

2105/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

2107/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

5040/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

5357/TCP Any System   

9990/TCP 127.0.0.1 NvNetworkService.e

xe 
NVIDIA Network Service NT AUTHORITY\SYSTEM 

16992/TCP Any LMS.exe Intel(R) Local Management 
Service 

NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49666/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49676/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49677/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

49683/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

49745/TCP Any services  NT AUTHORITY\SYSTEM 

50112/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 

50198/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

50199/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 
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1.4 - IRCPA.ORG\C02E63Y1MD5R 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Mac macOS 13.3.1 (a) (22E772610a) 22.4.0 176.16.19.62  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
No issues detected 
 
 
 

System Software Profile 
 

SYSTEM SOFTWARE PROFILE  

System Version Mac macOS 13.3.1 (a) (22E772610a) 

Kernel Version Darwin 22.4.0 

Boot Volume Macintosh HD 

Boot Mode Normal 

Secure Virtual Memory Enabled 

 

Hardware Profile 
 

HARDWARE PROFILE  

Model Name MacBook Pro 

Model Identifier MacBookPro16,1 

Processor Name 8-Core Intel Core i9 

Processor Speed 2.4 GHz 
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HARDWARE PROFILE  

Number Of Processors 1 

Total Number Of Cores 8 

Memory 32 GB 

Serial Number (system) C02E63Y1MD5R 

Hardware UUID 8630F68E-4562-590C-A7AD-FE6D377B7048 

 

System Memory 
 

MEMORY  

Total Memory 32768 MB 

Memory Bank: BANK 0/ChannelA-DIMM0 (In Use) 16384 MB DDR4, 2667 MHz, 
serial number - 

Memory Bank: BANK 2/ChannelB-DIMM0 (In Use) 16384 MB DDR4, 2667 MHz, 
serial number - 

 

Disk Space Utilization 
 

 
 

Mount Points 

MOUNTED ON FILESYSTEM CAPAC
ITY 

USED % 
USED 

AVAILA
BLE 

% 
AVAILA
BLE 

/ /dev/disk1s1s1 466 GB 91.00 
GB 

19.53% 375GB 80.47% 

/System/Volum
es/Preboot 

/dev/disk1s3 466 GB 91.00 
GB 

19.53% 375GB 80.47% 

/System/Volum
es/VM 

/dev/disk1s5 466 GB 91.00 
GB 

19.53% 375GB 80.47% 

/System/Volum
es/Update 

/dev/disk1s6 466 GB 91.00 
GB 

19.53% 375GB 80.47% 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 29 of 256 

PROPRIETARY & CONFIDENTIAL  

MOUNTED ON FILESYSTEM CAPAC
ITY 

USED % 
USED 

AVAILA
BLE 

% 
AVAILA
BLE 

/System/Volum
es/Data 

/dev/disk1s2 466 GB 91.00 
GB 

19.53% 375GB 80.47% 

 

Power On Self-Test 
 

POWER ON SELF-TEST  

Last Run 5/2/23, 12:39 AM 

Result Passed 

 

Firewall Settings 
 

FIREWALL SETTINGS  

Mode Limit incoming connections to specific services and applications 

Firewall Logging Yes 

Stealth Mode No 

 

Installed Applications 
 
Mac OS Applications 
 

APPLICATION NAME VERSION 

Asana 1.12.0 

Brave Browser 112.1.50.121 

Datto Workplace Desktop 8.4.0.10 

datto-phone 1.1.1 

GarageBand 10.3.5 

GlobalProtect 5.2.12-26 

Google Chrome 112.0.5615.137 

Google Earth Pro 7.3 

GoPro Quik 2.7.0 

GoPro Webcam 1.0 

IDLE 3.9.6 

iMovie 10.1.15 
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APPLICATION NAME VERSION 

Jamf Connect 2.1.0 

Keynote 10.1 

Logi Options 8.36.76 

Logi Options Uninstaller 8.36.76 

Microsoft Excel 16.72 

Microsoft OneNote 16.72 

Microsoft Outlook 16.72.3 

Microsoft PowerPoint 16.72 

Microsoft Remote Desktop 10.8.2 

Microsoft Teams 1.00.607354 

Microsoft Word 16.72 

Numbers 10.1 

Okta Extension App 5.45.0 

OneDrive 23.076.0409 

Pages 10.1 

Python Launcher 3.9.6 

Self Service 10.45.0 

Slack 4.24.1 

VMware CBCloud 3.7.2fc81 

VSA X 10.0 

WhatsApp 2.2318.11 

Xerox PowerENGAGE 2.52 

XeroxPEInstallationCompanion 1.0 

YubiKey Manager 1.2.4 

zoom 5.11.6 (9890) 

 
 
 

Common Listening Ports 
 
 

Remote 
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None Detected 
 
 

Local 
 
Unable to collect 
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1.5 - IRCPA.ORG\CA-CSIMPSON 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17763) 176.16.19.35  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Hewlett-cackard/HP Pro3500 Series 

Processor 
Intel(R) Core(TM) i3-3220 CPU @ 3.30GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 2019/01/11 1:45:17 AM 

Last Active Directory Check-in 2020/01/18 2:50:22 PM 

 
 

System Memory 
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MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM1 (In Use) 00000000 1333 MHz 4096 MB 

Memory Bank: DIMM3 (In Use) 00000000 1333 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   8192 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: OS NTfilesvr 450.93 GB 124.77 
GB 

27.67% 326.16GB 72.33% 

E: HP_RECOVER

Y 
NTfilesvr 14.63 GB 12.96 GB 88.59% 1.67GB 11.41% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST500DM002-1BD142 S2AHQ920 Hard Drive 465.76 
GB 

C:, E: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Realtek PCIe GBE Family Controller 

Physical Address 74:46:A0:C5:6F:D8 

DHCP Enabled Yes 

IP Addresses 176.16.19.35;fe80::2802:1a6a:fd9:726f 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/15 1:41 AM 

Lease Expires 2019/01/23 1:41 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.12101.0 

Real-time Protection On 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.207.2950.0 

AS Last Applied 2015/10/12 5:07:02 PM 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Engine Version 1.1.12101.0 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Office 2007, Security Updates Failed (non-critical) 1 security update is 
missing. 

Security Updates Failed (non-critical) 1 security update is 
missing. 

Security Updates, Windows 10 Failed (critical) 1 security update is 
missing. 

Security Updates, Windows 10, Windows 10 LTSB Failed (non-critical) 1 security update is 

missing. 

Service Packs, SQL Server 2008 Failed (non-critical) 1 update is missing. 

Service Packs, SQL Server 2008 R2 Failed (non-critical) 1 update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 
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Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.35 HP ePrint    

 
 

Shares 
 
None Detected 
 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

ABBYY FineReader 9.0 Sprint 9.00.15.58233 

AccuGlobe 2007 1.0.0 

Adobe Acrobat 7.1.0 Standard - English, Français, Deutsch 7.1.0 

Adobe Acrobat Reader DC 15.016.20041 

Adobe Flash Player 32 NPAPI 32.0.0.114 

Adobe Flash Player 32 PPAPI 32.0.0.114 

Alcor Micro USB Card Reader Driver 20.14.2217.13144 

Apple Application Support (32-bit) 4.3.1 

Apple Application Support (64-bit) 4.3.1 

Apple Mobile Device Support 9.3.0.15 

Apple Software Update 2.2.0.150 

ArcGIS 10.2.2 ArcReader 10.2.3552 

BlueGriffon version 1.7.2 1.7.2 

Bonjour 3.1.0.1 

BRwfrcmbr Professional 3 3.54.0001 

Citrix Online Launcher 1.0.204 

Core FTP LE 2.1  

Core FTP Pro 1.3c  

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Diagram Designer  
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APPLICATION NAME VERSION 

Document Capture Pro 1.06.0012 

Dotfuscator Software Services - Community Edition 5.0.2500.0 

DS-560 Scanner Driver Update version 3.0.2.0 3.0.2.0 

Edraw Max 7.7  

Entity Framework Tools for Visual Studio 2013 12.0.20912.0 

Epson DS-560 User’s Guide version 1.0 1.0 

Epson Event Manager 3.10.0040 

EPSON Scan  

EPSON Scan OCR Component 3.00.00 

EPSON Scan PDF EXtensions 1.03.0000 

EpsonNet Config V4 4.5.6 

Eusing Free Registry Cleaner  

FlySpeed sqlsvr Query 3.2.2.1 3.2.2.1 

Google Chrome 71.0.3578.98 

Google Earth Pro 7.3.2.5491 

HP Customer Participation Program 13.0 13.0 

HP Deskjet Printer Driver Software 13.0 Rel. 1 13.0 

HP deskpc Keyboard 1.0.0.13 

HP Imaging Device Functions 13.0 13.0 

HP LaserJet P1500 series  

HP Photosmart Essential 3.5 3.5 

HP Setup 9.1.15430.4033 

HP Smart Web Printing 4.51 4.51 

HP Solution Center 13.0 13.0 

HP Support Assistant 8.3.34.7 

HP Support Information 12.00.0000 

HP Support Solutions Framework 12.5.32.37 

HP Update 5.005.002.002 

IBM iSeries Access for windows  

iCloud 5.2.1.69 

Intel(R) Management Engine Components 8.0.0.1351 

Intel(R) Processor Graphics 10.18.10.4358 
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APPLICATION NAME VERSION 

Intel(R) SDK for OpenCL - CPU Only Runtime Package 2.0.0.37149 

iTunes 12.3.3.17 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

LabelPrint 2.5.4507 

Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5 SDK 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft ASP.NET MVC 2 2.0.60926.0 

Microsoft ASP.NET MVC 2 - Visual Studio 2010 Tools 2.0.50217.0 

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft Help Viewer 2.1 2.1.21005 

Microsoft Office 2003 Web Components 12.0.6213.1000 

Microsoft Office 2007 Primary Interop Assemblies 12.0.4518.1014 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft Report Viewer Redistributable 2008 SP1  

Microsoft Silverlight 5.1.50907.0 

Microsoft Silverlight 3 SDK 3.0.40818.0 

Microsoft Silverlight 4 SDK 4.0.50826.0 

Microsoft sqlsvr Server 2008 (64-bit)  

Microsoft sqlsvr Server 2008 R2 (64-bit)  

Microsoft sqlsvr Server 2008 R2 Data-Tier Application Framework 10.50.1750.9 

Microsoft sqlsvr Server 2008 R2 Data-Tier Application Project 10.50.1750.9 

Microsoft sqlsvr Server 2008 R2 Management Objects 10.50.1750.9 

Microsoft sqlsvr Server 2008 R2 Management Objects (x64) 10.50.1447.4 

Microsoft sqlsvr Server 2008 R2 Native Client 10.52.4042.0 

Microsoft sqlsvr Server 2008 R2 Policies 10.50.2018.1 
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APPLICATION NAME VERSION 

Microsoft sqlsvr Server 2008 R2 Setup (English) 10.52.4042.0 

Microsoft sqlsvr Server 2008 R2 Transact-sqlsvr Language Service 10.50.1750.9 

Microsoft sqlsvr Server 2008 Setup Support Files 10.1.2731.0 

Microsoft sqlsvr Server 2012 Command Line Utilities 11.1.3000.0 

Microsoft sqlsvr Server 2012 Data-Tier App Framework 11.1.2902.0 

Microsoft sqlsvr Server 2012 Data-Tier App Framework (x64) 11.1.2902.0 

Microsoft sqlsvr Server 2012 Express LocalDB 11.1.3000.0 

Microsoft sqlsvr Server 2012 Management Objects 11.1.3000.0 

Microsoft sqlsvr Server 2012 Management Objects (x64) 11.1.3000.0 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft sqlsvr Server 2012 Transact-sqlsvr ScriptDom 11.1.3000.0 

Microsoft sqlsvr Server 2012 T-sqlsvr Language Service 11.1.3000.0 

Microsoft sqlsvr Server Browser 10.52.4000.0 

Microsoft sqlsvr Server Compact 3.5 SP2 ENU 3.5.8080.0 

Microsoft sqlsvr Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 

Microsoft sqlsvr Server Compact 3.5 SP2 x64 ENU 3.5.8080.0 

Microsoft sqlsvr Server Compact 4.0 SP1 x64 ENU 4.0.8876.1 

Microsoft sqlsvr Server Data Tools - enu (12.0.30919.1) 12.0.30919.1 

Microsoft sqlsvr Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0.30919.1 

Microsoft sqlsvr Server Database Publishing Wizard 1.4 10.1.2512.8 

Microsoft sqlsvr Server System CLR Types 10.50.1750.9 

Microsoft sqlsvr Server System CLR Types (x64) 10.50.1750.9 

Microsoft sqlsvr Server VSS Writer 10.52.4000.0 

Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0.3010.0 

Microsoft Sync Framework SDK v1.0 SP1 1.0.3010.0 

Microsoft Sync Framework Services v1.0 SP1 (x64) 1.0.3010.0 

Microsoft Sync Services for ADO.NET v2.0 SP1 (x64) 2.0.3010.0 

Microsoft System CLR Types for sqlsvr Server 2012 11.1.3366.16 

Microsoft System CLR Types for sqlsvr Server 2012 (x64) 11.1.3366.16 

Microsoft Team Foundation Server 2010 Object Model - ENU 10.0.40219 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 
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APPLICATION NAME VERSION 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Designtime - 10.0.30319 10.0.30319 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x64 Runtime - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual F# 2.0 Runtime 10.0.40219 

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0.30729 

Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools 10.0.40219 

Microsoft Visual Studio 2010 Professional - ENU 10.0.30319 

Microsoft Visual Studio 2010 Service Pack 1 10.0.40219 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

Microsoft Visual Studio Express 2013 for windows deskpc - ENU 12.0.21005 

Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 

MrvlUsgTracking 1.0.7 

MrvlUsgTracking64 1.0.1 

Notepad++ 6.8.8 

NVIDIA 3D Vision Driver 341.44 341.44 

NVIDIA Graphics Driver 341.44 341.44 

NVIDIA Update 10.4.0 10.4.0 

PACS 10.0  

PlayReady PC Runtime amd64 1.3.0 

Power2Go 6.1.6207 

Prerequisites for SSDT 11.1.3000.0 

QuickTime 7 7.79.80.95 

Realtek Card Reader 6.2.9200.30153 

Realtek High Definition Audio Driver 6.0.1.7004 
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APPLICATION NAME VERSION 

Shoebox 3.0.0 

Shop for HP Supplies 13.0 

Software Updater 4.3.6 

Spybot - Search & Destroy 1.6.0 

Symtrax - Telnet  

TextPad 4.7 4.7.2 

TypeScript for Microsoft Visual Studio 2012 PowerTool 1.0.0.0 1.0.30324.0 

Visual Studio 2010 Prerequisites - English 10.0.40219 

Visual Studio 2010 Tools for sqlsvr Server Compact 3.5 SP2 ENU 4.0.8080.0 

Visual Studio 2010 x64 Redistributables 13.0.0.1 

WCF RIA Services V1.0 SP1 4.1.60114.0 

Web Deployment Tool 1.1.0618 

Webroot SecureAnywhere 9.20.31 

windows 10 Update Assistant 1.4.9200.22402 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Adobe - Adobe Acrobat 101643417011342460778001 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Adobe - Repair 101643417011342460778001 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Adobe Systems - Adobe Acrobat 7.0 Standard - English, 
Français, Deutsch 

16 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Hewlett-cackard - HPActiveSupport D8C47UT#ABA (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - AMT {65153EA5-8B6E-43b6-857B-C6E4FC25798A} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - ICCS {BB2F9D3D-DBF9-4bb9-A25D-FC995EBAECC9} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - OpenCL {FCB3772C-B7D0-4933-B1A9-3707EBACC573} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - GDR 4042 for SQL Server 2008 R2 

(KB3045313) (64-bit) 
SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 
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APPLICATION NAME LICENSE KEY 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - MSDN 9.0 92357-152-0000034-60504 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57250 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Plus 2007 89409-707-0098495-65163 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Service Pack 1 for SQL Server 2008 
(KB968369) (64-bit) 

SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Service Pack 2 for SQL Server 2008 R2 
(KB2630458) (64-bit) 

SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - SQL Server 02452-119-0000007-05647 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - SQL Server 02452-119-0000007-05828 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Visual Studio 2008 Shell (integrated mode) - 
ENU 

92357-152-0000034-60504 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - VisualStudio 06153-004-0428007-02644 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - VisualStudio 9.0 92357-152-0000034-60504 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - VisualStudio Microsoft Visual C++ 10.0 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - VSA 9.0 92357-152-0000034-60504 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Windows 10 Pro 00330-80000-00000-AA911 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

SAP - Crystal Reports for Visual Studio notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
RDP 

(3389/TCP) 

176.16.19.35 CA-CSIMPSON ✓ 

 
 

Local 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

5040/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

5354/TCP 127.0.0.1 mDNSResponder.ex
e 

Bonjour Service NT AUTHORITY\SYSTEM 

5357/TCP Any System   

7680/TCP Any svchost  NT 
AUTHORITY\NETWORK 
SERVICE 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49666/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49675/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

49677/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49699/TCP Any services  NT AUTHORITY\SYSTEM 

50042/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 

50129/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

50130/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

50274/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 
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1.6 - IRCPA.ORG\CA-DWHITE01 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17134) 176.16.19.30  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Hewlett-cackard/HP Compaq 6200 Pro MT PC 

Service Tag/Serial Number MXL2270M2N 

Processor 
Intel(R) Core(TM) i7-2600 CPU @ 3.40GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 2018/07/13 9:59:46 AM 

Last Active Directory Check-in 2020/01/18 1:35:20 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM2 (In Use) 005B8C02 1333 MHz 8192 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: DIMM4 (In Use) 005B8C04 1333 MHz 8192 MB 

Total Memory   16384 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: OS NTfilesvr 455.21 GB 140.31 

GB 
30.82% 314.9GB 69.18% 

D: HP_RECOVER

Y 
NTfilesvr 9.62 GB 8.45 GB 87.84% 1.17GB 12.16% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST500DM002-1BD142 Z2AVGBJD Hard Drive 465.76 

GB 
C:, D: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Intel(R) 82579LM Gigabit Network Connection 

Physical Address 24:BE:05:05:15:13 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

DHCP Enabled Yes 

IP Addresses 176.16.19.30;fe80::7cd3:ac94:6a77:898e 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/14 9:35 PM 

Lease Expires 2019/01/22 9:35 PM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.12805.0 

Real-time Protection On 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

AS Definitions Version 1.221.14.0 

AS Last Applied 2016/05/19 5:28:52 PM 

Engine Version 1.1.12805.0 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Critical Updates, Windows 10 Failed (critical) 1 critical update is 
missing. 

Security Updates Failed (non-critical) 1 security update is 
missing. 

Update Rollups, Windows 10, Windows 10 LTSB Failed (non-critical) 1 update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
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None Detected 
 
 

Shares 
 

UNC PATH REMARK 

\\CA-DWHITE01\WFRCBMR$ C:\windows  

\\CA-DWHITE01\C$ C:\  

\\CA-DWHITE01\D$ D:\  

\\CA-DWHITE01\G$ G:\  

\\CA-DWHITE01\I$ I:\  

\\CA-DWHITE01\IPC$   

\\CA-DWHITE01\PRINT$ C:\windows\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Acrobat 9 Standard - English, Français, Deutsch 9.0.0 

Adobe AIR 1.0.4990 

Adobe Flash Player 32 PPAPI 32.0.0.114 

Adobe Reader 9 9.0.0 

Amazon Assistant 10.18.0221 

Amazon Search 2.3.4 

AMD Catalyst Control Center 1.00.0000 

AMD Catalyst Install Manager 8.0.915.0 

Cloud Services WMI Provider 1.1.5701.18001 

Corel wrkstnDVD 10.0.5.835 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

DeliverySlip Add-in 7.15.18319.4 

Error Recovery Guide for fi-7160/fi-7260/fi-7180/fi-7280 4.3.0.5 

fi Series manuals for fi-7160/7260/7180/7280 1.04.01 

fi Series Online Update 1.2.0.7 

Google Chrome 71.0.3578.98 

Google Earth Pro 7.3.2.5491 
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APPLICATION NAME VERSION 

Google Toolbar for Internet Explorer 1.0.0 

GoTo Opener 1.0.481 

GoToMeeting 8.39.0.11408 8.39.0.11408 

HP Odometer 2.10.0000 

HP Setup 8.5.4526.3645 

HP Support Assistant 6.1.12.1 

HP Support Information 11.00.0001 

HP Vision Hardware Diagnostics 2.12.1.0 

IBM iSeries Access for windows  

Intel(R) Control Center 1.2.1.1007 

Intel(R) Identity Protection Technology 1.1.2.0 1.1.2.0 

Intel(R) Management Engine Components 7.0.0.1144 

Intel(R) Network Connections 15.7.176.0 15.7.176.0 

Java 8 Update 161 8.0.1610.12 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft Office 2007 Primary Interop Assemblies 12.0.4518.1014 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Live Meeting 2007 8.0.6362.254 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Silverlight 5.1.50907.0 

Microsoft sqlsvr Server 2005  

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft sqlsvr Server Native Client 9.00.5000.00 

Microsoft sqlsvr Server Setup Support Files (English) 9.00.5000.00 

Microsoft sqlsvr Server VSS Writer 9.00.5000.00 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 
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APPLICATION NAME VERSION 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24212 14.0.24212.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0 

Microsoft Visual Studio 2005 Tools for Office Runtime  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

MSXML 4.0 SP2 Parser and SDK 4.20.9818.0 

Network Recording Player 33.7.3.7 

Nuance Power PDF Advanced 2.10.6414 

PACS 10.0  

PaperStream Capture 1.0.8.11 

PaperStream IP (TWAIN x64) 1.21.0.4179 

PaperStream IP (TWAIN) 1.30.0.4863 

QuickBooks File Doctor 3.6.7 

QuickBooks Pro 2015 25.0.4013.2506 

QuickBooks Pro 2017 27.0.4005.2702 

QuickBooks Runtime Redistributable 1.00.0000 

QuickBooks SDK 7.0 7.0.0.134 

Realtek High Definition Audio Driver 6.0.1.6257 

Scanner Central wfrcmbr Agent 1.04.0012.08 

Scanner Utility for Microsoft windows V09L21 9.11.2.0 

Secure Messaging Office Add-in 4.15.16298.2 

Software Operation Panel  
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APPLICATION NAME VERSION 

Time Bank - INDIAN RIVER C PROPERTY  

VC12X64Redist 1.00.0000 

VC12X86Redist 1.00.0000 

Visual Studio 2012 x64 Redistributables 14.0.0.1 

Visual Studio 2012 x86 Redistributables 14.0.0.1 

Visual Studio Tools for the Office system 3.0 Runtime  

WebEx  

Webroot SecureAnywhere 9.0.21.18 

Yahoo Search Set  

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Adobe - Adobe Acrobat 101617767327793413685783 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Adobe - Repair 101617767327793413685783 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Adobe Systems - Adobe Acrobat 9 Standard - English, 
Français, Deutsch 

16 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Business Objects - Crystal Reports Basic Runtime for 

Visual Studio 2008 
notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

FUJITSU - PaperStream IP (TWAIN x64) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

FUJITSU - PaperStream IP (TWAIN) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - AMT {65153EA5-8B6E-43b6-857B-C6E4FC25798A} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

MapsGalaxy_39 - bar ^UX^xdm423^YYA^us (AAAAA-AAAAA-AAAAA-AAAAA-

AAAAA) 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Live Meeting 8.0 90560-809-4070881-04203 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Live Meeting 2007 90560-809-4070881-04203 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57253 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 
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APPLICATION NAME LICENSE KEY 

Microsoft - Windows 10 Pro 00330-80000-00000-AA879 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Nuance - PDF 1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Nuance - PDF 3 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

176.16.19.30 CA-DWHITE01 ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

445/TCP Any System   

623/TCP Any LMS.exe Local Manageability 

Service 
NT AUTHORITY\SYSTEM 

1801/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

2103/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

2105/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

2107/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

5040/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

5357/TCP Any System   

7680/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

8019/TCP Any QBCFMonitorServic

e.exe 
QuickBooks Company File 

Monitoring Service 
NT AUTHORITY\SYSTEM 

16992/TCP Any LMS.exe Local Manageability 
Service 

NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49667/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49668/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49672/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

49673/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49674/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

55315/TCP Any sqlsvrservr.exe sqlsvr Server windows NT NT AUTHORITY\SYSTEM 

63767/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

63794/TCP Any services  NT AUTHORITY\SYSTEM 

65343/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 
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1.7 - IRCPA.ORG\CA-GIS 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows Server 2008 R2 Standard (x64) Service Pack 1 (Build 7601) 176.16.19.127  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows Server 2008 R2 Standard 

Windows Key HMG6P-C7VGP-47GJ9-TWBD4-2YYCD 

Manufacturer HP/ProLiant DL380 G6 

Service Tag/Serial Number 2M203100C8 

Processor 
Intel(R) Xeon(R) CPU E5540 @ 2.53GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 2010/05/31 8:33:26 PM 

Last Active Directory Check-in 2020/01/18 12:34:03 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: Bank 1 (Available)    

Memory Bank: PROC 2 DIMM 3A (In Use) 0 1333 MHz 4096 MB 

Memory Bank: PROC 2 DIMM 6B (In Use) 0 2018 MHz 16384 MB 

Memory Bank: PROC 1 DIMM 3A (In Use) 0 1333 MHz 4096 MB 

Memory Bank: Bank 2 (Available)    

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Memory Bank: PROC 1 DIMM 6B (In Use) 0 2018 MHz 16384 MB 

Memory Bank: Bank 5 (Available)    

Memory Bank: Bank 6 (Available)    

Memory Bank: Bank 7 (Available)    

Memory Bank: Bank 8 (Available)    

Total Memory   40960 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 136.6 GB 88.93 GB 65.10% 47.67GB 34.90% 

E: sqlsvrSERVER NTfilesvr 683.5 GB 532.53 

GB 
77.91% 150.97GB 22.09% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME SCSI Disk 
Device 

5001438009B63C60 Hard Drive 136.7 
GB 

C: 
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MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME SCSI Disk 

Device 
5001438009B63C60 Hard Drive 683.5 

GB 
E: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION 3: 

 

Description Broadcom BCM5709C NetXtreme II GigE (NDIS VBD Client) 

Physical Address 78:E7:D1:EC:BF:52 

DHCP Enabled No 

IP Addresses 176.16.19.127;fe80::e87d:551d:a0e8:4d54 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148, 192.138.19.121 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 

Detected by Services 
 
Antivirus 
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 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Antispyware 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Feature Packs, Windows Server 2008 R2 Failed (non-critical) 1 update is missing. 

Updates, Windows Server 2008 R2 Failed (non-critical) 51 updates are missing. 

 
 

Connected Printers 
 
None Detected 
 
 

Shares 
 

UNC PATH REMARK 

\\CA-GIS\WFRCMBR$ C:\windows  

\\CA-GIS\C$ C:\  

\\CA-GIS\E E:\  

\\CA-GIS\E$ E:\  

\\CA-GIS\H H:\  

\\CA-GIS\IPC$   

\\CA-GIS\CA-GIS \\?\GLOBALROOT\Device\RsFx0151\<localm
achine>\ca-GIS 

 

\\CA-GIS\software E:\software  

 

Installed Applications 
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Windows Applications 
 

APPLICATION NAME VERSION 

Acronis Backup 12.5.7970 

ArcGIS 10.2.2 for deskpc 10.2.3552 

ArcGIS 10.2.2 for deskpc Geodatabase and Feature Service Sync Optimization Patch  

ArcGIS 10.3.1 License Manager 10.3.4959 

ArcSDE 10.2.2 Command Line Tools 10.2.1073 

ArcSDE 10.2.2 for Microsoft sqlsvr Server 10.2.1073 

IBM iSeries Access for windows  

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft Baseline Security Analyzer 2.3 2.3.2211 

Microsoft Office 2003 Web Components 12.0.6213.1000 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Report Viewer Redistributable 2008 SP1  

Microsoft Silverlight 5.1.50907.0 

Microsoft sqlsvr Server 2005 Backward compatibility 8.05.1054 

Microsoft sqlsvr Server 2008 Management Objects 10.0.2018.22 

Microsoft sqlsvr Server 2008 R2 (64-bit)  

Microsoft sqlsvr Server 2008 R2 Books Online 10.50.2018.1 

Microsoft sqlsvr Server 2008 R2 Native Client 10.50.1790.0 

Microsoft sqlsvr Server 2008 R2 Policies 10.50.2018.1 

Microsoft sqlsvr Server 2008 R2 Setup (English) 10.50.1790.0 

Microsoft sqlsvr Server 2008 Setup Support Files 10.1.2731.0 

Microsoft sqlsvr Server Browser 10.50.2018.1 

Microsoft sqlsvr Server Compact 3.5 SP2 ENU 3.5.8080.0 

Microsoft sqlsvr Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 

Microsoft sqlsvr Server System CLR Types (x64) 10.50.2018.1 

Microsoft sqlsvr Server VSS Writer 10.50.2018.1 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319 10.0.30319 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 
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APPLICATION NAME VERSION 

Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 

psqlsvrODBC_x64 09.06.0200 

sqlsvr Server 2000 DTS Designer Components 9.00.4035.00 

Symantec Backup Exec Remote Agent for windows 14.0.1798 

System CPU 0.1.2014.6 

Visual Studio 2010 x64 Redistributables 13.0.0.1 

Webroot SecureAnywhere 9.21.18 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Hotfix 1746 for sqlsvr Server 2008 R2 

(KB2345451) (64-bit) 
SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Hotfix 1790 for sqlsvr Server 2008 R2 

(KB2494086) (64-bit) 
SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 55041-312-8832176-84236 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - SQL Server 02452-119-0000007-05128 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Windows Server 2008 R2 Standard 55041-312-8832176-84236 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Symantec - Backup Exec For windows {52B066B2-F52B-40B2-A05D-C69F497ED4D0} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

SQLSERVER 

(1433/TCP) 

RDP 

(3389/TCP) 

176.16.19.127 CA-GIS ✓ ✓ ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

1433/TCP Any sqlsvrservr.exe sqlsvr Server windows NT - 

64 Bit 
NT 

SERVICE\MSsqlsvrSERVE
R 

1434/TCP 127.0.0.1 sqlsvrservr.exe sqlsvr Server windows NT - 

64 Bit 
NT 

SERVICE\MSsqlsvrSERVE
R 

1688/TCP Any sppsvc.exe Microsoft Software 

Protection Platform Service 
NT 

AUTHORITY\NETWORK 
SERVICE 

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

9850/TCP Any mms.exe Acronis Managed Machine 
Service 

NT AUTHORITY\SYSTEM 

9876/TCP Any agent.exe Agent Core NT AUTHORITY\SYSTEM 

10000/TCP Any beremote.exe Agent for windows 
Systems 

NT AUTHORITY\SYSTEM 

27000/TCP Any lmgrd.exe Flexera Software LLC NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wrkstninit.exe windows Start-Up 

Application 
NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49157/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 

64440/TCP Any arsm.exe Acronis Removable 

Storage Management 
Service 

NT AUTHORITY\SYSTEM 

64467/TCP Any services.exe Services and Controller 

app 
NT AUTHORITY\SYSTEM 

64468/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

64534/TCP Any ARCGIS.exe ARCGIS daemon NT AUTHORITY\SYSTEM 
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1.8 - IRCPA.ORG\CA-GISSDE 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows Server 2016 Standard (x64) unknown (Build 14393) 176.16.19.248  
176.16.19.141  

 

Risk Section 
 

System Risk 
Score 

 

System Issue 
Score 

 

 
 

Issues 
 
No issues detected 
 
 

System Profile 
 

PROFILE  

OS Windows Server 2016 Standard 

Windows Key 8CNYW-VMTX8-XT8DQ-FDHTY-G3CHG 

Manufacturer HP/ProLiant DL380 Gen9 

Service Tag/Serial Number MXQ5290D69 

Processor 
Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz 
64-bit ready 
Multi-core (6 total) 
Hyper-threaded (12 total) 
1536 MB L2 Cache 
15360 MB L3 Cache 

OS Install Date 2018/09/27 7:52:18 AM 

Last Active Directory Check-in 2020/01/18 3:51:34 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 10 (Available)    

Memory Bank: PROC 1 DIMM 12 (In Use) 0 2133 MHz 16384 MB 

Memory Bank: Bank 11 (Available)    

Memory Bank: Bank 12 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Memory Bank: Bank 5 (Available)    

Memory Bank: Bank 6 (Available)    

Memory Bank: Bank 7 (Available)    

Memory Bank: PROC 1 DIMM 9 (In Use) 0 2133 MHz 8192 MB 

Memory Bank: Bank 8 (Available)    

Memory Bank: Bank 9 (Available)    

Total Memory   24576 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 570.72 GB 52.49 GB 9.20% 518.23GB 90.80% 

D: New Volume NTfilesvr 1291.23 
GB 

4.13 GB 0.32% 1287.1GB 99.68% 
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Drive Volume Label Filesystem Capacity Used % Used Available % Available 

G: GIS NTfilesvr 1907.55 

GB 
284.48 

GB 
14.91% 1623.07G

B 
85.09% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME SCSI Disk 

Device 
PDNLN0BRH8W1DX Hard Drive 1.86 TB G: 

HP LOGICAL VOLUME SCSI Disk 

Device 
PDNLN0BRH8W1DX Hard Drive 1.82 TB C:, D: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER EMBEDDED LOM 1 
PORT 1: 

 

Description HP Ethernet 1Gb 4-port 331i Adapter 

Physical Address 3C:A8:2A:1C:F7:AC 

DHCP Enabled No 

IP Addresses 176.16.19.248;176.16.19.141;fe80::f064:b16e:cfe4:8560 

Subnet Mask 255.255.255.0, 255.255.255.0, 64 

CIDR 176.16.19.0/24 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148, 176.16.19.121 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

Engine Version 1.1.15500.2 

Last Scan 2020/01/18 2:39 AM 

Last Scan Type Quick 
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 WINDOWS DEFENDER 

Real-time Protection On 

 
 
Antispyware 
 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.283.3221.0 

AS Last Applied 2020/01/18 2:02:17 AM 

Engine Version 1.1.15500.2 

Last Scan 2020/01/18 2:39 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Antispyware 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Firewall 
 

 WINDOWS DEFENDER 
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 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 
None Detected 
 
 

Shares 
 

UNC PATH REMARK 

\\CA-GISSDE\wfrcmbr$ C:\windows  

\\ca-GISSDE\ArcGIS C:\Program Files\ArcGIS  

\\ca-GISSDE\C$ C:\  

\\ca-GISSDE\D$ D:\  

\\ca-GISSDE\DATA G:\DATA  

\\CA-GISSDE\G$ G:\  

\\CA-GISSDE\IPC$   

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Acronis Backup 12.5.7970 

Active Directory Authentication Library for sqlsvr Server 14.0.1000.169 

Adobe AIR 23.0.0.257 

Adobe Flash Player 23 NPAPI 23.0.0.207 

ArcGIS deskpc 10.6.1 10.6.9270 

ArcGIS License Manager 2018.0 2018.0.0.9217 
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APPLICATION NAME VERSION 

ArcGIS Viewer for Flex 3.7 

Browser for sqlsvr Server 2017 14.0.1000.169 

Google Chrome 71.0.3578.98 

HP Array Configuration Utility (64-bit) 9.40.12.0 

HP Proactive Services 1.6.0.37 

HP ProLiant Agentless Management Service 10.20.0.0 

HP ProLiant iLO 3/4 Channel Interface Driver 3.10.0.0 

HP ProLiant iLO 3/4 Management Controller Package 3.18.0.0 

HP Utility 1.17.0.3 

Java 10.0.2 (64-bit) 10.0.2.0 

Java(TM) SE Development Kit 11 (64-bit) 11.0.0.0 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Matrox Graphics Software (remove only) 4.1.1.5 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51209 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft Help Viewer 2.2 2.2.23107 

Microsoft ODBC Driver 13 for sqlsvr Server 14.0.2002.14 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft OneDrive 18.151.0729.0013 

Microsoft sqlsvr Server 2012 Native Client 11.3.6540.0 

Microsoft sqlsvr Server 2014 Management Objects 12.0.2000.8 

Microsoft sqlsvr Server 2017  

Microsoft sqlsvr Server 2017 (64-bit)  

Microsoft sqlsvr Server 2017 Policies 14.0.1000.169 

Microsoft sqlsvr Server 2017 Setup (English) 14.0.2002.14 

Microsoft sqlsvr Server 2017 T-sqlsvr Language Service 14.0.17285.0 

Microsoft sqlsvr Server Data-Tier Application Framework (x86) 14.0.4127.1 

Microsoft sqlsvr Server Management Studio - 17.9 14.0.17285.0 
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APPLICATION NAME VERSION 

Microsoft System CLR Types for sqlsvr Server 2014 12.0.2402.11 

Microsoft System CLR Types for sqlsvr Server 2017 14.0.1000.169 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23506 14.0.23506.0 

Microsoft Visual C++ 2017 Redistributable (x86) - 14.12.25810 14.12.25810.0 

Microsoft Visual Studio 2015 Shell (Isolated) 14.0.23107 

Microsoft Visual Studio Tools for Applications 2015 14.0.23829 

Microsoft Visual Studio Tools for Applications 2015 Language Support 14.0.23107.20 

Microsoft VSS Writer for sqlsvr Server 2017 14.0.1000.169 

Portal for ArcGIS 10.4.1 10.4.5686 

Smart Storage administrator 2.60.18.0 

Webroot SecureAnywhere 9.0.21.18 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Microsoft - GDR 2002 for SQL Server 2017 (KB4293803) 
(64-bit) 

SQLv14 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00377-20182-22868-AAOEM (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - SQL Server 00394-30000-00000-AB626 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - sqlsvr Server 00394-30000-00000-AB626 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - VisualStudio 00322-00000-00000-AA840 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Windows Server 2016 Standard 00377-20182-22868-AAOEM (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  
COMPUTER 
NAME  

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

SQLSERVER 

(1433/TCP) 

RDP 

(3389/TCP) 
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IP ADDRESS  
COMPUTER 
NAME  

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

SQLSERVER 

(1433/TCP) 

RDP 

(3389/TCP) 

176.16.19.248 CA-GISSDE ✓ ✓ ✓ ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

7/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

9/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

13/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

17/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

19/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

443/TCP Any System   

445/TCP Any System   

1433/TCP Any sqlsvrservr.exe sqlsvr Server windows NT - 
64 Bit 

NT 
SERVICE\MSsqlsvrSERVE

R 

1434/TCP 127.0.0.1 sqlsvrservr.exe sqlsvr Server windows NT - 

64 Bit 
NT 

SERVICE\MSsqlsvrSERVE
R 

2383/TCP Any msmdsrv.exe Microsoft sqlsvr Server 

Analysis Services 
NT 

SERVICE\MSsqlsvrServer
OLAPService 

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

5701/TCP Any javaw.exe Java(TM) Platform SE 

binary 
ca-GISSDE\arcgis 

5985/TCP Any System   

7080/TCP Any javaw.exe Java(TM) Platform SE 
binary 

ca-GISSDE\arcgis 

7099/TCP Any ArcGISPortal.exe  ca-GISSDE\arcgis 

7199/TCP Any javaw.exe Java(TM) Platform SE 
binary 

ca-GISSDE\arcgis 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

7299/TCP Any javaw.exe Java(TM) Platform SE 

binary 
ca-GISSDE\arcgis 

7443/TCP Any javaw.exe Java(TM) Platform SE 
binary 

ca-GISSDE\arcgis 

7654/TCP Any postgres.exe Postgresqlsvr Server ca-GISSDE\arcgis 

7800/TCP Any javaw.exe Java(TM) Platform SE 
binary 

ca-GISSDE\arcgis 

7900/TCP Any javaw.exe Java(TM) Platform SE 
binary 

ca-GISSDE\arcgis 

7950/TCP Any javaw.exe Java(TM) Platform SE 
binary 

ca-GISSDE\arcgis 

7975/TCP Any javaw.exe Java(TM) Platform SE 

binary 
ca-GISSDE\arcgis 

9850/TCP Any mms.exe Acronis Managed Machine 
Service 

NT AUTHORITY\SYSTEM 

9876/TCP Any agent.exe Agent Core NT AUTHORITY\SYSTEM 

27000/TCP Any lmgrd.exe Flexera Software LLC NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49668/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49669/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49686/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49694/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49712/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

49739/TCP Any arsm.exe Acronis Removable 

Storage Management 
Service 

NT AUTHORITY\SYSTEM 

49742/TCP Any services  NT AUTHORITY\SYSTEM 

49904/TCP Any ArcGISPortal.exe  ca-GISSDE\arcgis 

49936/TCP Any ARCGIS.exe ARCGIS daemon NT AUTHORITY\SYSTEM 

49945/TCP Any javaw.exe Java(TM) Platform SE 
binary 

ca-GISSDE\arcgis 
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1.9 - IRCPA.ORG\CA-GISTEST 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows Server 2012 R2 Standard (x64) unknown (Build 9600) 176.16.19.68  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Operating system in Extended Support (20 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows Server 2012 R2 Standard 

Windows Key YWBN7-8Y4RH-4Q6DJ-KD3KD-FM3WT 

Manufacturer HP/ProLiant DL120 Gen9 

Service Tag/Serial Number 2M27310314 

Processor 
Intel(R) Xeon(R) CPU E5-1620 v4 @ 3.50GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
10240 MB L3 Cache 

OS Install Date 2017/12/04 1:40:15 PM 

Last Active Directory Check-in 2020/01/18 8:25:19 AM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: PROC 1 DIMM 1 (In Use) 0 2400 MHz 16384 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Total Memory   16384 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 291.05 GB 31.07 GB 10.68% 259.98GB 89.32% 

E: New Volume NTfilesvr 639.97 GB 53.80 GB 8.41% 586.17GB 91.59% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME SCSI Disk 
Device 

 Hard Drive 931.48 
GB 

C:, E: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER EMBEDDED LOM 1 
PORT 2: 

 

Connection-specific DNS Suffix ircpa.org 

Description HP Ethernet 1Gb 2-port 361i Adapter 

Physical Address F4:03:43:06:3F:88 
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ETHERNET ADAPTER EMBEDDED LOM 1 
PORT 2: 

 

DHCP Enabled Yes 

IP Addresses 176.16.19.68;fe80::2169:f451:ed24:29af 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/17 9:46 PM 

Lease Expires 2019/01/19 9:46 PM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Antispyware 
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 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Drivers, Windows Server 2012 R2 and later drivers Failed (non-critical) 1 update is missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Windows Server 2012 R2 Failed (non-critical) 1 update is missing. 

Microsoft SQL Server 2016, Service Packs Failed (non-critical) 1 update is missing. 

Updates, Windows Server 2012 R2 Failed (non-critical) 71 updates are missing. 

 
 

Connected Printers 
 
None Detected 
 
 

Shares 
 

UNC PATH REMARK 

\\CA-GISTEST\wfrcmbr$ C:\windows  

\\CA-GISTEST\C$ C:\  

\\CA-GISTEST\E$ E:\  

\\CA-GISTEST\IPC$   

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Active Directory Authentication Library for sqlsvr Server 14.0.1000.169 

Adobe AIR 3.9.0.1030 

Browser for sqlsvr Server 2016 13.0.1601.5 

HP 3PAR Host Explorer for Microsoft windows 3.1.1 
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APPLICATION NAME VERSION 

HP Lights-Out Online Configuration Utility 4.8.0.0 

HP Smart Array SAS/SATA Event Notification Service 6.46.0.64 

HP Smart Update Tools for windows 1.6.5.0 

HPE Insight Management WBEM Providers for windows Server x64 Editions 10.60.0.0 

HPE ProLiant Agentless Management Service 10.60.0.0 

HPE System Management Homepage 7.6.0 

iLO 3/4 Management Controller Driver Package 3.30.0.0 

Integrated Management Log Viewer 7.8.0.0 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Matrox Graphics Software (remove only) 4.3.1.5 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932 

Microsoft .NET Framework 4.5.1 SDK 4.5.51641 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51209 

Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209 

Microsoft Access database engine 2010 (English) 14.0.6029.1000 

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft Help Viewer 2.2 2.2.23107 

Microsoft MPI (7.0.12437.8) 7.0.12437.8 

Microsoft ODBC Driver 13 for sqlsvr Server 14.0.1000.169 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Report Viewer Redistributable 2008 SP1  

Microsoft sqlsvr Server 2008 R2  

Microsoft sqlsvr Server 2008 R2 Native Client 10.52.4042.0 

Microsoft sqlsvr Server 2008 R2 Policies 10.50.2018.1 

Microsoft sqlsvr Server 2008 R2 Setup (English) 10.52.4042.0 

Microsoft sqlsvr Server 2008 Setup Support Files 10.1.2731.0 

Microsoft sqlsvr Server 2012 Native Client 11.3.6540.0 

Microsoft sqlsvr Server 2014 Management Objects 12.0.2000.8 
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APPLICATION NAME VERSION 

Microsoft sqlsvr Server 2016 (64-bit)  

Microsoft sqlsvr Server 2016 RS Addin for SharePoint 13.0.1601.5 

Microsoft sqlsvr Server 2016 Setup (English) 13.0.1742.0 

Microsoft sqlsvr Server 2016 T-sqlsvr Language Service 13.0.14500.10 

Microsoft sqlsvr Server 2016 T-sqlsvr ScriptDom 13.0.1601.5 

Microsoft sqlsvr Server 2017  

Microsoft sqlsvr Server 2017 Policies 14.0.1000.169 

Microsoft sqlsvr Server 2017 T-sqlsvr Language Service 14.0.17199.0 

Microsoft sqlsvr Server Compact 3.5 SP2 ENU 3.5.8080.0 

Microsoft sqlsvr Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 

Microsoft sqlsvr Server Data-Tier Application Framework (x86) 14.0.3811.1 

Microsoft sqlsvr Server Management Studio - 17.3 14.0.17199.0 

Microsoft sqlsvr Server Native Client 9.00.1399.06 

Microsoft System CLR Types for sqlsvr Server 2014 12.0.2402.11 

Microsoft System CLR Types for sqlsvr Server 2017 14.0.1000.169 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23506 14.0.23506.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.23506 14.0.23506.0 

Microsoft Visual Studio 2015 Shell (Isolated) 14.0.23107 

Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 

Microsoft Visual Studio Tools for Applications 2015 14.0.23829 

Microsoft Visual Studio Tools for Applications 2015 Language Support 14.0.23107.20 

Microsoft VSS Writer for sqlsvr Server 2016 13.0.1601.5 

MobileAsset 6 

MobileAsset Help 7.1 

NVMe Drive Eject NMI Fix 1.0.5.0 

PFA Server Registry Update 1.0.0.0 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.5.891 

Smart Storage administrator 2.60.18.0 
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APPLICATION NAME VERSION 

Smart Storage administrator CLI 2.60.18.0 

Smart Storage administrator Diagnostics and SmartSSD Wear Gauge Utility 2.60.18.0 

Wasp Labeler V7 7.0 

Webroot SecureAnywhere 9.20.31 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Microsoft - Critical Update for SQL Server 2016 MSVCRT 
Prerequisites (KB4019088) (64-bit) 

SQL2016 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - GDR 4042 for SQL Server 2008 R2 
(KB3045313) 

SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00252-40201-93080-AAOEM (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Service Pack 2 for SQL Server 2008 R2 
(KB2630458) 

SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - SQL Server 00310-70000-00003-AB127 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - SQL Server DataCollectionUITasks 1.0 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - VisualStudio 00322-00000-00000-AA073 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Windows Server 2012 R2 Standard 00252-40201-93080-AAOEM (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

SAP - SAP Crystal Reports runtime engine for .NET 

Framework (32-bit) 
notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Wasp Technologies - MobileAsset 0780-70310-48655-33386 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

SQLSERVER 

(1433/TCP) 

RDP 

(3389/TCP) 

176.16.19.68 CA-GISTEST ✓ ✓ ✓ 

 
 

Local 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

1433/TCP Any sqlsvrservr.exe sqlsvr Server windows NT - 

64 Bit 
NT 

SERVICE\MSsqlsvrSERVE
R 

1434/TCP 127.0.0.1 sqlsvrservr.exe sqlsvr Server windows NT - 

64 Bit 
NT 

SERVICE\MSsqlsvrSERVE
R 

2301/TCP Any hpsmhd.exe HPE System Management 

Homepage 
NT AUTHORITY\SYSTEM 

2381/TCP Any hpsmhd.exe HPE System Management 
Homepage 

NT AUTHORITY\SYSTEM 

2383/TCP Any msmdsrv.exe Microsoft sqlsvr Server 
Analysis Services 

NT 
SERVICE\MSsqlsvrServer

OLAPService 

3389/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

5985/TCP Any System   

10006/TCP Any System   

10007/TCP Any MobileAssetwindows
Service.exe 

MobileAssetwindowsServic
e 

NT AUTHORITY\SYSTEM 

10008/TCP Any System   

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wrkstninit.exe windows Start-Up 

Application 
NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49156/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49162/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49226/TCP Any services  NT AUTHORITY\SYSTEM 

49229/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

SERVICE 

49300/TCP Any sqlsvrservr.exe sqlsvr Server windows NT NT 
AUTHORITY\NETWORK 
SERVICE 
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1.10 - IRCPA.ORG\CA-PRINTSVR 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows Server 2008 R2 Standard (x64) Service Pack 1 (Build 7601) 176.16.19.159  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows Server 2008 R2 Standard 

Windows Key 2TWHD-6VJQX-WPW2X-CV4Q4-WJQYC 

Manufacturer HP/ProLiant DL380 Gen9 

Service Tag/Serial Number MXQ52502CX 

Processor 
Intel(R) Xeon(R) CPU E5-2609 v3 @ 1.90GHz 
64-bit ready 
Multi-core (6 total) 
Not hyper-threaded 
1536 MB L2 Cache 
15360 MB L3 Cache 

OS Install Date 2015/10/20 8:11:48 PM 

Last Active Directory Check-in 2020/11/18 10:39:07 AM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 10 (Available)    

Memory Bank: PROC 1 DIMM 12 (In Use) 0 2133 MHz 32767 MB 

Memory Bank: Bank 11 (Available)    

Memory Bank: Bank 12 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Memory Bank: Bank 5 (Available)    

Memory Bank: Bank 6 (Available)    

Memory Bank: Bank 7 (Available)    

Memory Bank: PROC 1 DIMM 9 (In Use) 0 2133 MHz 32767 MB 

Memory Bank: Bank 8 (Available)    

Memory Bank: Bank 9 (Available)    

Total Memory   65534 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 931.16 GB 118.94 

GB 
12.77% 812.22GB 87.23% 

E: IT NTfilesvr 2794.32 

GB 
4.85 GB 0.17% 2789.47G

B 
99.83% 

 

Physical Drives 
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MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME SCSI Disk 
Device 

PDNLN0BRH8Q1XX Hard Drive 931.48 
GB 

C: 

HP LOGICAL VOLUME SCSI Disk 
Device 

PDNLN0BRH8Q1XX Hard Drive 2.73 TB E: 

TANDBERG RDX SCSI Disk Device 6250506037 Removable Media 1.82 TB L: 

TANDBERG RDX SCSI Disk Device 6250505965 Removable Media 1.82 TB M: 

TANDBERG RDX SCSI Disk Device 6250506055 Removable Media 1.82 TB N: 

TANDBERG RDX SCSI Disk Device 6250505939 Removable Media 931.5 
GB 

P: 

TANDBERG RDX SCSI Disk Device 6250505941 Removable Media 1.82 TB Q: 

TANDBERG RDX SCSI Disk Device 6250505957 Removable Media 1.82 TB R: 

TANDBERG RDX SCSI Disk Device 6250505899 Removable Media 1.82 TB S: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Description HP Ethernet 1Gb 4-port 331i Adapter 

Physical Address 3C:A8:2A:1E:67:F8 

DHCP Enabled No 

IP Addresses 176.16.19.159;fe80::dde9:7211:4e7e:cc09 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148, 176.16.19.121 

Connection Speed 100 Mbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
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Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Antispyware 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Feature Packs, Windows Server 2008 R2 Failed (non-critical) 8 updates are missing. 

Updates, Windows Server 2008 R2 Failed (non-critical) 53 updates are missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.159 Skyla - Brother HL-
6180DW 

 Skyla's Cubicle ZENO #P4089 

176.16.19.159 HP Color LaserJet 
Real Estate 

 Real Estate 
Common Area 

IRCPA 

176.16.19.159 HP Color LaserJet 

M553 PCL 6 
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IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.159 Charlie Office  Under Desk P4991 

176.16.19.159 Bull Pen Color HL-

L8350CDW 
 Bull Pen  

 

(from Shares) 

SHARED PRINTER USER/GROUP 

SHARE PERMISSIONS 

FULL 
CON
TRO

L 

CHA
NGE 

REA
D 

\\CA-PRINTSVR\Assessment 
Control B&W 
(Assessment Control 
B&W,LocalsplOnly) 

    

\\CA-PRINTSVR\Assessment 
Control Color 
(Assessment Control 
Color,LocalsplOnly) 

    

\\CA-PRINTSVR\Brother HL-
5470DW BR-Script3 
(Jen Printer,LocalsplOnly) 

    

\\CA-PRINTSVR\Bull Pen Color 
HL-L8350CDW 
(Bull Pen Color HL-
L8350CDW,LocalsplOnly) 

    

\\CA-PRINTSVR\Center Media -
Xerox 
(Center Media -
Xerox,LocalsplOnly) 

    

\\CA-PRINTSVR\Conference 
Room B&W 
(HP LaserJet 2300 Series PCL 
5,LocalsplOnly) 

    

\\CA-PRINTSVR\Front Work 
Center- Xerox 
(Front Work Center,LocalsplOnly) 

    

\\CA-PRINTSVR\HP Color 
LaserJet Real Estate 
(HP Color LaserJet Real 
Estate,LocalsplOnly) 

    

\\CA-PRINTSVR\HP9040 
(Hi Vol - HP9040,LocalsplOnly) 
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SHARED PRINTER USER/GROUP 

SHARE PERMISSIONS 

FULL 
CON
TRO

L 

CHA
NGE 

REA
D 

\\CA-PRINTSVR\IT Workspace Bro 
5370DW 
(IT Workspace Bro 
5370DW,LocalsplOnly) 

    

\\CA-PRINTSVR\Mapping Bullpen 
B&W 
(Mapping Bullpen 
B&W,LocalsplOnly) 

    

\\CA-PRINTSVR\RE Bullpen B&W 
(RE Bullpen B&W,LocalsplOnly) 

    

\\CA-PRINTSVR\RE Bullpen Color 
Brother HL-3140CW series 
(RE Bullpen Color Brother HL-
3140CW series,LocalsplOnly) 

    

\\CA-PRINTSVR\Real Estate HP 
LaserJet 5200 
(Real Estate B&W - HP LaserJet 
5200,LocalsplOnly) 

    

\\CA-PRINTSVR\Real Estate Work 
Center - B&W 
(Real Estate Work Center - 
B&W,LocalsplOnly) 

    

\\CA-PRINTSVR\Real Estate Work 
Center - Color 
(Real Estate Work Center - 
Color,LocalsplOnly) 

    

\\CA-PRINTSVR\Tangible Color - 
Brother HL-L8350CDW 
(Tangible Color - Brother HL-
L8350CDW,LocalsplOnly) 

    

\\CA-PRINTSVR\Tangible HP 
LaserJet P2050 Series PCL6 BW 
(Tangible HP LaserJet P2050 
Series PCL6 BW,LocalsplOnly) 

    

 
 

Shares 
 

UNC PATH REMARK 

\\CA-PRINTSVR\WFRCMBR$ C:\windows  
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UNC PATH REMARK 

\\CA-PRINTSVR\Assessment Control B&W Assessment Control B&W,LocalsplOnly  

\\CA-PRINTSVR\Assessment Control Color Assessment Control Color,LocalsplOnly  

\\CA-PRINTSVR\Brother HL-5470DW BR-

Script3 
Jen Printer,LocalsplOnly  

\\CA-PRINTSVR\Bull Pen Color HL-
L8350CDW 

Bull Pen Color HL-L8350CDW,LocalsplOnly  

\\CA-PRINTSVR\C$ C:\  

\\CA-PRINTSVR\Center Media -Xerox Center Media -Xerox,LocalsplOnly  

\\CA-PRINTSVR\Conference Room B&W HP LaserJet 2300 Series PCL 5,LocalsplOnly  

\\CA-PRINTSVR\E$ E:\  

\\CA-PRINTSVR\Front Work Center- Xerox Front Work Center,LocalsplOnly  

\\CA-PRINTSVR\HP Color LaserJet Real 
Estate 

HP Color LaserJet Real Estate,LocalsplOnly  

\\CA-PRINTSVR\HP9040 Hi Vol - HP9040,LocalsplOnly  

\\CA-PRINTSVR\IPC$   

\\CA-PRINTSVR\IT Workspace Bro 5370DW IT Workspace Bro 5370DW,LocalsplOnly  

\\CA-PRINTSVR\L L:\  

\\CA-PRINTSVR\M M:\  

\\CA-PRINTSVR\Mapping Bullpen B&W Mapping Bullpen B&W,LocalsplOnly  

\\CA-PRINTSVR\N N:\  

\\CA-PRINTSVR\prnproc$ P:\  

\\CA-PRINTSVR\print$ C:\windows\system32\spool\drivers  

\\CA-PRINTSVR\prnproc$ C:\windows\system32\spool\PRTPROCS  

\\CA-PRINTSVR\Q Q:\  

\\CA-PRINTSVR\R R:\  

\\CA-PRINTSVR\RE Bullpen B&W RE Bullpen B&W,LocalsplOnly  

\\CA-PRINTSVR\RE Bullpen Color Brother HL-

3140CW series 
RE Bullpen Color Brother HL-3140CW 

series,LocalsplOnly 
 

\\CA-PRINTSVR\Real Estate HP LaserJet 
5200 

Real Estate B&W - HP LaserJet 
5200,LocalsplOnly 

 

\\CA-PRINTSVR\Real Estate Work Center - 
B&W 

Real Estate Work Center - B&W,LocalsplOnly  

\\CA-PRINTSVR\Real Estate Work Center - 
Color 

Real Estate Work Center - Color,LocalsplOnly  
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UNC PATH REMARK 

\\CA-PRINTSVR\S S:\  

\\CA-PRINTSVR\Tangible Color - Brother HL-

L8350CDW 
Tangible Color - Brother HL-

L8350CDW,LocalsplOnly 
 

\\CA-PRINTSVR\Tangible HP LaserJet P2050 
Series PCL6 BW 

Tangible HP LaserJet P2050 Series PCL6 
BW,LocalsplOnly 

 

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Acronis Backup 12.5.11010 

Brother Driver Deployment Wizard 1.09.000 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

FMAudit Onsite 3.6.2.60906 

HL-L8350CDW series 1.0.5.0 

HP Color LaserJet Enterprise M553 14.0.16124.472 

HP MSA 1040/2040 iSCSI VDS Provider 3.3.1 (Build 24) 3.3.1.24 

HP MSA SRA 5.8 (Build 24) 5.8.0.24 

HP ProLiant Agentless Management Service 10.20.0.0 

HP ProLiant iLO 3/4 Channel Interface Driver 3.10.0.0 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Matrox Graphics Software (remove only)  

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft Download Manager 1.2.1 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft OneDrive 18.151.0729.0013 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319 10.0.30319 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 
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APPLICATION NAME VERSION 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

PACS 10.0  

SANsurfer iSCSI HBA Management Agent (64 bit) 4.00.0002 

Spiceworks deskpc 7.5.00107 

Webroot SecureAnywhere 9.0.24.37 

WinPcap 4.1.3 4.1.0.2980 

Xerox deskpc Print Experience 4.0 7.48.9.0 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00477-OEM-8420167-30717 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Windows Internal Database HH37W29M6MFD2HBYJQTKTFVMT (AAAAA-AAAAA-

AAAAA-AAAAA-AAAAA) 

Microsoft - Windows Server 2008 R2 Standard 00477-OEM-8420167-30717 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

RDP 

(3389/TCP) 

176.16.19.159 CA-PRINTSVR ✓ ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

7/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

9/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

13/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

17/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

19/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

1033/TCP Any wrkstninit.exe windows Start-Up 

Application 
NT AUTHORITY\SYSTEM 

1034/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

1035/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

1041/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

1062/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

1213/TCP Any arsm.exe Acronis Removable 
Storage Management 

Service 

NT AUTHORITY\SYSTEM 

1574/TCP Any services.exe Services and Controller 
app 

NT AUTHORITY\SYSTEM 

1590/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

3389/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

7755/TCP Any zmqgw.exe ZMQ Gateway service NT 
AUTHORITY\NETWORK 

SERVICE 

7756/TCP Any zmqgw.exe ZMQ Gateway service NT 
AUTHORITY\NETWORK 

SERVICE 

7765/TCP Any zmqgw.exe ZMQ Gateway service NT 
AUTHORITY\NETWORK 

SERVICE 

7780/TCP Any zmqgw.exe ZMQ Gateway service NT 
AUTHORITY\NETWORK 

SERVICE 

9675/TCP Any spiceworks-httpd.exe Spiceworks deskpc 
Webserver by Apache 

IRCPA\TLITwfrcmbr 

9676/TCP Any spiceworks-httpd.exe Spiceworks deskpc IRCPA\TLITwfrcmbr 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

Webserver by Apache 

9850/TCP Any mms.exe Acronis Managed Machine 
Service 

NT AUTHORITY\SYSTEM 

9851/TCP Any ManagementServer.

exe 
Acronis Management 

Server 
ca-PRINTSVR\AMS User 

9876/TCP Any agent.exe Agent Core NT AUTHORITY\SYSTEM 

9877/TCP Any api_gateway.exe Api Gateway NT 

AUTHORITY\NETWORK 
SERVICE 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

30676/TCP Any policy_manager.exe Acronis policy manager NT 
AUTHORITY\NETWORK 

SERVICE 

33330/TCP Any fmaonsite.exe FMAudit Onsite NT AUTHORITY\SYSTEM 

43234/TCP Any mms.exe Acronis Managed Machine 

Service 
NT AUTHORITY\SYSTEM 

47001/TCP Any System   
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1.11 - IRCPA.ORG\CA-VAL 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows Server 2008 R2 Standard (x64) Service Pack 1 (Build 7601) 176.16.19.229  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
◼   Anti-virus not up to date (90 pts) 
◼   Anti-spyware not up to date (90 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows Server 2008 R2 Standard 

Windows Key HMG6P-C7VGP-47GJ9-TWBD4-2YYCD 

Manufacturer HP/ProLiant DL380 G7 

Service Tag/Serial Number 2M212601S2 

Processor 
Intel(R) Xeon(R) CPU E5649 @ 2.53GHz 
64-bit ready 
Multi-core (6 total) 
Hyper-threaded (12 total) 
1536 MB L2 Cache 
12288 MB L3 Cache 

OS Install Date 2011/01/30 2:53:17 AM 

Last Active Directory Check-in 2020/01/18 7:32:35 AM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: Bank 1 (Available)    

Memory Bank: PROC 2 DIMM 3A (In Use) 0 1333 MHz 8192 MB 

Memory Bank: PROC 2 DIMM 6B (In Use) 0 1333 MHz 8192 MB 

Memory Bank: PROC 2 DIMM 9C (In Use) 0 1333 MHz 8192 MB 

Memory Bank: PROC 1 DIMM 3A (In Use) 0 1333 MHz 8192 MB 

Memory Bank: Bank 2 (Available)    

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Memory Bank: PROC 1 DIMM 6B (In Use) 0 1333 MHz 8192 MB 

Memory Bank: Bank 5 (Available)    

Memory Bank: Bank 6 (Available)    

Memory Bank: Bank 7 (Available)    

Memory Bank: PROC 1 DIMM 9C (In Use) 0 1333 MHz 8192 MB 

Total Memory   49152 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 82.2 GB 72.40 GB 88.08% 9.8GB 11.92% 

D: Realestate NTfilesvr 4470.22 
GB 

1268.79 
GB 

28.38% 3201.43G
B 

71.62% 
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Drive Volume Label Filesystem Capacity Used % Used Available % Available 

E: New Volume NTfilesvr 738 GB 548.44 

GB 
74.31% 189.56GB 25.69% 

T: GIS NTfilesvr 3632.03 
GB 

766.85 
GB 

21.11% 2865.18G
B 

78.89% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME Multi-cath Disk 

Device 
50014380135F6EA0 Hard Drive 82.2 GB C: 

HP LOGICAL VOLUME Multi-cath Disk 
Device 

50014380135F6EA0 Hard Drive 738 GB E: 

HP MSA 2040 SAN SCSI Disk Device 00c0ff25aae80000686
32f5601000000 

Hard Drive 4.37 TB D: 

HP MSA 2040 SAN SCSI Disk Device 00c0ff25ac890000586

52f5601000000 
Hard Drive 3.55 TB T: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION 2: 

 

Description HP NC382i DP Multifunction Gigabit Server Adapter 

Physical Address B4:99:BA:08:6D:CE 

DHCP Enabled No 

IP Addresses 176.16.19.229;fe80::510c:b8a1:f979:e69a 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148, 176.16.19.121 

Connection Speed 100 Mbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WINDOWS DEFENDER 

Enabled Yes 
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 WINDOWS DEFENDER 

Up-to-date No 

Engine Version 1.1.15500.2 

Last Scan 2020/01/18 5:09 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date No 

AS Definitions Version 1.283.3130.0 

AS Last Applied 2020/01/16 7:30:26 PM 

Engine Version 1.1.15500.2 

Last Scan 2020/01/18 5:09 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 

Detected by Services 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Antispyware 
 

 WEBROOT SECUREANYWHERE 
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 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Windows Server 2008 R2 Failed (non-critical) 1 update is missing. 

Service Packs, SQL Server 2008 R2 Failed (non-critical) 1 update is missing. 

Updates, Windows Server 2008 R2 Failed (non-critical) 50 updates are missing. 

 
 

Connected Printers 
 
None Detected 
 
 

Shares 
 

UNC PATH REMARK 

\\CA-CAMA\WFRCMBR$ C:\windows  

\\CA-CAMA\AIQRemote$ C:\Program Files\Tandberg Data\AccuGuard 
Enterprise for RDX\Server\Remote 

 

\\CA-CAMA\ATTACH D:\ATTACH  

\\CA-CAMA\automate T:\automate  

\\CA-CAMA\C$ C:\  

\\CA-CAMA\D D:\  

\\CA-CAMA\D$ D:\  

\\CA-CAMA\E$ E:\  

\\CA-CAMA\IPC$   

\\CA-CAMA\ObjectStore{0cddecc9-5341-
423e-928b-2eb0a6ffc645}$ 

D:\ObjectStore{0cddecc9-5341-423e-928b-
2eb0a6ffc645} 
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UNC PATH REMARK 

\\CA-CAMA\ObjectStore{0dbdcdae-3775-4f9e-

826e-0017ab75ec0b}$ 
E:\ObjectStore{0dbdcdae-3775-4f9e-826e-

0017ab75ec0b} 
 

\\CA-CAMA\ObjectStore{4857070d-20c7-4faf-
962f-809f8ec419b4}$ 

T:\ObjectStore{4857070d-20c7-4faf-962f-
809f8ec419b4} 

 

\\CA-CAMA\OLTP E:\OLTP  

\\CA-CAMA\PACSINSTALL E:\PACSINSTALL  

\\CA-CAMA\PACS_Export T:\PACS_Export  

\\CA-CAMA\T$ T:\  

\\CA-CAMA\TAAppSvrDataExport C:\Program Files\True 
Automation\TAAppSvr\TAAppSvrDataExport 

 

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Acronis Backup 12.5.7641 

Adobe Reader 9 9.0.0 

ATI Display Driver 8.24.50.5-090623a-

083726C-HP 

AVG Protection 2016.151.8013 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5.0.0 

ESRI MapObjects 2 Runtime  

FileZilla Client 3.22.1 3.22.1 

FileZilla Client 3.24.0 3.24.0 

Headless Server Registry Update 1.0.0.0 

HP Array Configuration Utility 8.75.12.0 

HP Array Configuration Utility CLI 8.75.12.0 

HP Array Diagnostics and SmartSSD Wear Gauge Utility 8.75.12.0 

HP Insight Diagnostics Online Edition for windows 8.7.3 

HP Insight Management Agents 8.70.0.0 

HP Insight Management WBEM Providers for windows Server 2003/2008 x64 Editions 2.8.0.0 

HP Lights-Out Online Configuration Utility 3.0.0.0 

HP ProLiant iLO 3 Management Controller Package 3.3.1.0 

HP ProLiant Integrated Management Log Viewer 5.23.0.0 
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APPLICATION NAME VERSION 

HP ProLiant PCI-express Power Management Update for windows 1.3.0.0 

HP Smart Array SAS/SATA Event Notification Service 6.24.0.64 

HP System Management Homepage 6.1.0 

IBM iSeries Access for windows  

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft .NET Framework 4.5.1 4.5.50938 

Microsoft Office 2003 Web Components 12.0.6213.1000 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Report Viewer Redistributable 2008 SP1  

Microsoft Server Speech Platform Runtime (x64) 10.1.7200.5 

Microsoft sqlsvr Server 2008 R2 (64-bit)  

Microsoft sqlsvr Server 2008 R2 Books Online 10.50.2018.1 

Microsoft sqlsvr Server 2008 R2 Native Client 10.50.1617.0 

Microsoft sqlsvr Server 2008 R2 Policies 10.50.2018.1 

Microsoft sqlsvr Server 2008 R2 Setup (English) 10.50.1617.0 

Microsoft sqlsvr Server 2008 R2 Upgrade Advisor 10.50.2018.1 

Microsoft sqlsvr Server 2008 Setup Support Files 10.1.2731.0 

Microsoft sqlsvr Server 2012 Management Objects (x64) 11.0.2100.60 

Microsoft sqlsvr Server Browser 10.50.2018.1 

Microsoft sqlsvr Server Compact 3.5 SP2 ENU 3.5.8080.0 

Microsoft sqlsvr Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 

Microsoft sqlsvr Server System CLR Types (x64) 10.50.2018.1 

Microsoft sqlsvr Server VSS Writer 10.50.2018.1 

Microsoft System CLR Types for sqlsvr Server 2012 (x64) 11.0.2100.60 

Microsoft Unified Communications Managed API, Core Runtime 64-bit 3.5.6907.249 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.50727.42 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.21022 9.0.21022 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 
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APPLICATION NAME VERSION 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319 10.0.30319 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0.30729 

Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 

PACS 9.0.30.0078 

PFA Server Registry Update 1.0.0.0 

SAP Crystal Reports runtime engine for .NET Framework (64-bit) 13.0.14.1720 

Tandberg Data AccuGuard Enterprise for RDX 9.0.906.1 

Visual Studio 2005 Tools for Office Second Edition Runtime  

Visual Studio 2010 x64 Redistributables 13.0.0.1 

Visual Studio 2012 x64 Redistributables 14.0.0.1 

Visual Studio 2012 x86 Redistributables 14.0.0.1 

Visual Studio Tools for the Office system 3.0 Runtime  

Webroot SecureAnywhere 9.20.31 

WinRAR 5.21 (64-bit) 5.21.0 

WinSCP 5.9.4 5.9.4 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 (x64) 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - GDR 1617 for SQL Server 2008 R2 
(KB2494088) (64-bit) 

SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 55041-266-0006276-84025 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - MSDN 9.0 92357-152-0000034-60136 (AAAAA-AAAAA-AAAAA-
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APPLICATION NAME LICENSE KEY 

AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - SQL Server 02452-119-0000007-05460 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Visual Studio 2008 Shell (integrated mode) - 
ENU 

92357-152-0000034-60136 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - VisualStudio 9.0 92357-152-0000034-60136 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - VSA 9.0 92357-152-0000034-60136 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Windows Server 2008 R2 Standard 55041-266-0006276-84025 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (64-bit) 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

SQLSERVER 

(1433/TCP) 

RDP 

(3389/TCP) 

176.16.19.229 CA-VAL ✓ ✓ ✓ ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

443/TCP Any System   

445/TCP Any System   

1433/TCP Any sqlsvrservr.exe sqlsvr Server windows NT - 

64 Bit 
NT 

AUTHORITY\NETWORK 
SERVICE 

1434/TCP 127.0.0.1 sqlsvrservr.exe sqlsvr Server windows NT - 

64 Bit 
NT 

AUTHORITY\NETWORK 
SERVICE 

1723/TCP Any System   

2301/TCP Any hpsmhd.exe HP System Management NT AUTHORITY\SYSTEM 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

Homepage 

2381/TCP Any hpsmhd.exe HP System Management 
Homepage 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

9876/TCP Any agent.exe Agent Core NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wrkstninit.exe windows Start-Up 

Application 
NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49155/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49172/TCP Any arsm.exe Acronis Removable 

Storage Management 
Service 

NT AUTHORITY\SYSTEM 

49209/TCP Any services.exe Services and Controller 

app 
NT AUTHORITY\SYSTEM 

49213/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

63549/TCP Any System   

63550/TCP Any System   

63551/TCP Any SMSvcHost.exe SMSvcHost.exe NT AUTHORITY\LOCAL 
SERVICE 

  



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 100 of 256 

PROPRIETARY & CONFIDENTIAL  

1.12 - IRCPA.ORG\FILESERVER1 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows Server 2008 R2 Standard (x64) Service Pack 1 (Build 7601) 176.16.19.148  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows Server 2008 R2 Standard 

Windows Key 2TWHD-6VJQX-WPW2X-CV4Q4-WJQYC 

Manufacturer HP/ProLiant DL380p Gen8 

Service Tag/Serial Number 2M243006Q2 

Processor 
Intel(R) Xeon(R) CPU E5-2690 v2 @ 3.00GHz 
64-bit ready 
Multi-core (10 total) 
Hyper-threaded (20 total) 
2560 MB L2 Cache 
25600 MB L3 Cache 

OS Install Date 2014/10/02 12:56:45 PM 

Last Active Directory Check-in 2020/01/18 12:32:05 PM 

 
 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 101 of 256 

PROPRIETARY & CONFIDENTIAL  

System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 10 (Available)    

Memory Bank: PROC 1 DIMM 12 (In Use) 0 1866 MHz 16384 MB 

Memory Bank: Bank 11 (Available)    

Memory Bank: Bank 12 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: PROC 2 DIMM 12 (In Use) 0 1866 MHz 16384 MB 

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Memory Bank: Bank 5 (Available)    

Memory Bank: Bank 6 (Available)    

Memory Bank: Bank 7 (Available)    

Memory Bank: Bank 8 (Available)    

Memory Bank: Bank 9 (Available)    

Total Memory   32768 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 136.73 GB 73.29 GB 53.60% 63.44GB 46.40% 

E: DATA NTfilesvr 4657.28 
GB 

2906.68 
GB 

62.41% 1750.6GB 37.59% 

S: ITSPACE NTfilesvr 794.65 GB 180.29 22.69% 614.36GB 77.31% 
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Drive Volume Label Filesystem Capacity Used % Used Available % Available 

GB 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME SCSI Disk 
Device 

001438031106AC0 Hard Drive 931.48 
GB 

C:, S: 

HP LOGICAL VOLUME SCSI Disk 
Device 

001438031106AC0 Hard Drive 4.55 TB E: 

TANDBERG RDX USB Device 7810655379 Removable Media 1.82 TB G: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Description HP Ethernet 1Gb 4-port 331FLR Adapter 

Physical Address A0:D3:C1:F4:98:54 

DHCP Enabled No 

IP Addresses 176.16.19.148;fe80::b5e1:f812:7adc:52c4 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148, 176.16.19.121 

Connection Speed 100 Mbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 WINDOWS FIREWALL 
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 WINDOWS FIREWALL 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 

Detected by Services 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Antispyware 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Feature Packs, Windows Server 2008 R2 Failed (non-critical) 4 updates are missing. 

Updates, Windows Server 2008 R2 Failed (non-critical) 47 updates are missing. 

 
 

Connected Printers 
 
None Detected 
 
 

Shares 
 

UNC PATH REMARK 

\\FILESERVER1\wfrcmbr$ C:\windows  

\\FILESERVER1\BlbMountedVolumes C:\windows\BlbMountedVolumes  

\\FILESERVER1\C$ C:\  
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UNC PATH REMARK 

\\FILESERVER1\CertEnroll C:\windows\system32\CertSrv\CertEnroll  

\\FILESERVER1\Common E:\PA_Data\Common  

\\FILESERVER1\E$ E:\  

\\FILESERVER1\IPC$   

\\FILESERVER1\linette E:\Profiles\linette  

\\FILESERVER1\Mobile Video E:\PA_Data\Real Estate\Mobile Video  

\\FILESERVER1\MobileVideo E:\PA_Data\Real Estate\Mobile Video  

\\FILESERVER1\NETLOGON C:\windows\SYSVOL\sysvol\ircpa.org\SCRIPT
S 

 

\\FILESERVER1\PA_Data E:\PA_Data  

\\FILESERVER1\PA_Data1 C:\DfilesvrRoots\PA_Data1  

\\FILESERVER1\PA_Public C:\DfilesvrRoots\PA_Public  

\\FILESERVER1\Profiles E:\Profiles  

\\FILESERVER1\Real Estate E:\PA_Data\Real Estate  

\\FILESERVER1\S$ S:\  

\\FILESERVER1\SCANS - FrtCopier E:\SCANS - FrtCopier  

\\FILESERVER1\SYSVOL C:\windows\SYSVOL\sysvol  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Acronis Backup 12.5.11010 

wfrcmbristrative Templates (.admx) for windows 10 April 2018 Update 2.0 

Adobe Flash Player 10 ActiveX 10.0.32.18 

HP System Management Homepage 6.0.0 

HP Version Control Repository Manager 6.0.0.840 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft Office Professional Edition 2003 11.0.5614.0 
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APPLICATION NAME VERSION 

Microsoft OneDrive 18.151.0729.0013 

Microsoft sqlsvr Server 2005  

Microsoft sqlsvr Server Native Client 9.00.3042.00 

Microsoft sqlsvr Server Setup Support Files (English) 9.00.3042.00 

Microsoft sqlsvr Server VSS Writer 9.00.3042.00 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.59192 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

MLNX_VPI 4.80.50000 

MSXML 4.0 SP2 Parser and SDK 4.20.9818.0 

OpenSSH Services 5.3p1-1 5.3p1-1 

Visual Studio 2012 x64 Redistributables 14.0.0.1 

Visual Studio 2012 x86 Redistributables 14.0.0.1 

Webroot SecureAnywhere 9.0.21.18 

WinDirStat 1.1.2  

WinPcap 4.1.3 4.1.0.2980 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Microsoft - Internet Explorer 00477-OEM-8420167-30717 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57368 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Windows Server 2008 R2 Standard 00477-OEM-8420167-30717 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  
COMPUTER 
NAME  

DNS 

(53/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

RDP 

(3389/TCP) 

176.16.19.148 FILESERVER1 ✓ ✓ ✓ ✓ 
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Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

7/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

9/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

13/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

17/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

19/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

53/TCP 127.0.0.1 dns.exe Domain Name System 
(DNS) Server 

NT AUTHORITY\SYSTEM 

80/TCP Any System   

88/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

389/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

443/TCP Any System   

445/TCP Any System   

464/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

593/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

636/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

1025/TCP Any wrkstninit.exe windows Start-Up 
Application 

NT AUTHORITY\SYSTEM 

1026/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

1028/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

1029/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

1032/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

1038/TCP Any lsass.exe Local Security Authority NT AUTHORITY\SYSTEM 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

Process 

2301/TCP Any hpsmhd.exe HP System Management 
Homepage 

NT AUTHORITY\SYSTEM 

2381/TCP Any hpsmhd.exe HP System Management 

Homepage 
NT AUTHORITY\SYSTEM 

3268/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

3269/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

5999/TCP Any arsm.exe Acronis Removable 
Storage Management 
Service 

NT AUTHORITY\SYSTEM 

6013/TCP Any certsrv.exe Microsoft Certificate 
Service 

NT AUTHORITY\SYSTEM 

6014/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

6015/TCP Any dns.exe Domain Name System 

(DNS) Server 
NT AUTHORITY\SYSTEM 

8728/TCP Any ntfrs.exe File Replication Service NT AUTHORITY\SYSTEM 

8736/TCP Any services.exe Services and Controller 
app 

NT AUTHORITY\SYSTEM 

9389/TCP Any Microsoft.ActiveDirec

tory.WebServices.ex
e 

Microsoft.ActiveDirectory.

WebServices 
NT AUTHORITY\SYSTEM 

9850/TCP Any mms.exe Acronis Managed Machine 

Service 
IRCPA\administrator 

9876/TCP Any agent.exe Agent Core NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

43234/TCP Any mms.exe Acronis Managed Machine 
Service 

IRCPA\administrator 

47001/TCP Any System   
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1.13 - IRCPA.ORG\FILESERVER2 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows Server 2008 R2 Standard (x64) Service Pack 1 (Build 7601) 176.16.19.121  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows Server 2008 R2 Standard 

Windows Key HMG6P-C7VGP-47GJ9-TWBD4-2YYCD 

Manufacturer HP/ProLiant DL380p Gen8 

Service Tag/Serial Number 2M221604C8 

Processor 
Intel(R) Xeon(R) CPU E5-2640 0 @ 2.50GHz 
64-bit ready 
Multi-core (6 total) 
Hyper-threaded (12 total) 
1536 MB L2 Cache 
15360 MB L3 Cache 

OS Install Date 2013/07/16 3:57:28 PM 

Last Active Directory Check-in 2020/01/15 8:49:42 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 10 (Available)    

Memory Bank: PROC 1 DIMM 12 (In Use) 0 1333 MHz 8192 MB 

Memory Bank: Bank 11 (Available)    

Memory Bank: Bank 12 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: PROC 2 DIMM 12 (In Use) 0 1333 MHz 8192 MB 

Memory Bank: Bank 3 (Available)    

Memory Bank: Bank 4 (Available)    

Memory Bank: Bank 5 (Available)    

Memory Bank: Bank 6 (Available)    

Memory Bank: Bank 7 (Available)    

Memory Bank: Bank 8 (Available)    

Memory Bank: Bank 9 (Available)    

Total Memory   16384 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 171.78 GB 65.09 GB 37.89% 106.69GB 62.11% 

D: New Volume NTfilesvr 1504.41 

GB 
989.63 

GB 
65.78% 514.78GB 34.22% 

 

Physical Drives 
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MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HP LOGICAL VOLUME SCSI Disk 

Device 
500143802176F8B0 Hard Drive 1.64 TB C:, D: 

TANDBERG RDX USB Device 7810655345 Removable Media 1.82 TB E: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Description HP Ethernet 1Gb 4-port 331FLR Adapter 

Physical Address 2C:76:8A:50:EF:A8 

DHCP Enabled No 

IP Addresses 176.16.19.121;fe80::b957:c111:ed52:d7e1 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148, 176.16.19.121, 4.2.2.1, 4.2.2.2, 208.67.222.222, 

208.67.220.220, 8.26.56.26, 8.20.247.20, 156.154.70.1, 156.154.71.1 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 
No antivirus reported by Security Center 
 
Antispyware 
 
No antispyware reported by Security Center 
 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 
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Detected by Services 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Antispyware 
 

 WEBROOT SECUREANYWHERE 

Enabled Yes 

 
Firewall 
 
No firewall services found that were not already in Security Center 
 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Feature Packs, Windows Server 2008 R2 Failed (non-critical) 1 update is missing. 

Security Updates, Windows Server 2008 R2 Failed (non-critical) 2 security updates are 
missing. 

Update Rollups, Windows Server 2008 R2 Failed (non-critical) 1 update is missing. 

Updates, Windows Server 2008 R2 Failed (non-critical) 17 updates are missing. 

 
 

Connected Printers 
 
None Detected 
 
 

Shares 
 

UNC PATH REMARK 

\\FILESERVER2\wfrcmbr$ C:\windows  

\\FILESERVER2\wfrcmbristration D:\fileserver2_data\wfrcmbristration  

\\FILESERVER2\Assesment E:\fileserver2_data\Assesment  

\\FILESERVER2\Assesment2 D:\fileserver2_data\Assesment  

\\FILESERVER2\AVG Install E:\fileserver2_data\IT\AVG Install  

\\FILESERVER2\C$ C:\  
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UNC PATH REMARK 

\\FILESERVER2\D$ D:\  

\\FILESERVER2\Front Office E:\fileserver2_data\Front Office  

\\FILESERVER2\Front Office2 D:\fileserver2_data\Front Office  

\\FILESERVER2\IPC$   

\\FILESERVER2\IT E:\fileserver2_data\PA_DATA\IT  

\\FILESERVER2\IT2 D:\fileserver2_data\IT  

\\FILESERVER2\IT3 D:\fileserver2_data\PA_DATA\IT  

\\FILESERVER2\NETLOGON C:\windows\SYSVOL\sysvol\ircpa.org\SCRIPT
S 

 

\\FILESERVER2\SYSVOL C:\windows\SYSVOL\sysvol  

\\FILESERVER2\Tangible E:\fileserver2_data\Tangible  

\\FILESERVER2\Tangible Returns for exempt E:\fileserver2_data\Tangible Returns for 
exempt 

 

\\FILESERVER2\Tangible Returns for 
exempt2 

D:\fileserver2_data\Tangible Returns for 
exempt 

 

\\FILESERVER2\Tangible2 D:\fileserver2_data\Tangible  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Acronis Backup 12.5.10330 

FMAudit Onsite 3.1.0.50311 

Headless Server Registry Update 1.0.0.0 

HP Array Configuration Utility 9.0.24.0 

HP Array Configuration Utility CLI 9.0.24.0 

HP Insight Diagnostics Online Edition for windows 9.0.0 

HP Insight Management Agents 9.0.0.0 

HP Lights-Out Online Configuration Utility 4.0.0.0 

HP ProLiant iLO 3/4 Channel Interface Driver 3.4.0.0 

HP ProLiant iLO 3/4 Management Controller Package 3.4.0.0 

HP ProLiant Integrated Management Log Viewer 6.0.0.0 

HP Smart Array SAS/SATA Event Notification Service 6.26.0.64 

HP System Management Homepage 7.0.0 
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APPLICATION NAME VERSION 

HP Version Control Agent 7.0.0.900 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Matrox Graphics Software (remove only)  

Messaging API and Collaboration Data Objects 1.2.1 6.5.8244.0 

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.59192 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Visual Studio 2010 x64 Redistributables 13.0.0.1 

Visual Studio 2012 x64 Redistributables 14.0.0.1 

VNC Enterprise Edition E4.6.3 E4.6.3 

Webroot SecureAnywhere 9.0.21.18 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Microsoft - Internet Explorer 55041-266-0006276-84173 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Windows Server 2008 R2 Standard 55041-266-0006276-84173 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
DNS 

(53/TCP) 

HTTP 

(80/TCP) 

RDP 

(3389/TCP) 

176.16.19.121 FILESERVER2 ✓ ✓ ✓ 

 
 

Local 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

7/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

9/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

13/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

17/TCP Any tcpsvcs.exe TCP/IP Services 

Application 
NT AUTHORITY\LOCAL 

SERVICE 

19/TCP Any tcpsvcs.exe TCP/IP Services 
Application 

NT AUTHORITY\LOCAL 
SERVICE 

53/TCP 127.0.0.1 dns.exe Domain Name System 
(DNS) Server 

NT AUTHORITY\SYSTEM 

80/TCP Any System   

88/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

389/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

445/TCP Any System   

464/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

593/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

636/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

2301/TCP Any hpsmhd.exe HP System Management 
Homepage 

NT AUTHORITY\SYSTEM 

2381/TCP Any hpsmhd.exe HP System Management 

Homepage 
NT AUTHORITY\SYSTEM 

3268/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

3269/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

5800/TCP 127.0.0.1 wrkstnvnc4.exe VNC Server Enterprise 
Edition 

NT AUTHORITY\SYSTEM 

5900/TCP 127.0.0.1 wrkstnvnc4.exe VNC Server Enterprise 
Edition 

NT AUTHORITY\SYSTEM 

9389/TCP Any Microsoft.ActiveDirec

tory.WebServices.ex

Microsoft.ActiveDirectory.

WebServices 
NT AUTHORITY\SYSTEM 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

e 

9850/TCP Any mms.exe Acronis Managed Machine 
Service 

IRCPA\administrator 

9876/TCP Any agent.exe Agent Core NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

33330/TCP Any fmaonsite.exe FMAudit Onsite NT AUTHORITY\SYSTEM 

43234/TCP Any mms.exe Acronis Managed Machine 
Service 

IRCPA\administrator 

47001/TCP Any System   

49152/TCP Any wrkstninit.exe windows Start-Up 

Application 
NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49158/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49160/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49163/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49164/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49173/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49405/TCP Any arsm.exe Acronis Removable 

Storage Management 
Service 

NT AUTHORITY\SYSTEM 

49411/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

49417/TCP Any ntfrs.exe File Replication Service NT AUTHORITY\SYSTEM 

55240/TCP Any services.exe Services and Controller 
app 

NT AUTHORITY\SYSTEM 

55246/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

55263/TCP Any certsrv.exe Microsoft Certificate 
Service 

NT AUTHORITY\SYSTEM 

62230/TCP Any dns.exe Domain Name System 

(DNS) Server 
NT AUTHORITY\SYSTEM 

  



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 116 of 256 

PROPRIETARY & CONFIDENTIAL  

1.14 - IRCPA.ORG\FRNTCUSTSERVCUB 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17134) 176.16.19.66  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Hewlett-cackard/HP Pro 3500 Series 

Processor 
Intel(R) Core(TM) i3-3240 CPU @ 3.40GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 2018/07/13 10:33:34 AM 

Last Active Directory Check-in 2020/01/18 3:10:59 PM 

 
 

System Memory 
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MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM3 (In Use) 3165079F 2018 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   4096 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: OS NTfilesvr 916.37 GB 76.87 GB 8.39% 839.5GB 91.61% 

D: HP_RECOVER
Y 

NTfilesvr 14.94 GB 13.18 GB 88.22% 1.76GB 11.78% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

WDC WD10EZEX-60ZF5A0 WD-WMC1S2000395 Hard Drive 931.51 
GB 

C:, D: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Realtek PCIe GBE Family Controller 

Physical Address 10:60:4B:5D:6A:6C 

DHCP Enabled Yes 

IP Addresses 176.16.19.66;fe80::5ddc:510a:a3ec:478f 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/18 7:56 AM 

Lease Expires 2019/01/20 7:56 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.14003.0 

Last Scan 2017/08/10 10:32 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.249.955.0 

AS Last Applied 2017/08/11 10:37:56 AM 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Engine Version 1.1.14003.0 

Last Scan 2017/08/10 10:32 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting Off 

Private Setting Off 

Public Setting Off 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 

 SUPERANTISPYWARE 

Enabled Yes 

 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Critical Updates, Windows 10 Failed (critical) 1 critical update is 

missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Office 2002/XP, Service Packs Failed (non-critical) 1 update is missing. 

Security Updates Failed (non-critical) 1 security update is 
missing. 
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ISSUE SCORE ASSESSMENT 

Security Updates, Windows 10 Failed (critical) 1 security update is 

missing. 

Update Rollups, Windows 10, Windows 10 LTSB Failed (non-critical) 1 update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.66 Hewlett-cackard HP 
LaserJet P1505n 

   

 
 

Shares 
 

UNC PATH REMARK 

\\FRNTCUSTSERVCUB\wfrcmbr$ C:\windows  

\\FRNTCUSTSERVCUB\C$ C:\  

\\FRNTCUSTSERVCUB\D$ D:\  

\\FRNTCUSTSERVCUB\IPC$   

\\FRNTCUSTSERVCUB\print$ C:\windows\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Acrobat Reader DC 19.0176.1669 

ArcGIS 10.2.2 ArcReader 10.2.3552 

Blio 3.0.9482 

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Electronic Field Study 2.7 2.7.3.2018 

Google Chrome 71.0.3578.98 

Google Toolbar for Internet Explorer 1.0.0 

HL-2270DW 1.0.7.0 

HP deskpc Keyboard 1.0.0.13 
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APPLICATION NAME VERSION 

HP Games 1.0.2.5 

HP Odometer 2.10.0000 

HP Setup 9.1.15430.4033 

HP Support Information 11.00.0001 

IBM iSeries Access for windows  

Intel(R) Management Engine Components 8.0.0.1351 

Intel(R) OpenCL CPU Runtime  

Intel(R) Processor Graphics 8.15.10.2696 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

LabelPrint 2.5.4507 

McAfee True Key 5.2.167.1 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft Office XP Professional with FrontPage 10.0.3520.0 

Microsoft OneDrive 18.151.0729.0013 

Microsoft sqlsvr Server 2008 R2 Native Client 10.50.1352.12 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

PACS 10.0  



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 122 of 256 

PROPRIETARY & CONFIDENTIAL  

APPLICATION NAME VERSION 

PDF Complete Corporate Edition 4.2.33 

PlayReady PC Runtime amd64 1.3.0 

PlayReady PC Runtime x86 1.3.0 

Power2Go 6.1.6207 

Ralink RT5390R 802.11bgn 1x1 Wi-Fi Adapter 3.2.12.0 

Realtek High Definition Audio Driver 6.0.1.7004 

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

SUPERAntiSpyware 5.6.1034 

Visual Studio 2010 x64 Redistributables 13.0.0.1 

Webroot SecureAnywhere 9.0.24.37 

WinZip 16.0 16.0.9715 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 

Visual Studio 2008 
notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - AMT {65153EA5-8B6E-43b6-857B-C6E4FC25798A} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - OpenCL {FCB3772C-B7D0-4933-B1A9-3707EBACC573} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office 54185-640-2017495-17356 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57914 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office XP Professional with FrontPage 54185-640-2017495-17356 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Windows 10 Pro 00330-80000-00000-AA923 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 
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APPLICATION NAME LICENSE KEY 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

176.16.19.66 FRNTCUSTSERVCUB ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

1801/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

2103/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

2105/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

2107/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 
SERVICE 

5040/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 

SRManager 
NT AUTHORITY\SYSTEM 

7680/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 

SRManager 
NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

30000/TCP 127.0.0.1 McAfee.TrueKey.Ser

vice.exe 
McAfee TrueKey Binary NT AUTHORITY\SYSTEM 

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49668/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49669/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49688/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

49694/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 
SERVICE 

49696/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49753/TCP Any services  NT AUTHORITY\SYSTEM 

50956/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\Generic 
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1.15 - IRCPA.ORG\KYLE-HP308 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 7 Professional (x64) Service Pack 1 (Build 7601) 176.16.19.61  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 7 Professional 

Windows Key 74T2M-DKDBC-788W3-H689G-6P6GT 

Manufacturer Hewlett-cackard/HPE-380t 

Service Tag/Serial Number Chassis Serial Number 

Processor 
Intel(R) Core(TM) i7 CPU 930 @ 2.80GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 2011/02/17 1:57:12 AM 

Last Active Directory Check-in 2020/01/18 7:57:29 AM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM0 (In Use) SerNum0 1066 MHz 8192 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: Bank 3 (Available)    

Memory Bank: DIMM4 (In Use) SerNum4 1066 MHz 8192 MB 

Total Memory   16384 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: OS NTfilesvr 920.04 GB 177.38 

GB 
19.28% 742.66GB 80.72% 

D: HP_RECOVER

Y 
NTfilesvr 11.38 GB 10.00 GB 87.87% 1.38GB 12.13% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

RAIDVOL  Hard Drive 931.51 

GB 
C:, D: 

Generic- Compact Flash USB Device   0 B  

Generic- MS/MS-Pro USB Device 3  0 B  

Generic- SD/MMC USB Device   0 B  

Generic- SM/xD-Picture USB Device   0 B  

 
 
 

Windows IP Configuration 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Intel(R) 82567V-2 Gigabit Network Connection 

Physical Address 70:71:BC:78:78:C7 

DHCP Enabled Yes 

IP Addresses 176.16.19.61;fe80::30c7:725d:9703:996e 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/18 7:55 AM 

Lease Expires 2019/01/20 7:55 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 NORTON INTERNET SECURITY (VERSION 17.0.0.136) 

Enabled No 

Up-to-date Yes 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date No 

Engine Version 1.1.12805.0 

Last Scan 2016/07/14 3:11 AM 

Last Scan Type Quick 

Real-time Protection On 
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Antispyware 
 

 NORTON INTERNET SECURITY (VERSION 17.0.0.136) 

Enabled No 

Up-to-date Yes 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 6.1.7600.16385) 

Enabled No 

Up-to-date No 

AS Definitions Version 1.223.2858.0 

AS Last Applied 2016/06/28 8:12:17 AM 

Engine Version 1.1.12805.0 

Last Scan 2016/07/14 3:11 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 NORTON INTERNET SECURITY 

Enabled No 

Up-to-date No 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
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 SUPERANTISPYWARE 

Enabled Yes 

 
Firewall 
 

 WINDOWS DEFENDER 

Enabled No 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Drivers, Windows 7 Failed (non-critical) 4 updates are missing. 

Updates, Windows 7 Failed (non-critical) 18 updates are missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.61 HP LaserJet 
4200/4300 PCL6 

   

 
 

Shares 
 

UNC PATH REMARK 

\\KYLE-HP308\WFRCMBR$ C:\windows  

\\KYLE-HP308\C$ C:\  

\\KYLE-HP308\D D:\  

\\KYLE-HP308\D$ D:\  

\\KYLE-HP308\IPC$   

\\KYLE-HP308\SQLEXPRESS \\?\GLOBALROOT\Device\RsFx0103\<localm
achine>\sqlsvrEXPRESS 

 

\\KYLE-HP308\W$ W:\  

\\KYLE-HP308\X$ X:\  

\\KYLE-HP308\Y$ Y:\  
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Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Acrobat 7.1.0 Professional 7.1.0 

Adobe Acrobat Reader DC 19.0176.1669 

Adobe AIR 3.1.0.4880 

Adobe Flash Player 32 ActiveX 32.0.0.114 

AdventureWorksDB 9.00.70430.00 

ArcGIS 10.1 ArcReader 10.1.3143 

ArcGIS 10.1 SP1 ArcReader  

ATI Catalyst Install Manager 3.0.812.0 

Bing Bar 7.3.132.0 

Brother MFL-Pro Suite MFC-7860DW 1.0.0.0 

CinemaNow Media Manager 1.9.1.105 

Cisco WebEx Meetings  

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

CyberLink DVD Suite Deluxe 7.0.2712 

Document Capture Pro 1.06.0012 

DVD Menu Pack for HP MediaSmart Video 4.0.3715 

Electronic Field Study 2.7 2.7.3.2018 

Epson DS-560 User’s Guide version 1.0 1.0 

Fuze Web Installer 15.2.20233.0 

Google Chrome 71.0.3578.98 

Google Toolbar for Internet Explorer 1.0.0 

HL-2230 1.0.7.0 

HomesteadXpress  

HomesteadXpress (C:\Program Files (x86)\HomesteadXpress\)  

HP MediaSmart CinemaNow 2.0 2.0 

HP MediaSmart DVD 4.0.3902 

HP MediaSmart Music 4.0.3910 

HP MediaSmart Photo 4.0.3911 

HP MediaSmart SmartMenu 3.1.1.12 
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APPLICATION NAME VERSION 

HP MediaSmart Video 4.0.3911 

HP MediaSmart/TouchSmart Netflix 1.0.2.0 

HP Odometer 2.10.0000 

HP Setup 1.2.4048.3310 

HP Support Assistant 8.7.50.3 

HP Support Information 10.1.0002 

HP Support Solutions Framework 12.10.49.21 

HP Update 5.002.003.003 

Hulu deskpc 0.9.11 

IBM iSeries Access for windows  

Intel(R) Rapid Storage Technology 9.5.7.1002 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Kofax TWAIN Data Source  

Kofax VirtualReScan 4.10 4.10.039 

Kofax VRS Component Fujitsu fi-5120C 4.10.039 

LabelPrint 2.5.2610 

LightScribe System Software 1.18.11.1 

Logitech Vid HD 7.2 (7259) 

Logitech Webcam Software Driver Package 12.0.1278 

Microsoft .NET Framework 1.1 1.1.4322 

Microsoft .NET Framework 4.7.2 4.7.03062 

Microsoft Lync Web App Plug-in 4.0.7577.205 

Microsoft Office 2007 Service Pack 3 (SP3)  

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Live Meeting 2007 8.0.6362.202 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft Office Professional Plus 2007 12.0.6612.1000 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Report Viewer Redistributable 2008 SP1  

Microsoft Silverlight 5.1.50907.0 
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APPLICATION NAME VERSION 

Microsoft sqlsvr Server 2008 (64-bit)  

Microsoft sqlsvr Server 2008 Browser 10.1.2531.0 

Microsoft sqlsvr Server 2008 R2 (64-bit)  

Microsoft sqlsvr Server 2008 R2 Native Client 10.50.1617.0 

Microsoft sqlsvr Server 2008 R2 Policies 10.50.2018.1 

Microsoft sqlsvr Server 2008 R2 Setup (English) 10.50.1617.0 

Microsoft sqlsvr Server 2008 Setup Support Files 10.1.2731.0 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft sqlsvr Server Compact 3.5 SP2 ENU 3.5.8080.0 

Microsoft sqlsvr Server Compact 3.5 SP2 Query Tools ENU 3.5.8080.0 

Microsoft sqlsvr Server VSS Writer 10.1.2531.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0.35191 

Movie Theme Pack for HP MediaSmart Video 4.0.3715 

Mysqlsvr Connector C++ 1.1.3 1.1.3 

Mysqlsvr Connector J 5.1.26 

Mysqlsvr Connector Net 6.7.4 6.7.4 

Mysqlsvr Connector/ODBC 5.2 5.2.6 

Mysqlsvr Documents 5.6 5.6.14 

Mysqlsvr Examples and Samples 5.6 5.6.14 

Mysqlsvr Installer 1.3.3.0 

Norton Internet Security 17.0.0.136 
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APPLICATION NAME VERSION 

NVIDIA 3D Vision Driver 391.35 391.35 

NVIDIA Graphics Driver 391.35 391.35 

NVIDIA HD Audio Driver 1.3.36.6 1.3.36.6 

PACS 10.0 03.1018 

PaperStream IP (TWAIN) 1.30.0.5032 

PhotoNow! 1.1.6904 

PictureMover 3.3.1.19 

PlayReady PC Runtime amd64 1.3.0 

Power2Go 6.1.3810 

PowerDirector 8.0.2704 

Realtek High Definition Audio Driver 6.0.1.6053 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Central wfrcmbr Agent 1.04.0020.17 

Scanner Utility for Microsoft windows V09L21 9.11.2.0 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Spybot - Search & Destroy 1.6.0 

SUPERAntiSpyware 6.0.1130 

WebEx Productivity Tools 2.29.3210 

Webroot SecureAnywhere 9.21.18 

windows Live Essentials 14.0.8089.0726 

windows Live Sync 14.0.8089.726 

windows Live Upload Tool 14.0.8014.1029 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Adobe - Adobe Acrobat 111814141202376590655292 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Adobe - Repair 111814141202376590655292 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Adobe Systems - Adobe Acrobat 7.0 Professional 118 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 
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APPLICATION NAME LICENSE KEY 

FUJITSU - PaperStream IP (TWAIN) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Hewlett-cackard - HPActiveSupport WS390AV#ABA (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - IRST {3E29EE6C-963A-4aae-86C1-DC237C4A49FC} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - GDR 1617 for SQL Server 2008 R2 

(KB2494088) (64-bit) 
SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00371-OEM-8992671-00437 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Live Meeting 8.0 90560-355-8357426-04556 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Live Meeting 2007 90560-355-8357426-04556 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57722 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Plus 2007 89409-707-0098495-65862 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Service Pack 1 for SQL Server 2008 

(KB968369) (64-bit) 
SQL2008 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - SQL Server DataCollectionUITasks 1.0 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Windows 7 Professional 00371-OEM-8992671-00008 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

SAP - SAP Crystal Reports runtime engine for .NET 

Framework (32-bit) 
notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
RDP 

(3389/TCP) 

176.16.19.61 KYLE-HP308 ✓ 

 
 

Local 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 

SRManager 
NT AUTHORITY\SYSTEM 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49152/TCP Any wrkstninit.exe windows Start-Up 

Application 
NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49180/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49198/TCP Any services.exe Services and Controller 

app 
NT AUTHORITY\SYSTEM 
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1.16 - IRCPA.ORG\KYLE-HP400 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17134) 176.16.19.64  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Hewlett-cackard/HP ProDesk 400 G1 MT 

Service Tag/Serial Number MXL5091W69 

Processor 
Intel(R) Core(TM) i5-4690 CPU @ 3.50GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
1024 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 2018/07/12 4:01:28 PM 

Last Active Directory Check-in 2020/01/18 11:31:14 AM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM3 (In Use) 52369114 2018 MHz 4096 MB 

Memory Bank: DIMM1 (In Use) 59191811 2018 MHz 8192 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   12288 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: windows NTfilesvr 917.37 GB 75.54 GB 8.23% 841.83GB 91.77% 

D: HP_RECOVER

Y 
NTfilesvr 13.04 GB 11.60 GB 88.96% 1.44GB 11.04% 

E: HP_TOOLS FAT32 0.09 GB 0.00 GB 0.00% 0.09GB 100.00% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST1000DM 003-1ER162 SCSI Disk 
Device 

Z4Y5GD2P Hard Drive 931.51 
GB 

C:, D:, E: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER ETHERNET:  

Connection-specific DNS Suffix ircpa.org 

Description Realtek PCIe GBE Family Controller 

Physical Address A0:D3:C1:4C:63:28 
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ETHERNET ADAPTER ETHERNET:  

DHCP Enabled Yes 

IP Addresses 176.16.19.64;fe80::80bb:fe3f:ae04:feb9 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/18 11:31 AM 

Lease Expires 2019/01/20 11:31 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.13704.0 

Last Scan 2017/05/25 10:34 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled No 

Up-to-date Yes 

AS Definitions Version 1.243.1034.0 

AS Last Applied 2017/05/24 8:15:23 AM 

Engine Version 1.1.13704.0 

Last Scan 2017/05/25 10:34 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Critical Updates, Windows 10 Failed (critical) 1 critical update is 
missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 
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ISSUE SCORE ASSESSMENT 

Security Updates Failed (non-critical) 1 security update is 

missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.64 Real Estate Work 
Center 

 Across from Bruce  

176.16.19.64 HP LaserJet P1006    

176.16.19.64 Assessment (HP 

LaserJet P2035n) 
   

 
 

Shares 
 

UNC PATH REMARK 

\\KYLE-HP400\WFRCMBR$ C:\windows  

\\KYLE-HP400\C$ C:\  

\\KYLE-HP400\D$ D:\  

\\KYLE-HP400\E$ E:\  

\\KYLE-HP400\IPC$   

\\KYLE-HP400\print$ C:\windows\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Active Directory Authentication Library for sqlsvr Server 13.0.900.73 

Adobe Reader 9.1 9.1.0 

AMD Catalyst Control Center 1.00.0000 

AMD Catalyst Install Manager 8.0.916.0 

Bonjour 3.0.0.10 

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 
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APPLICATION NAME VERSION 

CyberLink Power2Go 8 8.0.3.3207 

CyberLink PowerDVD 12 12.0.2.3212 

fi Series Online Update 1.2.7.1 

Foxit PhantomPDF 6.0.16.324 

Google Chrome 71.0.3578.98 

HP Setup 9.1.15453.4066 

HP Software Setup 8.7.4 

HP Support Assistant 7.7.34.34 

HP Support Information 13.00.0000 

IBM iSeries Access for windows  

Intel(R) Management Engine Components 10.0.27.1012 

Intel(R) Processor Graphics 20.19.15.4835 

Intel(R) USB 3.0 eXtensible Host Controller Driver 2.5.0.19 

Intel(R) WiDi 4.2.19.0 

Intel PROSet/Wireless Software 20.40.0 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft .NET Framework 4 Multi-Targeting Pack 4.0.30319 

Microsoft Help Viewer 1.1 1.1.40219 

Microsoft ODBC Driver 11 for sqlsvr Server 13.0.900.73 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Report Viewer for sqlsvr Server 2016 CTP3.2 13.0.900.73 

Microsoft sqlsvr Server 2016 Policies CTP3.2 13.0.900.73 

Microsoft sqlsvr Server 2016 T-sqlsvr Language Service CTP3.2 13.0.900.73 

Microsoft sqlsvr Server 2016 T-sqlsvr ScriptDom CTP3.2 13.0.900.73 

Microsoft sqlsvr Server 2008 R2 Management Objects 10.50.1750.9 

Microsoft sqlsvr Server 2012 Native Client 11.2.5592.0 

Microsoft sqlsvr Server 2016 CTP3.2  

Microsoft sqlsvr Server 2016 CTP3.2 (64-bit)  
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APPLICATION NAME VERSION 

Microsoft sqlsvr Server Data-Tier Application Framework (x86) 13.0.3149.1 

Microsoft sqlsvr Server Management Studio - December 2015 13.0.900.73 

Microsoft sqlsvr Server System CLR Types 10.50.1750.9 

Microsoft System CLR Types for sqlsvr Server 2016 CTP3.2 13.0.900.73 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x64 Runtime - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0 

Microsoft Visual Studio 2010 Service Pack 1 10.0.40219 

Microsoft Visual Studio 2010 Shell (Isolated) - ENU 10.0.40219 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

OnlineMapFinder Internet Explorer Homepage and New Tab  

PACS 10.0 03.1018 

PACS 10.0 Letter Processing AddIn 36.00.0000 

PaperStream IP (TWAIN) 1.42.0.5685 

Plays 2.0.9 

Realtek Ethernet Controller Driver 7.85.423.2014 

Realtek High Definition Audio Driver 6.0.1.7548 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 
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APPLICATION NAME VERSION 

Scanner Central wfrcmbr Agent 1.04.0026.23 

Skype 6.14 6.14.104 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

sqlsvr Server 2016 CTP3.2 Batch Parser 13.0.900.73 

sqlsvr Server 2016 CTP3.2 Connection Info 13.0.900.73 

sqlsvr Server 2016 CTP3.2 DMF 13.0.900.73 

sqlsvr Server 2016 CTP3.2 Shared Management Objects 13.0.900.73 

sqlsvr Server 2016 CTP3.2 Shared Management Objects Extensions 13.0.900.73 

sqlsvr Server 2016 CTP3.2 sqlsvr Diagnostics 13.0.900.73 

sqlsvr Server 2016 CTP3.2 XEvent 13.0.900.73 

Webroot SecureAnywhere 9.0.24.37 

windows 10 Upgrade Assistant 1.4.9200.17332 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Fujitsu - PaperStream IP (TWAIN) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Hewlett-cackard - HPActiveSupport K1L91UT#ABA (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - USB3 {240C3DDD-C5E9-4029-9DF7-95650D040CF2} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57336 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Plus 2007 89409-707-0098495-65370 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - SQL Server DataCollectionUITasks 1.0 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - VisualStudio 01010-532-2002386-70338 (AAAAA-AAAAA-AAAAA-
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APPLICATION NAME LICENSE KEY 

AAAAA-AAAAA) 

Microsoft - Windows 10 Pro 00330-80000-00000-AA946 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

SAP - SAP Crystal Reports runtime engine for .NET 

Framework (32-bit) 
notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

176.16.19.64 KYLE-HP400 ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

445/TCP Any System   

1801/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

2103/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

2105/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

2107/TCP Any mqsvc.exe Message Queuing Service NT 

AUTHORITY\NETWORK 
SERVICE 

2554/TCP Any CLMSServerPDVD1

2.exe 
CyberLink Media Server 

Service 
NT AUTHORITY\SYSTEM 

5040/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

5354/TCP 127.0.0.1 mDNSResponder.ex

e 
Bonjour Service NT AUTHORITY\SYSTEM 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

7680/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

21963/TCP 127.0.0.1 CLMSServerPDVD1

2.exe 
CyberLink Media Server 

Service 
NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

35600/TCP 127.0.0.1 ismagent.exe Intel(R) Update Manager 
Agent 

IRCPA\linette 

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 

49666/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49668/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

49669/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49670/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49691/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49697/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 

SERVICE 

49728/TCP Any services  NT AUTHORITY\SYSTEM 

49845/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

51963/TCP Any CLMSServerPDVD1
2.exe 

CyberLink Media Server 
Service 

NT AUTHORITY\SYSTEM 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\linette 
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1.17 - IRCPA.ORG\REMOTE-TL 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17134) 176.16.19.100  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Hewlett-cackard/HP ProDesk 400 G1 MT 

Service Tag/Serial Number MXL5091X3X 

Processor 
Intel(R) Core(TM) i5-4690 CPU @ 3.50GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
1024 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 2018/07/25 5:16:35 PM 

Last Active Directory Check-in 2020/11/18 2:46:16 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM3 (In Use) 57109262 2018 MHz 8192 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   8192 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: windows NTfilesvr 917.37 GB 106.66 
GB 

11.63% 810.71GB 88.37% 

D: HP_RECOVER

Y 
NTfilesvr 13.04 GB 11.61 GB 89.03% 1.43GB 10.97% 

E: HP_TOOLS FAT32 0.09 GB 0.03 GB 33.33% 0.06GB 66.67% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST1000DM 003-1ER162 SCSI Disk 
Device 

Z4Y5KGLV Hard Drive 931.51 
GB 

C:, D:, E: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Realtek PCIe GBE Family Controller 

Physical Address A0:D3:C1:4C:52:6C 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

DHCP Enabled Yes 

IP Addresses 176.16.19.100;fe80::8c22:bd00:80e5:e0ad 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/18 2:46 PM 

Lease Expires 2019/01/20 2:46 PM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

 
Firewall 
 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 149 of 256 

PROPRIETARY & CONFIDENTIAL  

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Critical Updates, Windows 10 Failed (critical) 1 critical update is 

missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Upgrades Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.100 Brother HL-2270DW 

series Printer 
   

 
 

Shares 
 

UNC PATH REMARK 

\\REMOTE-TL\WFRCMBR$ C:\windows  
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UNC PATH REMARK 

\\REMOTE-TL\C$ C:\  

\\REMOTE-TL\D$ D:\  

\\REMOTE-TL\E$ E:\  

\\REMOTE-TL\IPC$   

\\REMOTE-TL\print$ C:\windows\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Reader XI (11.0.23) 11.0.23 

AMD Catalyst Control Center 1.00.0000 

AMD Catalyst Install Manager 8.0.916.0 

ArcGIS 10.2.2 for deskpc 10.2.3552 

Bonjour 3.0.0.10 

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

CyberLink Power2Go 8 8.0.3.3207 

CyberLink PowerDVD 12 12.0.2.3212 

EPSON Scan  

Foxit PhantomPDF 6.0.16.324 

Google Chrome 71.0.3578.98 

HP Setup 9.1.15453.4066 

HP Software Setup 8.7.4 

HP Support Assistant 7.7.34.34 

HP Support Information 13.00.0000 

IBM iSeries Access for windows  

Intel(R) Management Engine Components 10.0.27.1012 

Intel(R) Processor Graphics 20.19.15.4835 

Intel(R) USB 3.0 eXtensible Host Controller Driver 2.5.0.19 

Intel(R) WiDi 4.2.19.0 

Intel PROSet/Wireless Software 20.40.0 

Java 8 Update 191 8.0.1910.12 
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APPLICATION NAME VERSION 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft Azure Storage AzCopy - v8.1.0-netcore 8.1.0.0 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Online Services Sign-in Assistant 7.250.4556.0 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Network Detective 4.0.1173.0 

PACS 10.0  

Realtek Ethernet Controller Driver 7.85.423.2014 

Realtek High Definition Audio Driver 6.0.1.7548 

Skype 6.14 6.14.104 

Visual Studio 2010 x64 Redistributables 13.0.0.1 

Webroot SecureAnywhere 9.20.31 

 
 

License Keys 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 152 of 256 

PROPRIETARY & CONFIDENTIAL  

 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Hewlett-cackard - HPActiveSupport K1L91UT#ABA (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - USB3 {240C3DDD-C5E9-4029-9DF7-95650D040CF2} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57441 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Windows 10 Pro 00330-80000-00000-AA731 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

RDP 

(3389/TCP) 

176.16.19.100 REMOTE-TL ✓ ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

80/TCP Any System   

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

1801/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 
SERVICE 

2103/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 
SERVICE 

2105/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 153 of 256 

PROPRIETARY & CONFIDENTIAL  

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

SERVICE 

2107/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 
SERVICE 

2554/TCP Any CLMSServerPDVD1
2.exe 

CyberLink Media Server 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

5040/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

5354/TCP 127.0.0.1 mDNSResponder.ex

e 
Bonjour Service NT AUTHORITY\SYSTEM 

5357/TCP Any System   

7680/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 

49666/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

49668/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49670/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49671/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49702/TCP Any mqsvc.exe Message Queuing Service NT 
AUTHORITY\NETWORK 
SERVICE 

49713/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

49730/TCP Any services  NT AUTHORITY\SYSTEM 

49739/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

50411/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

54199/TCP Any CLMSServerPDVD1

2.exe 
CyberLink Media Server 

Service 
NT AUTHORITY\SYSTEM 
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1.18 - IRCPA.ORG\RKNIGHT-DESKPC 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 7 Professional (x64) Service Pack 1 (Build 7601) 176.16.19.39  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 7 Professional 

Windows Key MPC38-VC8FK-TWPXH-TR3XV-T2Y4K 

Manufacturer Alienware/Alienware 17 R2 

Service Tag/Serial Number CQNBQ32 

Processor 
Intel(R) Core(TM) i7-4720HQ CPU @ 2.60GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
256 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 2015/05/20 8:59:25 AM 

Last Active Directory Check-in 2020/11/18 1:08:50 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: JDIMM1 (In Use) 06A7547D 2018 MHz 4096 MB 

Memory Bank: JDIMM2 (In Use) 064754A2 2018 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   8192 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: OS NTfilesvr 921.28 GB 466.08 
GB 

50.59% 455.2GB 49.41% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

HGST HTS721010A9E6300 SCSI Disk 

Device 
JR10046P22VG1N Hard Drive 931.51 

GB 
C: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Killer e2200 Gigabit Ethernet Controller (NDIS 6.30) 

Physical Address 34:E6:D7:64:4E:D6 

DHCP Enabled Yes 

IP Addresses 176.16.19.39;fe80::9d63:c248:6617:303c 

Subnet Mask 255.255.255.0, 64 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/16 8:12 AM 

Lease Expires 2019/01/24 8:12 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 MICROSOFT SECURITY ESSENTIALS (VERSION 4.10.209.0) 

Enabled Yes 

Up-to-date Yes 

AV Definitions Version 1.283.3221.0 

AV Last Applied 2020/01/18 2:02:16 AM 

Definitions Last Updated 2020/01/18 7:08:55 AM 

Definitions Update Count 1695 

Definitions Update 
Interval 

24 

Engine Version 1.1.15500.2 

Last Scan 2020/01/13 2:13 AM 

Last Scan Type Quick 

Real-time Protection On 

Updated Within Grace 
Period 

0 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 
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 MICROSOFT SECURITY ESSENTIALS (VERSION 4.10.209.0) 

Up-to-date No 

Engine Version 1.1.6402.0 

Last Scan 2015/05/20 1:57 PM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 MICROSOFT SECURITY ESSENTIALS (VERSION 4.10.209.0) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.283.3221.0 

AS Last Applied 2020/01/18 2:02:17 AM 

Definitions Last Updated 2020/01/18 7:08:55 AM 

Definitions Update Count 1695 

Definitions Update 
Interval 

24 

Engine Version 1.1.15500.2 

Last Scan 2020/01/13 2:13 AM 

Last Scan Type Quick 

Real-time Protection On 

Updated Within Grace 

Period 
0 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 6.1.7600.16385) 

Enabled No 

Up-to-date No 

AS Definitions Version 1.95.191.0 

AS Last Applied 2010/11/18 7:45:24 PM 

Engine Version 1.1.6402.0 

Last Scan 2015/05/20 1:57 PM 

Last Scan Type Quick 
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 MICROSOFT SECURITY ESSENTIALS (VERSION 4.10.209.0) 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled No 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Definition Updates, MS Security Essentials Failed (non-critical) 1 update is missing. 

Drivers, Windows 7 Failed (non-critical) 8 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Update Rollups, Windows 7 Failed (non-critical) 1 update is missing. 

Updates, Windows 7 Failed (non-critical) 7 updates are missing. 

 
 

Connected Printers 
 
None Detected 
 
 

Shares 
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UNC PATH REMARK 

\\RKNIGHT-DESKPC\WFRCMBR$ C:\windows  

\\RKNIGHT-DESKPC\C$ C:\  

\\RKNIGHT-DESKPC\IPC$   

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

AccuGlobe 2004 3.0.0 

AccuGlobe GPS Plugin  

Adobe Acrobat Reader DC 19.0176.1669 

Adobe Flash Player 32 ActiveX 32.0.0.114 

AlienRespawn 1.7.5.60 

Alienware Command Center 4.0.53.0 

Alienware Digital Delivery 3.0.3999.0 

Alienware Graphics Amplifier Software Installer 1.0.24.0 

Alienware On-Screen Display 0.33.0.14C 

Apple Application Support (32-bit) 6.2.1 

Apple Application Support (64-bit) 6.2.1 

Apple Mobile Device Support 11.0.2.4 

Apple Software Update 2.1.4.131 

ArcGIS 10.2.2 ArcReader 10.2.3552 

Bonjour 3.1.0.1 

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports 11 .NET Server 11.0.0.0 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Dell Foundation Services 3.4.16100.0 

DisplayLink Core Software 7.7.60366.0 

DisplayLink Graphics 7.7.60584.0 

fi Series Online Update 1.2.7.1 

Free Fall Data Protection 1.1.2.8 

Google Chrome 71.0.3578.98 
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APPLICATION NAME VERSION 

Google Toolbar for Internet Explorer 1.0.0 

IBM iSeries Access for windows  

iCloud 4.1.1.53 

Imaging System  

Intel(R) Dynamic Platform and Thermal Framework 8.0.10100.71 

Intel(R) Management Engine Components 1.0.0.0 

Intel(R) Processor Graphics 10.18.10.3977 

Intel(R) Rapid Storage Technology 13.1.0.1058 

Intel(R) USB 3.0 eXtensible Host Controller Driver 3.0.1.41 

iTunes 12.3.0.44 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft .NET Framework 1.1 1.1.4322 

Microsoft .NET Framework 4.7.2 4.7.03062 

Microsoft Office 2007 Service Pack 3 (SP3)  

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft Office Professional Plus 2007 12.0.6612.1000 

Microsoft OneDrive 18.151.0729.0013 

Microsoft Security Essentials 4.10.209.0 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 
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APPLICATION NAME VERSION 

NVIDIA 3D Vision Driver 344.73 344.73 

NVIDIA Graphics Driver 344.73 344.73 

NVIDIA HD Audio Driver 1.3.32.1 1.3.32.1 

NVIDIA PhysX System Software 9.14.0702 9.14.0702 

NVIDIA Update 10.4.0 10.4.0 

PACS 10.0 03.1018 

PaperStream IP (ISIS) for fi-71xx/72xx 1.42.0.5685 

PaperStream IP (TWAIN x64) 1.42.0.5685 

Qualcomm Atheros 61x4 Bluetooth Suite (64) 4.0.0.400 

Qualcomm Atheros Killer Network Manager Suite 1.1.47.1096 

Qualcomm Atheros Killer Wireless Drivers 1.1.47.1096 

Realtek Card Reader 6.3.9600.21249 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Central wfrcmbr Agent 1.04.0020.17 

Software Operation Panel  

Sound Blaster Recon3Di 1.00.05 

Sound Blaster Recon3Di Extras 1.0 

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Stagelight 2.0.0.5006 

Steam 1.0.0.0 

Symtrax - Telnet  

Touchpad 18.1.34.36 

Visual Studio 2012 x64 Redistributables 14.0.0.1 

Visual Studio 2012 x86 Redistributables 14.0.0.1 

Webroot SecureAnywhere 9.0.24.37 

windows Driver Package - Kionix, Inc. (kiox_ff_driver) Sensor I/O devices (10/09/2014 1.1.0.13) 10/09/2014 1.1.0.13 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 
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APPLICATION NAME LICENSE KEY 

Business Objects, Inc. - Crystal Reports 11 .NET Server notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Creative Technology Limited - Sound Blaster Recon3Di Sound Blaster Recon3Di (AAAAA-AAAAA-AAAAA-AAAAA-
AAAAA) 

FUJITSU - PaperStream IP (TWAIN x64) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - dptf {654EE65D-FAA4-4EA6-8C07-DC94E6A304D4} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - ICCS {BB2F9D3D-DBF9-4bb9-A25D-FC995EBAECC9} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Intel - USB3 {240C3DDD-C5E9-4029-9DF7-95650D040CF2} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00371-OEM-8992671-00006 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57720 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Office Professional Plus 2007 89409-707-0098495-65672 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-

AAAAA-AAAAA) 

Microsoft - Windows 7 Professional 00371-OEM-8992671-00006 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (32-bit) 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-

AAAAA-AAAAA-AAAAA-AAAAA) 

Valve Corporation - Steam 1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
RDP 

(3389/TCP) 

176.16.19.39 RKNIGHT-DESKPC ✓ 

 
 

Local 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

5354/TCP 127.0.0.1 mDNSResponder.ex

e 
Bonjour Service NT AUTHORITY\SYSTEM 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

7790/TCP Any KillerService.exe Qualcomm Atheros Killer 
Network Service 

NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49152/TCP Any wrkstninit.exe windows Start-Up 
Application 

NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49155/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\SYSTEM 

49202/TCP Any services.exe Services and Controller 
app 

NT AUTHORITY\SYSTEM 

49254/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

49565/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49732/TCP Any System   

49735/TCP Any System   

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\robb 
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1.19 - IRCPA.ORG\SUSANHPUPGRD 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17134) 176.16.19.87  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key 8DHN7-FW6Y8-89962-RD9KX-CDKTT 

Manufacturer Hewlett-cackard/HPE-380t 

Service Tag/Serial Number Chassis Serial Number 

Processor 
Intel(R) Core(TM) i7 CPU 930 @ 2.80GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 2018/07/16 8:26:47 AM 

Last Active Directory Check-in 2020/01/17 11:43:40 AM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM0 (In Use) SerNum0 1066 MHz 4096 MB 

Memory Bank: DIMM1 (In Use) SerNum1 1066 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM2 (In Use) SerNum2 1066 MHz 4096 MB 

Memory Bank: DIMM3 (In Use) SerNum3 1066 MHz 4096 MB 

Memory Bank: DIMM4 (In Use) SerNum4 1066 MHz 4096 MB 

Memory Bank: DIMM5 (In Use) SerNum5 1066 MHz 4096 MB 

Total Memory   24576 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTfilesvr 222.62 GB 58.00 GB 26.05% 164.62GB 73.95% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

Generic- MS/MS-Pro USB Device 20060413092100003  0 B  

Generic- SM/xD-Picture USB Device 20060413092100001  0 B  

Generic- SD/MMC USB Device 20060413092100002  0 B  

Generic- Compact Flash USB Device 20060413092100000  0 B  

SanDisk Ultra II 240GB 174227806168 Hard Drive 223.57 

GB 
C: 

 
 
 

Windows IP Configuration 
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ETHERNET ADAPTER ETHERNET:  

Connection-specific DNS Suffix ircpa.org 

Description Intel(R) 82567V-2 Gigabit Network Connection 

Physical Address 70:71:BC:78:78:A5 

DHCP Enabled Yes 

IP Addresses 176.16.19.87;fe80::20f9:9fef:618d:2dd2 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/18 9:10 AM 

Lease Expires 2019/01/20 9:10 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Up-to-date Yes 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Critical Updates, Windows 10 Failed (critical) 1 critical update is 
missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Update Rollups, Windows 10, Windows 10 LTSB Failed (non-critical) 1 update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 

Upgrades Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 
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IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.87 NPI120B2D (HP 

Color LaserJet 
M553) 

   

 
 

Shares 
 
None Detected 
 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Acrobat Reader DC 19.0176.1669 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Google Chrome 71.0.3578.98 

IBM iSeries Access for windows  

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft OneDrive 18.151.0729.0013 

Microsoft sqlsvr Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23918 14.0.23918.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.23918 14.0.23918.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

Nuance Power PDF Standard 2.00.6503 

PACS 10.0 03.1018 

PACS 10.0 Letter Processing AddIn 36.00.0000 
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APPLICATION NAME VERSION 

PaperStream IP (TWAIN) 1.50.0.6382 

Realtek High Definition Audio Driver 6.0.1.6662 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Central wfrcmbr Agent 1.06.0007.09 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Webroot SecureAnywhere 9.21.18 

windows 10 Update Assistant 1.4.9200.22350 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 

Visual Studio 2008 
notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

FUJITSU - PaperStream IP (TWAIN) 01 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

IBM - Client Access 5722-XE1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Microsoft - Internet Explorer 00330-80117-32744-AA028 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - PowerShell 89383-100-0001260-04309 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Microsoft - Windows 10 Pro 00330-80117-32744-AA213 (AAAAA-AAAAA-AAAAA-
AAAAA-AAAAA) 

Nuance - PDF 1 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Nuance - PDF 3 (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (32-bit) 

notnone (AAAAA-AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} (AAAAA-
AAAAA-AAAAA-AAAAA-AAAAA) 

 

Common Listening Ports 
 
 

Remote 
 
None Detected 
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Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

5040/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 

SRManager 
NT AUTHORITY\SYSTEM 

7680/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wrkstninit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

49666/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

49668/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49669/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49676/TCP Any services  NT AUTHORITY\SYSTEM 

49702/TCP Any svchost.exe Host Process for windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

49743/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49907/TCP Any svchost.exe Host Process for windows 
Services 

NT AUTHORITY\SYSTEM 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\Shelly 
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1.20 - IRCPA.ORG\DWHITEACER 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 16299) 176.16.19.98  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key H8N7W-VKHHF-3FTX8-VY8KW-JFG6P 

Manufacturer Acer/Aspire GX-281 

Processor 
AMD Ryzen 5 1400 Quad-Core Processor 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
2048 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 2018/02/01 1:00:36 PM 

Last Active Directory Check-in 2020/01/18 3:51:56 PM 

 
 

System Memory 
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MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM4 (In Use) 10F9730B 2400 MHz 4096 MB 

Memory Bank: DIMM2 (In Use) 10FE7459 2400 MHz 4096 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: DIMM3 (In Use) 10F9730C 2400 MHz 4096 MB 

Memory Bank: DIMM1 (In Use) 10FE744E 2400 MHz 4096 MB 

Total Memory   16384 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTFS 231.48 GB 67.71 GB 29.25% 163.77GB 70.75% 

D: New Volume NTFS 931.51 GB 6.69 GB 0.72% 924.82GB 99.28% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

TOSHIBA DT01ACA100 277ULV7NS Hard Drive 931.51 

GB 
D: 

HFS250G32TND-N1A2A ES78N556810608F2F Hard Drive 232.88 
GB 

C: 

Generic- SD/MMC/MS PRO USB Device 2012062914345300  0 B  

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER ETHERNET:  

Connection-specific DNS Suffix ircpa.org 

Description Realtek PCIe GBE Family Controller 
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ETHERNET ADAPTER ETHERNET:  

Physical Address 98:EE:CB:5E:43:1E 

DHCP Enabled Yes 

IP Addresses 176.16.19.98;fe80::9d3d:4961:e31f:604f 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/18 2:02 PM 

Lease Expires 2019/01/20 2:02 PM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.24.37) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date Yes 

 
Firewall 
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 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Security Updates, Windows 10 Failed (critical) 1 security update is 
missing. 

Upgrades Failed (non-critical) 1 update is missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.98 Diane - Brother HL-

5470DW 
   

 
 

Shares 
 

UNC PATH REMARK 
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UNC PATH REMARK 

\\dwhiteacer\ADMIN$ C:\WINDOWS  

\\dwhiteacer\C$ C:\  

\\dwhiteacer\D$ D:\  

\\dwhiteacer\IPC$   

\\dwhiteacer\print$ C:\WINDOWS\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Reader 9.1 9.1.0 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

Google Chrome 71.0.3578.98 

IBM iSeries Access for Windows  

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft OneDrive 18.151.0729.0013 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23918 14.0.23918.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.23918 14.0.23918.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

Nuance Power PDF Standard 2.00.6503 

NVIDIA 3D Vision Driver 385.69 385.69 

NVIDIA Graphics Driver 385.69 385.69 
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APPLICATION NAME VERSION 

PACS 10.0 03.1018 

PACS 10.0 Letter Processing AddIn 36.00.0000 

PaperStream IP (TWAIN) 1.42.0.5685 

Realtek High Definition Audio Driver 6.0.1.7917 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Central Admin Agent 1.04.0026.23 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Webroot SecureAnywhere 9.20.31 

Windows 10 Update Assistant 1.4.9200.22532 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 

Visual Studio 2008 
notnone 

FUJITSU - PaperStream IP (TWAIN) 01 

IBM - Client Access 5722-XE1 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-50065-27436-AAOEM (H8N7W-VKHHF-3FTX8-

VY8KW-JFG6P) 

Nuance - PDF 1 

Nuance - PDF 3 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (32-bit) 

notnone 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

 

Common Listening Ports 
 
 

Remote 
 
None Detected 
 
 

Local 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for Windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

445/TCP Any System   

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wininit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49667/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49669/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49670/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49700/TCP Any services  NT AUTHORITY\SYSTEM 

49714/TCP Any svchost.exe Host Process for Windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

49756/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

50104/TCP Any svchost.exe Host Process for Windows 

Services 
NT AUTHORITY\SYSTEM 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\dmurphy 
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1.21 - IRCPA.ORG\GILESMSI 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) unknown (Build 17134) 176.16.19.129  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Few Security patches missing on computers. (75 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key VK7JG-NPHTM-C97JM-9MPGT-3V66T 

Manufacturer Micro-Star International Co., Ltd./CX72 6QD 

Service Tag/Serial Number Default string 

Processor 
Intel(R) Core(TM) i5-6300HQ CPU @ 2.30GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
1024 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 2018/06/05 9:39:23 AM 

Last Active Directory Check-in 2020/01/18 3:23:48 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: ChannelA-DIMM0 (In Use) 26670D26 2133 MHz 4096 MB 

Memory Bank: ChannelB-DIMM0 (In Use) 268B91D2 2133 MHz 8192 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   12288 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: OS_Install NTFS 117.87 GB 89.97 GB 76.33% 27.9GB 23.67% 

D: Data NTFS 913.09 GB 0.54 GB 0.06% 912.55GB 99.94% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

WDC WD10JPVX-22JC3T0 WD-WXJ1AC5HDJDK Hard Drive 931.51 
GB 

D: 

TOSHIBA THNSNJ128G8NY 56NS10PHTUQW Hard Drive 119.24 
GB 

C: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER ETHERNET 2:  

Connection-specific DNS Suffix ircpa.org 

Description DisplayLink Network Adapter NCM 

Physical Address 00:50:B6:19:F7:16 

DHCP Enabled Yes 
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ETHERNET ADAPTER ETHERNET 2:  

IP Addresses 176.16.19.129;fe80::91fb:c3ca:a191:371b 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.148 

Lease Obtained 2019/01/18 11:58 AM 

Lease Expires 2019/01/20 11:58 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 

Up-to-date Yes 

Engine Version 1.1.13704.0 

Last Scan 2017/05/24 10:04 AM 

Last Scan Type Quick 

Real-time Protection Off 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 4.13.17134.1) 

Enabled No 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Up-to-date Yes 

AS Definitions Version 1.243.1021.0 

AS Last Applied 2017/05/24 2:39:17 AM 

Engine Version 1.1.13704.0 

Last Scan 2017/05/24 10:04 AM 

Last Scan Type Quick 

Real-time Protection Off 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Critical Updates, Windows 10 Failed (critical) 1 critical update is 
missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Upgrades Failed (non-critical) 1 update is missing. 
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Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.129 Brother HL-
L8350CDW series 

Printer 

   

176.16.19.129 Brother HL-L5100DN 

series Printer 
   

 
 

Shares 
 

UNC PATH REMARK 

\\gilesmsi\ADMIN$ C:\WINDOWS  

\\gilesmsi\C$ C:\  

\\gilesmsi\D$ D:\  

\\gilesmsi\IPC$   

\\gilesmsi\print$ C:\WINDOWS\system32\spool\drivers  

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

AccuGlobe 2004 3.0.0 

AccuGlobe GPS Plugin  

Adobe Acrobat Reader DC 19.010.20069 

AR8171 Driver Installation 1.0.0.28 

ArcGIS 10.2.2 ArcReader 10.2.3552 

Battery Calibration 1.0.1508.1001 

Boot Configure 20.015.12293 

BurnRecovery 5.0.1509.201 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

CyberLink PowerDVD 12 12.0.5307.55 

DisplayLink Core Software 7.4.51739.0 

DisplayLink Graphics 7.4.51739.0 

Google Chrome 71.0.3578.98 
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APPLICATION NAME VERSION 

Help Desk 1.0.1707.2501 

IBM iSeries Access for Windows  

Imaging System  

Intel(R) Management Engine Components 11.0.0.1169 

Intel(R) Processor Graphics 20.19.15.4331 

Intel(R) Rapid Storage Technology 14.7.0.1000 

Intel(R) Wireless Bluetooth(R) 18.1.1546.2762 

Intel PROSet/Wireless Software 18.30.0 

Intel Security Assist 1.0.0.532 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

KB9X Radio Switch Driver 1.1.2.0 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft OneDrive 18.151.0729.0013 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23918 14.0.23918.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.23918 14.0.23918.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

MSI Social Media Collection 1.14.2251 

Nuance Power PDF Standard 2.00.6503 
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APPLICATION NAME VERSION 

NVIDIA GeForce Experience 2.8.1.21 2.8.1.21 

NVIDIA PhysX System Software 9.15.0428 9.15.0428 

PACS 10.0 03.1018 

PL-2303 USB-to-Serial 1.14.0 

Realtek Card Reader 10.0.10240.31218 

Realtek High Definition Audio Driver 6.0.1.7687 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Utility for Microsoft Windows V09L21 9.11.2.0 

SCM 13.015.12097 

SHIFT 1.0.1503.2701 

Sizing Options 3.0.1512.0101 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Synaptics Pointing Device Driver 19.3.4.193 

Vulkan Run Time Libraries 1.0.42.1 1.0.42.1 

Webroot SecureAnywhere 9.0.21.18 

WinRAR 5.60 beta 4 (64-bit) 5.60.4 

WinZip 17.5 17.5.10562 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone 

IBM - Client Access 5722-XE1 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Internet Explorer 00325-80489-31426-AAOEM (9NRBB-HT3MR-RQ42B-

H7JCR-VMHX3) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57167 (K8CT2-RR7X3-VYTYQ-
Y7P9C-BWGBG) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-80000-00000-AA745 (VK7JG-NPHTM-C97JM-
9MPGT-3V66T) 

Nuance - PDF 1 
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APPLICATION NAME LICENSE KEY 

Nuance - PDF 3 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (32-bit) 

notnone 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

 

Common Listening Ports 
 
 

Remote 
 
None Detected 
 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

5040/TCP Any svchost.exe Host Process for Windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

7680/TCP Any svchost.exe Host Process for Windows 
Services 

NT 
AUTHORITY\NETWORK 

SERVICE 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

9990/TCP 127.0.0.1 NvNetworkService.e
xe 

NVIDIA Network Service NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49664/TCP Any wininit  NT AUTHORITY\SYSTEM 

49665/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49666/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49667/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49668/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

49669/TCP Any services  NT AUTHORITY\SYSTEM 

49671/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

49684/TCP Any lsass.exe Local Security Authority 

Process 
NT AUTHORITY\SYSTEM 

49872/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\george 
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1.22 - IRCPA.ORG\IBRANAUGH-HP400 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 7 Professional (x64) Service Pack 1 (Build 7601) 176.16.19.15  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
◼   Unsupported operating systems (97 pts) 
 
 

System Profile 
 

PROFILE  

OS Windows 7 Professional 

Windows Key 74T2M-DKDBC-788W3-H689G-6P6GT 

Manufacturer Hewlett-Packard/HP ProDesk 400 G1 MT 

Service Tag/Serial Number MXL51211DD 

Processor 
Intel(R) Core(TM) i5-4690 CPU @ 3.50GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
1024 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 2015/04/14 10:04:20 AM 

Last Active Directory Check-in 2020/01/18 3:27:13 PM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM3 (In Use) 59161865 1600 MHz 8192 MB 

Memory Bank: DIMM1 (In Use) 14362453 1600 MHz 8192 MB 

Memory Bank: Bank 1 (Available)    

Total Memory   16384 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: Windows NTFS 917.37 GB 462.37 
GB 

50.40% 455GB 49.60% 

D: HP_RECOVER
Y 

NTFS 13.04 GB 11.61 GB 89.03% 1.43GB 10.97% 

E: HP_TOOLS FAT32 0.09 GB 0.03 GB 33.33% 0.06GB 66.67% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST1000DM 003-1ER162 SCSI Disk 

Device 
Z4Y5TPZ0 Hard Drive 931.51 

GB 
C:, D:, E: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Realtek PCIe GBE Family Controller 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Physical Address A0:D3:C1:4C:68:80 

DHCP Enabled Yes 

IP Addresses 176.16.19.15;fe80::e8cd:a6c0:c33f:6686 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/18 8:01 AM 

Lease Expires 2019/01/26 8:01 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date No 

Engine Version 1.1.15500.2 

Last Scan 2019/01/17 4:16 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 
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 WINDOWS DEFENDER (VERSION 6.1.7600.16385) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.283.3130.0 

AS Last Applied 2019/01/16 7:30:26 PM 

Engine Version 1.1.15500.2 

Last Scan 2019/01/17 4:16 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Drivers, Windows 7 Failed (non-critical) 2 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Windows 7 Failed (non-critical) 1 update is missing. 
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ISSUE SCORE ASSESSMENT 

Office 2007, Updates Failed (non-critical) 9 updates are missing. 

Updates, Windows 7 Failed (non-critical) 31 updates are missing. 

 
 

Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.15 Brother HL-5470DW 

series Printer (Copy 
1) 

   

176.16.19.15 Brother HL-5470DW 

series Printer 
   

 
 

Shares 
 

UNC PATH REMARK 

\\ibranaugh-hp400\ADMIN$ C:\windows  

\\ibranaugh-hp400\C$ C:\  

\\ibranaugh-hp400\D$ D:\  

\\ibranaugh-hp400\E$ E:\  

\\ibranaugh-hp400\IPC$   

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Reader 9.1 9.1.0 

AMD Catalyst Install Manager 8.0.916.0 

Brother MFL-Pro Suite MFC-L8600CDW 1.0.6.0 

Cloud Services WMI Provider 1.1.5701.18001 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

CyberLink Power2Go 8 8.0.3.3207 

CyberLink PowerDVD 12 12.0.2.3212 

Error Recovery Guide for fi-7160/fi-7260/fi-7180/fi-7280 4.3.0.5 

fi Series manuals for fi-7160/7260/7180/7280 1.04.01 
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APPLICATION NAME VERSION 

fi Series Online Update 1.2.3.2 

Foxit PhantomPDF 6.0.16.324 

Fujitsu Registration 2.51.0013 

Google Chrome 71.0.3578.98 

HL-5470DW 1.0.2.0 

HP Setup 9.1.15453.4066 

HP SoftPaq Download Manager 3.5.3.0 

HP Software Setup 8.7.4 

HP Support Assistant 7.7.34.34 

HP Support Information 13.00.0000 

IBM iSeries Access for Windows  

Intel(R) Management Engine Components 10.0.27.1012 

Intel(R) USB 3.0 eXtensible Host Controller Driver 2.5.0.19 

Intel(R) WiDi 4.2.19.0 

Intel PROSet/Wireless Software 17.0.2 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft Office 2007 Service Pack 3 (SP3)  

Microsoft Office 365 Business - en-us 16.0.11126.20266 

Microsoft Office File Validation Add-In 14.0.5130.5003 

Microsoft Office Professional Edition 2003 11.0.8173.0 

Microsoft Office Professional Plus 2007 12.0.6612.1000 

Microsoft OneDrive 18.151.0729.0013 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 
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APPLICATION NAME VERSION 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727 11.0.50727.1 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.51106 11.0.51106.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0 

PACS 10.0 03.1018 

PaperStream Capture 1.0.12.6 

PaperStream IP (TWAIN x64) 1.30.0.5032 

PaperStream IP (TWAIN) 1.30.0.5032 

Raptr 5.2.10-r123135-
release 

Realtek Ethernet Controller Driver 7.85.423.2014 

Realtek High Definition Audio Driver 6.0.1.7004 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Central Admin Agent 1.04.0026.23 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Visual Studio 2012 x64 Redistributables 14.0.0.1 

Visual Studio 2012 x86 Redistributables 14.0.0.1 

Webroot SecureAnywhere 9.0.21.18 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 

Visual Studio 2008 
notnone 

FUJITSU - PaperStream IP (TWAIN x64) 01 

FUJITSU - PaperStream IP (TWAIN) 01 

Hewlett-Packard - HPActiveSupport K1L91UT#ABA 

IBM - Client Access 5722-XE1 

Intel - USB3 {240C3DDD-C5E9-4029-9DF7-95650D040CF2} 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 194 of 256 

PROPRIETARY & CONFIDENTIAL  

APPLICATION NAME LICENSE KEY 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (74T2M-DKDBC-788W3-

H689G-6P6GT) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57011 (K8CT2-RR7X3-VYTYQ-
Y7P9C-BWGBG) 

Microsoft - Office Professional Plus 2007 89409-707-0098495-65457 (D6YBC-F77YC-29G2H-
G3XD6-JJ8BJ) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 7 Professional 00371-OEM-8992671-00008 (74T2M-DKDBC-788W3-
H689G-6P6GT) 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (32-bit) 

notnone 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
RDP 

(3389/TCP) 

176.16.19.15 ibranaugh-hp400 ✓ 

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

2554/TCP Any CLMSServerPDVD1
2.exe 

CyberLink Media Server 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 

SRManager 
NT AUTHORITY\SYSTEM 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 
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PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

34405/TCP 127.0.0.1 CLMSServerPDVD1

2.exe 
CyberLink Media Server 

Service 
NT AUTHORITY\SYSTEM 

49152/TCP Any wininit.exe Windows Start-Up 
Application 

NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\LOCAL 
SERVICE 

49154/TCP Any svchost.exe Host Process for Windows 

Services 
NT AUTHORITY\SYSTEM 

49177/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

57187/TCP Any services.exe Services and Controller 
app 

NT AUTHORITY\SYSTEM 

57196/TCP Any svchost.exe Host Process for Windows 
Services 

NT 
AUTHORITY\NETWORK 
SERVICE 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\shelms 

64402/TCP Any CLMSServerPDVD1
2.exe 

CyberLink Media Server 
Service 

NT AUTHORITY\SYSTEM 
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1.23 - IRCPA.ORG\MILLIEHPZ240 
 

xxxOperating System and IP Address 
 

COMPUTER IP ADDRESS 

Windows 10 Pro (x64) Service Pack 1 (Build 7601) 176.16.19.10  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
No issues detected 
 
 

System Profile 
 

PROFILE  

OS Windows 10 Pro 

Windows Key 74T2M-DKDBC-788W3-H689G-6P6GT 

Manufacturer HP/HP Z240 Tower Workstation 

Service Tag/Serial Number 2UA6351B4H 

Processor 
Intel(R) Core(TM) i5-6500 CPU @ 3.20GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
1024 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 2017/02/21 9:27:12 AM 

Last Active Directory Check-in 2020/11/18 3:01:58 AM 
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System Memory 
 

MEMORY SERIAL # SPEED SIZE 

Memory Bank: DIMM2 (In Use) 50295F13 2133 MHz 8192 MB 

Memory Bank: Bank 1 (Available)    

Memory Bank: Bank 2 (Available)    

Memory Bank: DIMM4 (In Use) 4D295D13 2133 MHz 8192 MB 

Total Memory   16384 MB 

 

Disk Space Utilization 
 

 
 

Volumes 
 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: Windows NTFS 917.75 GB 114.94 

GB 
12.52% 802.81GB 87.48% 

D: HP_RECOVER

Y 
NTFS 12.28 GB 10.65 GB 86.73% 1.63GB 13.27% 

 

Physical Drives 
 

MODEL SERIAL NUMBER TYPE SIZE VOLUMES 

ST1000DM 003-1SB102 SCSI Disk 

Device 
Z9A56BWA Hard Drive 931.51 

GB 
C:, D: 

 
 
 

Windows IP Configuration 
 

ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

Connection-specific DNS Suffix ircpa.org 

Description Intel(R) Ethernet Connection (2) I219-LM 

Physical Address DC:4A:3E:6F:F6:79 
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ETHERNET ADAPTER LOCAL AREA 
CONNECTION: 

 

DHCP Enabled Yes 

IP Addresses 176.16.19.10;fe80::68c8:dda7:80ae:676d 

Subnet Mask 255.255.255.0, 64 

CIDR 176.16.19.0/24 

DHCP Server 176.16.19.121 

Lease Obtained 2019/01/18 7:55 AM 

Lease Expires 2019/01/26 7:55 AM 

Default Gateway 176.16.19.234 

DNS Servers 176.16.19.148 

Connection Speed 1 Gbps 

 
 

Endpoint Security 
 

Security Center 
 
Antivirus 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER 

Enabled Yes 

Up-to-date No 

Engine Version 1.1.15500.2 

Last Scan 2019/01/17 4:29 AM 

Last Scan Type Quick 

Real-time Protection On 

 
 
Antispyware 
 

 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

 WINDOWS DEFENDER (VERSION 6.1.7600.16385) 
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 WEBROOT SECUREANYWHERE (VERSION 9.0.21.18) 

Enabled Yes 

Up-to-date Yes 

AS Definitions Version 1.283.3130.0 

AS Last Applied 2019/01/16 7:30:26 PM 

Engine Version 1.1.15500.2 

Last Scan 2019/01/17 4:29 AM 

Last Scan Type Quick 

Real-time Protection On 

 
Firewall 
 

 WINDOWS FIREWALL 

Enabled No 

Domain Setting On 

Private Setting On 

Public Setting On 

 

Detected by Services 
 
Antivirus 
 
No antivirus services found that were not already in Security Center 
 
Antispyware 
 
No antispyware services found that were not already in Security Center 
 
Firewall 
 

 WINDOWS DEFENDER 

Enabled Yes 

 

Patch Status 
 

Windows Updates 
 

ISSUE SCORE ASSESSMENT 

Drivers, Windows 7 Failed (non-critical) 6 updates are missing. 

Feature Packs, Windows 7 Failed (non-critical) 1 update is missing. 

Updates, Windows 7 Failed (non-critical) 19 updates are missing. 
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Connected Printers 
 

(from WMI) 

IP ADDRESS PRINTER NAME ACCESSED FROM LOCATION LOCATION 

176.16.19.10 HP LaserJet P2035    

 
 

Shares 
 

UNC PATH REMARK 

\\milliehpz240\ADMIN$ C:\windows  

\\milliehpz240\C$ C:\  

\\milliehpz240\D$ D:\  

\\milliehpz240\IPC$   

 

Installed Applications 
 
Windows Applications 
 

APPLICATION NAME VERSION 

Adobe Reader 9 9.0.0 

Citrix Online Launcher 1.0.449 

Crystal Reports Basic Runtime for Visual Studio 2008 10.5.0.0 

CyberLink Power2Go 8.0.3.6016 

CyberLink PowerDVD 12 12.0.4.5913 

Discover HP Touchpoint Manager 1.0.17.1 

Foxit PhantomPDF 6.0.26.201 

Google Chrome 71.0.3578.98 

HP Documentation  

HP Hotkey Support 6.2.5.1 

HP Performance Advisor 1.8.8801 

IBM iSeries Access for Windows  

Intel(R) Management Engine Components 11.0.2.1183 

Intel(R) Network Connections 20.4.206.0 20.4.206.0 

Intel(R) Processor Graphics 20.19.15.4364 
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APPLICATION NAME VERSION 

Intel(R) Rapid Storage Technology 14.8.2.1044 

Kaseya Agent 9.5.0.7 

Kaseya Agent 9.5.0.7 

Microsoft .NET Framework 4.5.2 4.5.51209 

Microsoft Office 365 Business - en-us 16.0.11126.20196 

Microsoft Office Professional Edition 2003 11.0.5614.0 

Microsoft OneDrive 18.151.0729.0013 

Microsoft SQL Server 2012 Native Client 11.1.3000.0 

Microsoft Visual C++ 2005 Redistributable 8.0.61001 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0.61000 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0.30729.4148 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0.40219 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0.61030.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 12.0.21005.1 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0.30501.0 

Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23506 14.0.23506.0 

Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.23506 14.0.23506.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0.50903 

NVIDIA 3D Vision Driver 341.44 341.44 

NVIDIA Graphics Driver 341.44 341.44 

NVIDIA HD Audio Driver 1.3.30.1 1.3.30.1 

NVIDIA Update 10.4.0 10.4.0 

PACS 10.0 03.1018 

PaperStream IP (TWAIN x64) 1.42.0.5685 

PaperStream IP (TWAIN) 1.42.0.5685 
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APPLICATION NAME VERSION 

PDF Architect 5 5.0.22.32360 

Realtek High Definition Audio Driver 6.0.1.7592 

SAP Crystal Reports runtime engine for .NET Framework (32-bit) 13.0.10.1385 

Scanner Central Admin Agent 1.04.0026.23 

Software Operation Panel  

Splashtop Software Updater 1.5.6.15 

Splashtop Streamer 3.2.8.0 

Synaptics Pointing Device Driver 19.0.19.68 

Webroot SecureAnywhere 9.0.21.18 

Windows 10 Upgrade Assistant 1.4.9200.17384 

 
 

License Keys 
 

APPLICATION NAME LICENSE KEY 

Business Objects - Crystal Reports Basic Runtime for 
Visual Studio 2008 

notnone 

FUJITSU - PaperStream IP (TWAIN x64) 01 

FUJITSU - PaperStream IP (TWAIN) 01 

IBM - Client Access 5722-XE1 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Internet Explorer 00371-OEM-8992671-00008 (74T2M-DKDBC-788W3-

H689G-6P6GT) 

Microsoft - Office Professional Edition 2003 73931-642-0686474-57798 (K8CT2-RR7X3-VYTYQ-
Y7P9C-BWGBG) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 7 Professional 00371-OEM-8992671-00008 (74T2M-DKDBC-788W3-

H689G-6P6GT) 

SAP - SAP Crystal Reports runtime engine for .NET 
Framework (32-bit) 

notnone 

Splashtop Inc. - Splashtop Remote Server {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

Splashtop Inc. - Splashtop Remote Server for Business {B7C5EA94-B96A-41F5-BE95-25D78B486678} 

 

Common Listening Ports 
 
 

Remote 
 
None Detected 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 203 of 256 

PROPRIETARY & CONFIDENTIAL  

 
 

Local 
 

PORT IP ADDRESS PROCESS NAME DESCRIPTION USER 

135/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

445/TCP Any System   

623/TCP Any LMS.exe Intel(R) Local Management 

Service 
NT AUTHORITY\SYSTEM 

5357/TCP Any System   

6783/TCP Any SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

9527/TCP 127.0.0.1 SRManager.exe Splashtop Streamer 
SRManager 

NT AUTHORITY\SYSTEM 

16992/TCP Any LMS.exe Intel(R) Local Management 

Service 
NT AUTHORITY\SYSTEM 

23403/TCP 127.0.0.1 NvBackend.exe NVIDIA Update Backend IRCPA\Generic 

23404/TCP 127.0.0.1 NvBackend.exe NVIDIA Update Backend IRCPA\spooley 

27019/TCP Any WRSA.exe Webroot SecureAnywhere NT AUTHORITY\SYSTEM 

49152/TCP Any wininit.exe Windows Start-Up 

Application 
NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows 

Services 
NT AUTHORITY\LOCAL 

SERVICE 

49154/TCP Any lsass.exe Local Security Authority 
Process 

NT AUTHORITY\SYSTEM 

49155/TCP Any svchost.exe Host Process for Windows 
Services 

NT AUTHORITY\SYSTEM 

49206/TCP Any services.exe Services and Controller 

app 
NT AUTHORITY\SYSTEM 

49220/TCP Any svchost.exe Host Process for Windows 

Services 
NT 

AUTHORITY\NETWORK 
SERVICE 

60601/TCP Any PACS.Appraisal.exe PACS Appraisal IRCPA\spooley 
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1.24 - IRCPA.ORG\PVFBV7UJQ08P 
 

Operating System and IP Address 
 

COMPUTER IP ADDRESS 

Mac macOS 13.3.1 (22E261) 22.4.0 176.16.19.101  

 

Risk Section 
 

System Risk 

Score 

 

System Issue 
Score 

 

 
 

Issues 
 
No issues detected 
 
 
 

System Software Profile 
 

SYSTEM SOFTWARE PROFILE  

System Version Mac macOS 13.3.1 (22E261) 

Kernel Version Darwin 22.4.0 

Boot Volume Macintosh HD 

Boot Mode Normal 

Secure Virtual Memory Enabled 

 

Hardware Profile 
 

HARDWARE PROFILE  

Model Name MacBook Pro 

Model Identifier MacBookPro17,1 

Total Number Of Cores 8 (4 performance and 4 efficiency) 

Memory 16 GB 
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HARDWARE PROFILE  

Serial Number (system) PVE9V7UJQ833P 

Hardware UUID D83FF5E3-C709-53C6-80F5-BC153DD2F27B 

 

System Memory 
 

MEMORY  

Total Memory 16384 MB 

 

Disk Space Utilization 
 

 
 

Mount Points 

MOUNTED ON FILESYSTEM CAPAC
ITY 

USED % 
USED 

AVAILA
BLE 

% 
AVAILA
BLE 

/ /dev/disk3s3s1 460 GB 72.00 
GB 

15.65% 388GB 84.35% 

/System/Volum
es/VM 

/dev/disk3s6 460 GB 72.00 
GB 

15.65% 388GB 84.35% 

/System/Volum
es/Preboot 

/dev/disk3s4 460 GB 72.00 
GB 

15.65% 388GB 84.35% 

/System/Volum
es/Update 

/dev/disk3s2 460 GB 72.00 
GB 

15.65% 388GB 84.35% 

/System/Volum
es/xarts 

/dev/disk1s2 0 GB 0.00 
GB 

0.00% 0GB 0.00% 

/System/Volum /dev/disk1s1 0 GB 0.00 0.00% 0GB 0.00% 
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MOUNTED ON FILESYSTEM CAPAC
ITY 

USED % 
USED 

AVAILA
BLE 

% 
AVAILA
BLE 

es/iSCPreboot GB 

/System/Volum
es/Hardware 

/dev/disk1s3 0 GB 0.00 
GB 

0.00% 0GB 0.00% 

/System/Volum
es/Data 

/dev/disk3s1 460 GB 72.00 
GB 

15.65% 388GB 84.35% 

/System/Volum
es/Update/mnt
1 

/dev/disk3s3 460 GB 72.00 
GB 

15.65% 388GB 84.35% 

 

Power On Self-Test 
 

POWER ON SELF-TEST  

 

Firewall Settings 
 

FIREWALL SETTINGS  

Mode Limit incoming connections to specific services and applications 

Firewall Logging Yes 

Stealth Mode No 

 

Installed Applications 
 
Mac OS Applications 
 

APPLICATION NAME VERSION 

1Password 7 7.2.4 

Brave Browser 112.1.50.121 

FileVault Setup 1.0.3 

FinderHelper 74.0 

GlobalProtect 5.2.12-26 

Google Chrome 112.0.5615.137 

Google Docs 74.0 

Google Drive 74.0 

Google Sheets 74.0 

Google Slides 74.0 
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APPLICATION NAME VERSION 

Jamf Connect 2.1.0 

Logi Options 10.00.75 

Logi Options Uninstaller 10.00.75 

Microsoft Excel 16.72 

Microsoft OneNote 16.72 

Microsoft Outlook 16.72.2 

Microsoft PowerPoint 16.72 

Microsoft Remote Desktop 10.8.2 

Microsoft Teams 1.00.607354 

Microsoft Word 16.72 

NoMAD Pro 1.2.93 

Okta Extension App 6.10.0 

OneDrive 23.076.0409 

Self Service 10.45.0 

Slack 4.31.155 

VMware CBCloud 3.7.2fc81 

YubiKey Manager 1.2.4 

zoom 5.13.11 (16405) 

 
 
 

Common Listening Ports 
 
 

Remote 
 
None Detected 
 
 

Local 
 
Unable to collect remotely 
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2 - Printers 
 
 

IRCPA.ORG (from WMI) 
 
IP Address Printer Name Accessed From Location Comment 

176.16.19.36 HP LJ300-400 color 
MFP M375-M475 PCL 6 

1001westerfield-deskpc   

176.16.19.24 NPIB54250 (HP 

LaserJet P2055x) 
4001WAYNEG-CA Tangible - Kyle  

176.16.19.32 RE Color (HP Color 
LaserJet M553) 

BRUCEHPZ230   

176.16.19.35 HP ePrint CA-CSIMPSON   

176.16.19.159 Bull Pen Color HL-
L8350CDW 

CA-PRINTSVR Bull Pen  

176.16.19.159 Charlie Office CA-PRINTSVR Under Desk P4991 

176.16.19.159 HP Color LaserJet 
M553 PCL 6 

CA-PRINTSVR   

176.16.19.159 HP Color LaserJet Real 
Estate 

CA-PRINTSVR Real Estate Common 
Area 

IRCPA 

176.16.19.159 Skyla - Brother HL-
6180DW 

CA-PRINTSVR Skyla's Cubicle ZENO #P4089 

176.16.19.98 Diane - Brother HL-
5470DW 

dwhiteacer   

176.16.19.66 Hewlett-cackard HP 
LaserJet P1505n 

FRNTCUSTSERVCUB   

176.16.19.129 Brother HL-L5100DN 
series Printer 

gilesmsi   

176.16.19.129 Brother HL-L8350CDW 
series Printer 

gilesmsi   

176.16.19.15 Brother HL-5470DW 
series Printer 

ibranaugh-hp400   

176.16.19.15 Brother HL-5470DW 
series Printer (Copy 1) 

ibranaugh-hp400   

176.16.19.61 HP LaserJet 4200/4300 
PCL6 

KYLE-HP308   

176.16.19.64 Assessment (HP 
LaserJet P2035n) 

KYLE-HP400   

176.16.19.64 HP LaserJet P1006 KYLE-HP400   

176.16.19.64 Real Estate Work 
Center 

KYLE-HP400 Across from Bruce  

176.16.19.10 HP LaserJet P2035 milliehpz240   

176.16.19.100 Brother HL-2270DW 
series Printer 

REMOTE-TL   

176.16.19.87 NPI120B2D (HP Color 

LaserJet M553) 
SUSANHPUPGRD   

 
 

No Domain (from WMI) 
 
IP Address Printer Name Accessed From Location Comment 
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IP Address Printer Name Accessed From Location Comment 

 Brother HL-2270DW 
series Printer 

   

 Brother HL-2270DW 
series Printer 

   

 Brother HL-3140CW 
series 

   

 Brother HL-3140CW 
series 

   

 Brother HL-3140CW 
series Printer 

   

 Brother HL-3170CDW 
series Printer 

   

 Brother HL-5470DW 
series 

   

 Brother HL-6180DW 
series Printer 

   

 Brother HL-L2340D 
series (Copy 1) 

   

 Brother HL-L5100DN 
series Printer 

   

 Brother HL-L8350CDW 
series Printer 

   

 Brother HL-L8350CDW 
series Printer 

   

 Brother MFC-
L8600CDW Printer 

   

 Brother MFC-
L8600CDW Printer 

   

 Charlie Printer    

 DanielBrother HL-

2270DW 
   

 HP Color LaserJet 
M553 UPD PS 

   

 HP Designjet Go Web   Print and/or Share 

Documents 

 HP DesignJet T1300ps 
PS3 

   

 HP ePrint    

 HP LaserJet P1006    

 HP LaserJet P1505n    

 HP LaserJet P2035    

 HP LaserJet P3005 

UPD PCL 6 
   

 HP Officejet Pro 8100    

 HP Universal Printing 

PCL 6 
   

 Millie Local    

 NPI0EEF8E (HP 
LaserJet P3010 Series) 

   

 RE Color (HP Color 

LaserJet M553) 
   

 RE Color (HP Color    
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IP Address Printer Name Accessed From Location Comment 

LaserJet M553) 

 Real Estate Color    

 S Kettering - HP 
LaserJet P2055dn 

   

 Skyla - Brother HL-
6180DW 

   

 Tangible Color    

 Xerox WorkCentre 3615    

 Xerox WorkCentre 3615    

 
 

Networked (from SNMP) 
 
IP Address Printer Name Hostname Description Alerts 

176.16.19.7 Daniel HP Color 

LaserJet CP1518ni 
NPI18A1DE HP ETHERNET MULTI-

ENVIRONMENT,SN:JP
AC86901V,FN:MA04TL
D,SVCID:18273,PID:HP 

Color LaserJet 
CP1518ni 

 

176.16.19.11 Millie - HP Color LJ 
MFP M477fdw 

NPI76D1C6.IRCPA.OR
G 

HP ETHERNET MULTI-
ENVIRONMENT,SN:VN

BKK701JM,FN:1N87YP
Z,SVCID:27289,PID:HP 
Color LJ MFP M477fdw 

 

176.16.19.12 Server Rm HP MFP300 NPI026028.IRCPA.OR
G 

HP ETHERNET MULTI-
ENVIRONMENT,SN:CN
B8D1HXTR,FN:SF012H

W,SVCID:22117,PID:H
P LaserJet 300 
colorMFP M375nw 

 

176.16.19.13  BRN001BA9F02883.IR

CPA.ORG 
Brother NC-8200h, 

Firmware Ver.1.10 
(12.02.17),MID 84UC07 

SLEEP 

176.16.19.48  NPIE0AD8C.IRCPA.OR

G 
HP ETHERNET MULTI-

ENVIRONMENT,ROM 
none,JETDIRECT,JD12
8,EEPROM 

V.33.25,CIDATE 
01/09/2012 

Sleep mode on 

176.16.19.53 WorkCentre 3615-
629C42 

 Xerox WorkCentre 
3615; Network 80.48, 

Controller 
201503160857, Engine 
05.34.00, Boot 

201304031837, PCL5 
201502251108, PCL6 
201502251108, 

POSTSCRIPT 
201502251108, PDF 
201502251108 

Power Saver. Printer 
will wake up when user 

sends a print job or by 
pressing the Power 
Saver button. 

176.16.19.56  BRN30055CA859DF.IR

CPA.ORG 
Brother NC-8500h, 

Firmware Ver.1.09 
(15.10.15),MID 84E-403 

Drum End Soon:BK 

Drum End Soon:Y 
Drum End Soon:M 
Drum End Soon:C 

Sleep 

176.16.19.58  NPI811FE6.IRCPA.OR
G 

HP ETHERNET MULTI-
ENVIRONMENT,ROM 

none,JETDIRECT,JD12

Sleep mode on 
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IP Address Printer Name Hostname Description Alerts 

8,EEPROM 
V.33.25,CIDATE 
01/09/2012 

176.16.19.59 S Kettering NPI3DCDB7.IRCPA.OR

G 
HP ETHERNET MULTI-

ENVIRONMENT,ROM 
none,JETDIRECT,JD13
7,EEPROM 

V.37.18,CIDATE 
11/13/2014,IT debuglite 

 

176.16.19.130  HPT1300.IRCPA.ORG HP ETHERNET MULTI-

ENVIRONMENT,ROM 
none,JETDIRECT 

Ready deleted Sleeping 

176.16.19.140 Tangible B&W HP LJ 
P2055 

NPIB54250 HP ETHERNET MULTI-
ENVIRONMENT,ROM 

none,JETDIRECT,JD13
7,EEPROM 
V.37.12,CIDATE 

02/07/2010 

 

176.16.19.178  BRN30055C5D33E4 Brother NC-8300h, 
Firmware Ver.1.13 

(14.04.25),MID 84U-
D05 

Ready 

176.16.19.204 VersaLink C405 XC-64EFE9 Xerox VersaLink C405; 
System 68.33.1, 

Controller 1.45.0, IOT 
3.3.0, ADF 42.0.0, Fax 
104.7.0, Panel 

91.16.11, Boot 
11.1.200, Contents 
2.5.3, RSEP 1.8.23 

016-426 Network 
Communication Error. 

Could not connect to 
the Remote Services 
Server. Remote 

Services are not 
available. 016-425 
Device is in sleep 

mode. No action is 
required. All Apps are 
enabled. 

176.16.19.206 XRX9C934E5CCE13 176.16.19.206 Xerox WorkCentre 7835 
v1; SS 
073.010.048.15000, NC 

073.018.15000, UI 
073.018.15000, ME 
090.032.010, CC 

073.018.15000, DF 
012.003.000, FI 
007.002.000, FA 

003.012.005, CCOS 
073.008.15000, NCOS 
073.008.15000, SC 
004.001.000, SU 

073.018.15000 

07-535-00 Tray 5 
(Bypass) is empty. User 
intervention is required 

to add paper to Tray 5. 
Print and Copy services 
can continue if the 

correct paper is 
available in other trays. 

176.16.19.214  BRN30055C7A1552 Brother NC-8600h, 
Firmware Ver.H ,MID 

84E-502 

Sleep 

176.16.19.215 Skyla IRCPASEB Xerox VersaLink C405; 
System 68.33.1, 
Controller 1.45.0, IOT 

3.3.0, ADF 42.0.0, Fax 
104.7.0, Panel 
91.16.11, Boot 

11.1.200, Contents 
2.5.3, RSEP 1.8.23 

 

176.16.19.216 Real Estate Bullpen XC-64EF8F Xerox VersaLink C405; 

System 68.33.1, 
Controller 1.45.0, IOT 
3.3.0, ADF 42.0.0, Fax 

104.7.0, Panel 
91.16.11, Boot 
11.1.200, Contents 

016-425 Device is in 

sleep mode. No action 
is required. All Apps are 
enabled. 
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IP Address Printer Name Hostname Description Alerts 

2.5.3, RSEP 1.8.23 

176.16.19.217 Real Estate Work 
Center 

XC-64F20A Xerox VersaLink C405; 
System 68.33.1, 
Controller 1.45.0, IOT 

3.3.0, ADF 42.0.0, Fax 
104.7.0, Panel 
91.16.11, Boot 

11.1.200, Contents 
2.5.3, RSEP 1.8.23 

016-425 Device is in 
sleep mode. No action 
is required. All Apps are 

enabled. 

176.16.19.224  NPIF0D692 HP ETHERNET MULTI-

ENVIRONMENT,ROM 
V.29.11,JETDIRECT,JD
115,EEPROM 

V.29.13,CIDATE 
08/11/2005 

Powersave on 

176.16.19.225  BRN30055C664B57 Brother NC-8300h, 
Firmware Ver.1.14 

(14.07.31),MID 84U-
D05 

Drum End Soon Sleep 

176.16.19.226 Mapping Workcenter 176.16.19.226 Xerox AltaLink C8035; 

SS 100.001.038.10200, 
NC 100.001.10200, UI 
100.001.10200, ME 

061.022.000, CC 
100.001.10200, DF 
007.019.000, FI 

010.019.000, FA 
003.012.015, CCOS 
100.008.10200, NCOS 

100.008.10200, SC 
013.015.006, SU 
100.001.10200 

07-535-00 Tray 5 

(Bypass) is empty. User 
intervention is required 
to add paper to Tray 5. 

Print and Copy services 
can continue if the 
correct paper is 

available in other trays. 

176.16.19.232  176.16.19.232 HP ETHERNET MULTI-

ENVIRONMENT 
 

176.16.19.235  BRN30055CA7DBCD Brother NC-8600h, 
Firmware Ver.M ,MID 

8CE-511,FID 2 

Sleep 

176.16.19.239 HP Color LaserJet 
M553 

NPI120B2D HP ETHERNET MULTI-
ENVIRONMENT,ROM 
none,JETDIRECT,JD15

3,EEPROM 
JSI23900010,CIDATE 
12/12/2017 

 

176.16.19.242  NPIB913C8 HP ETHERNET MULTI-
ENVIRONMENT,ROM 
none,JETDIRECT,JD12
8,EEPROM 

V.33.21,CIDATE 
02/04/2010 

Sleep Mode on 

176.16.19.245  BRN30055C7A390A Brother NC-8300h, 

Firmware Ver.1.15 
(14.11.06),MID 84U-
D17 

Replace Drum Sleep 

176.16.19.249  BRN30055CB3EF24 Brother NC-8900h, 

Firmware Ver.F ,MID 
84U-G02 

Sleep 

 
 

IRCPA.ORG (from Shares) 
 
Shared Printer User/Group Share Permissions 
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Shared Printer User/Group 
Share Permissions 

Full 
Control Change Read 

Full 
Control Change Read 

\\CA-PRINTSVR\Assessment Control B&W 
(Assessment Control B&W,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Assessment Control Color 
(Assessment Control Color,LocalsplOnly) 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

IRCPA\administrator ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Brother HL-5470DW BR-

Script3 
(Jen Printer,LocalsplOnly) 

Everyone ✓ ✓ ✓ 

CREATOR OWNER ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

IRCPA\administrator ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Bull Pen Color HL-L8350CDW 
(Bull Pen Color HL-L8350CDW,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Center Media -Xerox 
(Center Media -Xerox,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Conference Room B&W 
(HP LaserJet 2300 Series PCL 5,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Front Work Center- Xerox 
(Front Work Center,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\HP Color LaserJet Real Estate 
(HP Color LaserJet Real Estate,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\HP9040 
(Hi Vol - HP9040,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\IT Workspace Bro 5370DW IRCPA\administrator ✓ ✓ ✓ 
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Shared Printer User/Group 
Share Permissions 

Full 
Control Change Read 

(IT Workspace Bro 5370DW,LocalsplOnly) Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Mapping Bullpen B&W 
(Mapping Bullpen B&W,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\RE Bullpen B&W 
(RE Bullpen B&W,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\RE Bullpen Color Brother HL-
3140CW series 
(RE Bullpen Color Brother HL-3140CW 

series,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Real Estate HP LaserJet 5200 
(Real Estate B&W - HP LaserJet 

5200,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Real Estate Work Center - 

B&W 
(Real Estate Work Center - B&W,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Real Estate Work Center - 
Color 
(Real Estate Work Center - Color,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Tangible Color - Brother HL-

L8350CDW 
(Tangible Color - Brother HL-
L8350CDW,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 

\\CA-PRINTSVR\Tangible HP LaserJet P2050 
Series PCL6 BW 
(Tangible HP LaserJet P2050 Series PCL6 
BW,LocalsplOnly) 

IRCPA\administrator ✓ ✓ ✓ 

Everyone ✓ ✓ ✓ 

NT AUTHORITY\SYSTEM ✓ ✓ ✓ 

BUILTIN\administrators ✓ ✓ ✓ 
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3 - Network Devices 
 
 

3.1 - NPI18A1DE 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.7 

 

System Profile 
 

PROFILE  

Name NPI18A1DE 

IP Address 176.16.19.7 

Contact Travis King 

Up Time 0d 2h 55m 51s 720ms 

Object ID 1.3.6.1.4.1.11.1 

Description HP ETHERNET MULTI-
ENVIRONMENT,SN:JPAC86901V,FN:MA04TLD,SVCID:18273,PID:HP 
Color LaserJet CP1518ni 

Location Diana HP Color LaserJet CP1518ni 

Services 72 

Web Server Type Virata-EmWeb/R6_2_1 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

176.16.19.7  ✓ 

 
  



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 216 of 256 

PROPRIETARY & CONFIDENTIAL  

3.2 - NPI76D1C6.IRCPA.ORG 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.11 

 

System Profile 
 

PROFILE  

Name NPI76D1C6 

IP Address 176.16.19.11 

Contact Travis King 

Up Time 26d 15h 15m 31s 760ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-
ENVIRONMENT,SN:VNBKK701JM,FN:1N87YPZ,SVCID:27289,PID:HP 
Color LJ MFP M477fdw 

Location Sebastian 

Services 72 

Web Server Type Virata-EmWeb/R6_2_1 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

HTTP 

(8080/TCP) 

176.16.19.11  ✓ ✓ ✓ 
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3.3 - NPI026028.IRCPA.ORG 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.12 

 

System Profile 
 

PROFILE  

Name NPI026028 

IP Address 176.16.19.12 

Contact Travis King 

Up Time 99d 21h 39m 10s 410ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-
ENVIRONMENT,SN:CNB8D1HXTR,FN:SF012HW,SVCID:22117,PID:H
P LaserJet 300 colorMFP M375nw 

Location Server Room 

Services 72 

Web Server Type Virata-EmWeb/R6_2_1 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

HTTP 

(8080/TCP) 

176.16.19.12  ✓ ✓ ✓ 
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3.4 - BRN001BA9F02883.IRCPA.ORG 
 

Brother NC-8200h 176.16.19.13 

 

System Profile 
 

PROFILE  

Name BRN001BA9F02883 

IP Address 176.16.19.13 

Contact Travis King 

Up Time 76d 8h 30m 32s 640ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8200h, Firmware Ver.1.10 (12.02.17),MID 84UC07 

Location Donna R Desk (frt back walk-up) 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

176.16.19.13  ✓ ✓ ✓ 
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3.5 - 176.16.19.14 
 

 176.16.19.14 

 

System Profile 
 

PROFILE  

Name 176.16.19.14 

IP Address 176.16.19.14 

Web Server Type Web Server 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

176.16.19.14  ✓ ✓ 
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3.6 - 176.16.19.17 
 

 176.16.19.17 

 

System Profile 
 

PROFILE  

Name 176.16.19.17 

IP Address 176.16.19.17 

Web Server Type Web Server 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

176.16.19.17  ✓ ✓ 
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3.7 - 176.16.19.38 
 

GSM7248V2 - ProSafe 48G 176.16.19.38 

 

System Profile 
 

PROFILE  

Name 176.16.19.38 

IP Address 176.16.19.38 

Up Time 43d 2h 42m 43s 820ms 

Object ID 1.3.6.1.4.1.4526.100.11.6 

Description GSM7248V2 - ProSafe 48G 

Services 6 

Web Server Type Web Server 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

176.16.19.38  ✓ ✓ 
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3.8 - NPIE0AD8C.IRCPA.ORG 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.48 

 

System Profile 
 

PROFILE  

Name NPIE0AD8C 

IP Address 176.16.19.48 

Up Time 3d 2h 5m 55s 290ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 

none,JETDIRECT,JD128,EEPROM V.33.25,CIDATE 01/09/2012 

Services 64 

Web Server Type HP-ChaiSOE/1.0 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  
COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.48  ✓ ✓ ✓ ✓ 
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3.9 -  
 

Xerox WorkCentre 3615; Network 80.48 176.16.19.53 

 

System Profile 
 

PROFILE  

Name WorkCentre 3615-629C42 

IP Address 176.16.19.53 

Up Time 1d 2h 25m 8s 210ms 

Object ID 1.3.6.1.4.1.253.8.62.1.20.6.35.1.1 

Description Xerox WorkCentre 3615; Network 80.48, Controller 201503160857, 

Engine 05.34.00, Boot 201304031837, PCL5 201502251108, PCL6 
201502251108, POSTSCRIPT 201502251108, PDF 201502251108 

Services 64 

Web Server Type EWS-NIC5/80.48 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
FTP 

(21/TCP) 

HTTP 

(80/TCP) 

176.16.19.53  ✓ ✓ 
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3.10 - BRN30055CA859DF.IRCPA.ORG 
 

Brother NC-8500h 176.16.19.56 

 

System Profile 
 

PROFILE  

Name BRN30055CA859DF 

IP Address 176.16.19.56 

Contact Travis King 

Up Time 3d 1h 1m 49s 650ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8500h, Firmware Ver.1.09 (15.10.15),MID 84E-403 

Location Janine 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.56  ✓ ✓ ✓ ✓ 

 
  



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 

 

 Page 225 of 256 

PROPRIETARY & CONFIDENTIAL  

3.11 - NPI811FE6.IRCPA.ORG 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.58 

 

System Profile 
 

PROFILE  

Name NPI811FE6 

IP Address 176.16.19.58 

Up Time 52d 5h 1m 32s 350ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 

none,JETDIRECT,JD128,EEPROM V.33.25,CIDATE 01/09/2012 

Services 64 

Web Server Type HP-ChaiSOE/1.0 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  
COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.58  ✓ ✓ ✓ ✓ 
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3.12 - NPI3DCDB7.IRCPA.ORG 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.59 

 

System Profile 
 

PROFILE  

Name NPI3DCDB7 

IP Address 176.16.19.59 

Up Time 50d 7h 0m 49s 660ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 

none,JETDIRECT,JD137,EEPROM V.37.18,CIDATE 11/13/2014,IT 
debuglite 

Services 64 

Web Server Type Virata-EmWeb/R6_2_1 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.59  ✓ ✓ ✓ 
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3.13 - 176.16.19.95 
 

GSM7224 L2 Managed Gigabit Switch 176.16.19.95 

 

System Profile 
 

PROFILE  

Name te215 

IP Address 176.16.19.95 

Up Time 177d 19h 19m 0s 0ms 

Object ID 1.3.6.1.4.1.4526.100.2.2 

Description GSM7224 L2 Managed Gigabit Switch 

Location off_County_conf_room 

Services 2 

Web Server Type Web Server 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

176.16.19.95  ✓ ✓ 
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3.14 - 176.16.19.99 
 

GSM7212 L2 Managed Gigabit Switch 176.16.19.99 

 

System Profile 
 

PROFILE  

Name ca-te_hub 

IP Address 176.16.19.99 

Contact bruce.godwin@ircpa.org 

Up Time 177d 19h 19m 29s 0ms 

Object ID 1.3.6.1.4.1.4526.100.2.3 

Description GSM7212 L2 Managed Gigabit Switch 

Location computer_room 

Services 2 

Web Server Type Web Server 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

176.16.19.99  ✓ ✓ 
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3.15 - HPT1300.IRCPA.ORG 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.130 

 

System Profile 
 

PROFILE  

Name NPI40B034C5924A 

IP Address 176.16.19.130 

Up Time 76d 8h 20m 41s 900ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM none,JETDIRECT 

Web Server Type Apache 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  
COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.130  ✓ ✓ ✓ ✓ 
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3.16 - HPSCANNER 
 

 176.16.19.131 

 

System Profile 
 

PROFILE  

Name HPSCANNER 

IP Address 176.16.19.131 

Web Server Type Apache 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
FTP 

(21/TCP) 

HTTP 

(80/TCP) 

176.16.19.131  ✓ ✓ 
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3.17 - NPIB54250 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.140 

 

System Profile 
 

PROFILE  

Name NPIB54250 

IP Address 176.16.19.140 

Contact Don Biscoe 

Up Time 3d 4h 40m 21s 740ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 
none,JETDIRECT,JD137,EEPROM V.37.12,CIDATE 02/07/2010 

Location Tangible - Kris 

Services 64 

Web Server Type Virata-EmWeb/R6_2_1 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.140  ✓ ✓ ✓ 
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3.18 - 176.16.19.156 
 

 176.16.19.156 

 

System Profile 
 

PROFILE  

Name 176.16.19.156 

IP Address 176.16.19.156 

Web Server Type Apache 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.156  ✓ ✓ 
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3.19 - 176.16.19.158 
 

HP MSA 2040 SAN 176.16.19.158 

 

System Profile 
 

PROFILE  

Name CAMA-MAS 

IP Address 176.16.19.158 

Contact Bruce Godwin 

Up Time 348d 5h 49m 2s 860ms 

Object ID 1.3.6.1.4.1.11.2.51 

Description HP MSA 2040 SAN 

Location Indian River County PA 

Services 64 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  
COMPUTER 
NAME  

FTP 

(21/TCP) 

SSH 

(22/TCP) 

TELNET 

(23/TCP) 

HTTPS 

(443/TCP) 

176.16.19.158  ✓ ✓ ✓ ✓ 
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3.20 - 176.16.19.160 
 

HP MSA 2040 SAN 176.16.19.160 

 

System Profile 
 

PROFILE  

Name CAMA-Array 

IP Address 176.16.19.160 

Contact Bruce Godwin 

Up Time 118d 5h 6m 52s 20ms 

Object ID 1.3.6.1.4.1.11.2.51 

Description HP MSA 2040 SAN 

Location IRCPA 

Services 64 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
FTP 

(21/TCP) 

SSH 

(22/TCP) 

HTTPS 

(443/TCP) 

176.16.19.160  ✓ ✓ ✓ 
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3.21 - BRN30055C5D33E4 
 

Brother NC-8300h 176.16.19.178 

 

System Profile 
 

PROFILE  

Name BRN30055C5D33E4 

IP Address 176.16.19.178 

Contact Travis King 

Up Time 23d 3h 6m 17s 750ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8300h, Firmware Ver.1.13 (14.04.25),MID 84U-D05 

Location Ida Marie 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.178  ✓ ✓ ✓ ✓ 
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3.22 - XC-64EFE9 
 

Xerox VersaLink C405; System 68.33.1 176.16.19.204 

 

System Profile 
 

PROFILE  

Name VersaLink C405 

IP Address 176.16.19.204 

Contact System administrator name not set; System administrator phone 

number not set; System administrator location not set; System 
administrator e-mail address not set 

Up Time 1d 1h 17m 39s 0ms 

Object ID 1.3.6.1.4.1.253.8.62.1.34.4.2.2.1 

Description Xerox VersaLink C405; System 68.33.1, Controller 1.45.0, IOT 3.3.0, 

ADF 42.0.0, Fax 104.7.0, Panel 91.16.11, Boot 11.1.200, Contents 
2.5.3, RSEP 1.8.23 

Location Assessment 

Services 64 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.204  ✓ ✓ 
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3.23 - 176.16.19.206 
 

Xerox WorkCentre 7835 v1; SS 073.010.048.15000 176.16.19.206 

 

System Profile 
 

PROFILE  

Name XRX9C934E5CCE13 

IP Address 176.16.19.206 

Contact System administrator name not set;System administrator phone number 

not set; System administrator location not set 

Up Time 4d 9h 52m 31s 0ms 

Object ID 1.3.6.1.4.1.253.8.62.1.20.6.25.1.1 

Description Xerox WorkCentre 7835 v1; SS 073.010.048.15000, NC 
073.018.15000, UI 073.018.15000, ME 090.032.010, CC 

073.018.15000, DF 012.003.000, FI 007.002.000, FA 003.012.005, 
CCOS 073.008.15000, NCOS 073.008.15000, SC 004.001.000, SU 
073.018.15000 

Services 79 

Web Server Type Apache 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.206  ✓ ✓ 
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3.24 - BRN30055C7A1552 
 

Brother NC-8600h 176.16.19.214 

 

System Profile 
 

PROFILE  

Name BRN30055C7A1552 

IP Address 176.16.19.214 

Contact Travis King 

Up Time 76d 8h 42m 38s 990ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8600h, Firmware Ver.H ,MID 84E-502 

Location Tangible / Supplies Cabinet 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.214  ✓ ✓ ✓ ✓ 

 
  



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 
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3.25 - IRCPASEB 
 

Xerox VersaLink C405; System 68.33.1 176.16.19.215 

 

System Profile 
 

PROFILE  

Name Skyla 

IP Address 176.16.19.215 

Contact Travis King;7722261531;IT Systems;tking@ircpa.org 

Up Time 19d 20h 37m 16s 0ms 

Object ID 1.3.6.1.4.1.253.8.62.1.34.4.2.2.1 

Description Xerox VersaLink C405; System 68.33.1, Controller 1.45.0, IOT 3.3.0, 
ADF 42.0.0, Fax 104.7.0, Panel 91.16.11, Boot 11.1.200, Contents 
2.5.3, RSEP 1.8.23 

Location Skyla 

Services 64 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.215  ✓ ✓ 
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MSP EMAIL  

Prepared for:  
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2020/01/18 
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3.26 - XC-64EF8F 
 

Xerox VersaLink C405; System 68.33.1 176.16.19.216 

 

System Profile 
 

PROFILE  

Name Real Estate Bullpen 

IP Address 176.16.19.216 

Contact Travis King;7722261531;IT Systems;tking@ircpa.org 

Up Time 49d 5h 22m 11s 0ms 

Object ID 1.3.6.1.4.1.253.8.62.1.34.4.2.2.1 

Description Xerox VersaLink C405; System 68.33.1, Controller 1.45.0, IOT 3.3.0, 
ADF 42.0.0, Fax 104.7.0, Panel 91.16.11, Boot 11.1.200, Contents 
2.5.3, RSEP 1.8.23 

Services 64 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.216  ✓ ✓ 
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3.27 - XC-64F20A 
 

Xerox VersaLink C405; System 68.33.1 176.16.19.217 

 

System Profile 
 

PROFILE  

Name Real Estate Work Center 

IP Address 176.16.19.217 

Contact Travis King;7722261531;IT Systems;tking@ircpa.org 

Up Time 70d 17h 33m 7s 0ms 

Object ID 1.3.6.1.4.1.253.8.62.1.34.4.2.2.1 

Description Xerox VersaLink C405; System 68.33.1, Controller 1.45.0, IOT 3.3.0, 
ADF 42.0.0, Fax 104.7.0, Panel 91.16.11, Boot 11.1.200, Contents 
2.5.3, RSEP 1.8.23 

Location Across from Bruce 

Services 64 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.217  ✓ ✓ 
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3.28 - NPIF0D692 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.224 

 

System Profile 
 

PROFILE  

Name NPIF0D692 

IP Address 176.16.19.224 

Up Time 26d 14h 3m 7s 700ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 

V.29.11,JETDIRECT,JD115,EEPROM V.29.13,CIDATE 08/11/2005 

Services 64 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.224  ✓ ✓ ✓ ✓ 
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MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 
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3.29 - BRN30055C664B57 
 

Brother NC-8300h 176.16.19.225 

 

System Profile 
 

PROFILE  

Name BRN30055C664B57 

IP Address 176.16.19.225 

Contact Travis King 

Up Time 3d 23h 49m 24s 900ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8300h, Firmware Ver.1.14 (14.07.31),MID 84U-D05 

Location Daniel White 9 (Frt far fight) 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.225  ✓ ✓ ✓ ✓ 
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MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 
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3.30 - 176.16.19.226 
 

Xerox AltaLink C8035; SS 100.001.038.10200 176.16.19.226 

 

System Profile 
 

PROFILE  

Name Mapping Workcenter 

IP Address 176.16.19.226 

Contact System administrator name not set;System administrator phone number 

not set; System administrator location not set 

Up Time 5d 15h 41m 38s 810ms 

Object ID 1.3.6.1.4.1.253.8.62.1.35.2.2.1.1 

Description Xerox AltaLink C8035; SS 100.001.038.10200, NC 100.001.10200, UI 
100.001.10200, ME 061.022.000, CC 100.001.10200, DF 007.019.000, 

FI 010.019.000, FA 003.012.015, CCOS 100.008.10200, NCOS 
100.008.10200, SC 013.015.006, SU 100.001.10200 

Location Mapping Bullpen 

Services 79 

Web Server Type Apache 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.226  ✓ ✓ 

 
  



YOUR COMPANY 
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3.31 - 176.16.19.232 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.232 

 

System Profile 
 

PROFILE  

Name Assessment 

IP Address 176.16.19.232 

Up Time 52d 5h 26m 40s 100ms 

Object ID 1.3.6.1.4.1.11.1 

Description HP ETHERNET MULTI-ENVIRONMENT 

Services 72 

Web Server Type $ProjectRevision: 4.7.1.12 $ 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

176.16.19.232  ✓ 
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3.32 - 176.16.19.234 
 

 176.16.19.234 

 

System Profile 
 

PROFILE  

Name 176.16.19.234 

IP Address 176.16.19.234 

Web Server Type Apache 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
DNS 

(53/TCP) 

HTTP 

(80/TCP) 

176.16.19.234  ✓ ✓ 
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Prepared for:  
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Scan Date:  
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3.33 - BRN30055CA7DBCD 
 

Brother NC-8600h 176.16.19.235 

 

System Profile 
 

PROFILE  

Name BRN30055CA7DBCD 

IP Address 176.16.19.235 

Contact Travis King 

Up Time 11d 0h 35m 49s 50ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8600h, Firmware Ver.M ,MID 8CE-511,FID 2 

Location David Reception 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.235  ✓ ✓ ✓ ✓ 
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Prepared for:  
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Scan Date:  
2020/01/18 
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3.34 - NPI120B2D 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.239 

 

System Profile 
 

PROFILE  

Name NPI120B2D 

IP Address 176.16.19.239 

Up Time 26d 11h 25m 38s 860ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 

none,JETDIRECT,JD153,EEPROM JSI23900010,CIDATE 12/12/2017 

Services 64 

Web Server Type HP_Compact_Server 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

HTTP 

(8080/TCP) 

176.16.19.239  ✓ ✓ ✓ 
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3.35 - REALESTATE.IRCPA.ORG 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.241 

 

System Profile 
 

PROFILE  

Name REALESTATE 

IP Address 176.16.19.241 

Up Time 4d 6h 59m 20s 480ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 

none,JETDIRECT,JD128,EEPROM V.28.61,CIDATE 06/24/2005 

Services 64 

Web Server Type HP-ChaiSOE/1.0 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  
COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.241  ✓ ✓ ✓ ✓ 
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MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 
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3.36 - NPIB913C8 
 

HP ETHERNET MULTI-ENVIRONMENT 176.16.19.242 

 

System Profile 
 

PROFILE  

Name NPIB913C8 

IP Address 176.16.19.242 

Contact Bruce Godwin 

Up Time 76d 15h 13m 50s 50ms 

Object ID 1.3.6.1.4.1.11.2.3.9.1 

Description HP ETHERNET MULTI-ENVIRONMENT,ROM 
none,JETDIRECT,JD128,EEPROM V.33.21,CIDATE 02/04/2010 

Location 1800 27 St Building B 

Services 64 

Web Server Type HP-ChaiSOE/1.0 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.242  ✓ ✓ ✓ ✓ 
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Prepared for:  
Your Customer / Prospect 
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2020/01/18 
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3.37 - BRN30055C7A390A 
 

Brother NC-8300h 176.16.19.245 

 

System Profile 
 

PROFILE  

Name BRN30055C7A390A 

IP Address 176.16.19.245 

Contact Travis King 

Up Time 1d 6h 7m 3s 650ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8300h, Firmware Ver.1.15 (14.11.06),MID 84U-D17 

Location millie desk 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER 
NAME  

FTP 

(21/TCP) 

TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.245  ✓ ✓ ✓ ✓ 
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MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 
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3.38 - 176.16.19.247 
 

 176.16.19.247 

 

System Profile 
 

PROFILE  

Name 176.16.19.247 

IP Address 176.16.19.247 

 
 

Common Listening Ports 
 
 

Remote 
 
None Detected 
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Prepared for:  
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2020/01/18 

 

 Page 253 of 256 

PROPRIETARY & CONFIDENTIAL  

3.39 - BRN30055CB3EF24 
 

Brother NC-8900h 176.16.19.249 

 

System Profile 
 

PROFILE  

Name BRN30055CB3EF24 

IP Address 176.16.19.249 

Contact Travis King 

Up Time 76d 8h 34m 14s 790ms 

Object ID 1.3.6.1.4.1.2435.2.3.9.1 

Description Brother NC-8900h, Firmware Ver.F ,MID 84U-G02 

Location RE Bullpen 

Services 72 

Web Server Type debut/1.20 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
HTTP 

(80/TCP) 

HTTPS 

(443/TCP) 

176.16.19.249  ✓ ✓ 
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MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2020/01/18 
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3.40 - S1016372.IRCPA.ORG 
 

 176.16.19.250 

 

System Profile 
 

PROFILE  

Name S1016372.IRCPA.ORG 

IP Address 176.16.19.250 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
FTP 

(21/TCP) 

TELNET 

(23/TCP) 

176.16.19.250  ✓ ✓ 
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Prepared for:  
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3.41 - 176.16.19.254 
 

XSM7224S - 24-Port 10G SFP+ Layer 2 Stackable 
Managed Switch with four 10G combo ports 

176.16.19.254 

 

System Profile 
 

PROFILE  

Name Primary Router 

IP Address 176.16.19.254 

Contact Skyla Kettering 

Up Time 135d 9h 55m 12s 0ms 

Object ID 1.3.6.1.4.1.4526.100.1.15 

Description XSM7224S - 24-Port 10G SFP+ Layer 2 Stackable Managed Switch 
with four 10G combo ports 

Location Admin Building A 

Services 6 

Web Server Type Web Server 

 
 

Common Listening Ports 
 
 

Remote 
 

IP ADDRESS  COMPUTER NAME  
TELNET 

(23/TCP) 

HTTP 

(80/TCP) 

176.16.19.254  ✓ ✓ 
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3.42 - 176.16.19.255 
 

 176.16.19.255 

 

System Profile 
 

PROFILE  

Name 176.16.19.255 

IP Address 176.16.19.255 

 
 

Common Listening Ports 
 
 

Remote 
 
None Detected 


