
 
    

 

 
 
 

PASSWORD POLICIES 

SUMMARY 

    

 
    

  
 

WHY IS THIS IMPORTANT? 

 

 According to a recent survey by 
VPNOverview, 66% of businesses still leave 
themselves at risk with poorly enforced 
password rotation policies. 
 
According to a recent report by Verizon, more 
than 75% of breaches into businesses are 
financially motivated and involve successfully 
logging in to privileged accounts. 

 

 SAMPLE AFFECTED COMPUTERS 
CPA-TEST 
CPATERM1 
CPATERM2 
CPATERM3 
 

 

 

 

 

 PASSWORD POLICY  
RISK REPORT 
 
Many businesses today continue to leave 
themselves vulnerable to cyberattacks by failing 
to maintain and enforce a password rotation 
policy for their computers. 
 
 During our assessment of your 

environment, we analyzed the password 
rotation policies of your computers and 
found the following: 

 

 

PASSWORD RE-USE 
0% of sampled 
computers prevent re-
use of at least 6 
historical passwords. 

PASSWORD 
LENGTH 
Only 25% of sampled 
computers prevent 
passwords shorter 
than 6 characters. 

PASSWORD AGE 
Only 75% of sampled 
computers prevent 
passwords that are 
more than 90 days 
old. 

PASSWORD 
LOCKOUT 
100% of sampled 
computers prevent 
entry after too many 
failed attempts. 

  
 

 
 

 

  


