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Overall Health
-

The overall risk to the environment is measured by the number of issues detected. An ideal
environment would have a Health Score of 0 (indicating no risks found). The higher the score, the
more likely a security, availability, or performance related incident will occur.

The most recent scan was performed 2019/01/18

Health Score

current | 2
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Unresolved Issues
]

High Risk

Password complexity not enabled

Enforcing password complexity limits the ability of an attacker to acquire a password through brute
force.

Recommendation: Enable password complexity to assure that network user account passwords
are secure.

Number Affected: 4

Compromised Passwords found on the Dark Web

A scan of the Dark Web revealed one or more compromised passwords from your domain. The
most recent compromise occurred in 2019.

Recommendation: Ensure the compromised passwords are no longer in use. We recommend
having all users reset their password as the extent of the compromise is difficult to assess. Only
the first 5 per domain are listed here.

Number Affected: 4

N— Medium Risk

Medium External Vulnerabilities Detected

Medium severity external vulnerabilities may potentially allow malicious attacks from outside your
network and should be addressed as soon as possible. External vulnerabilities are considered
potential security holes that can allow hackers access to your network and information.

Recommendation: Assess the risk of each vulnerability and remediate all external vulnerabilities
as prescribed.

Number Affected: 6

Automatic screen lock not turned on

Automatic screen lock prevents unauthorized access when users leave their computers. Having no
screen lock enabled allows unauthorized access to network resources.
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RISK FACTORS

Recommendation: Enable automatic screen lock on the specified computers.

Number Affected: 2

Screen lock time is > 15 minutes

Even though screen lockout has been activated, extensive lockout times may lead to authorized
access when users leave their computers.

Recommendation: Reduce screen lockout to 15 minutes or less on the specified computers.

Number Affected: 6
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