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1 - Shares for Domain: ircpa.org 
 
Each subsection details the share and file system permissions granted to each user account within the above domain. 
 

1.1 - 1001westerfield-deskpc 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\1001westerfield-deskpc\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\Administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\1001westerfield-deskpc\ADMIN$ 
(C:\WINDOWS) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\1001westerfield-deskpc\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\1001westerfield-deskpc\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\1001westerfield-deskpc\IPC$ IPC, Special Everyone Special (-1) Allow 

   

\\1001westerfield-deskpc\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk    

Everyone ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 
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1.2 - BRUCEHPZ230 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\BRUCEHPZ230\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\BRUCEHPZ230\wfrcmbr$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\BRUCEHPZ230\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\BRUCEHPZ230\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\BRUCEHPZ230\IPC$ IPC, Special    

\\BRUCEHPZ230\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 
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1.3 - CA-AUTOMATE 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\CA-AUTOMATE\C 
(C:\) Disk Everyone 

  ✓ 

IRCPA\RKnight 
 ✓ ✓ 

\\CA-AUTOMATE\Users 
(C:\Users) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-AUTOMATE\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\CA-AUTOMATE\C 
(C:\) Disk NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-AUTOMATE\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-AUTOMATE\IPC$ IPC, Special    
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-AUTOMATE\Q$ 
(Q:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\CA-AUTOMATE\Users 
(C:\Users) Disk Everyone Special (-1610612736) Allow 

Everyone ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 
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1.4 - CA-DWHITE01 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\CA-DWHITE01\PRINT$ 
(C:\windows\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-DWHITE01\WFRCBMR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\CA-DWHITE01\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

IRCPA\administrator Modify, Synchronize Allow 

\\CA-DWHITE01\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-DWHITE01\G$ 
(G:\) Special    

\\CA-DWHITE01\I$ 
(I:\) Special    

\\CA-DWHITE01\IPC$ IPC, Special    

\\CA-DWHITE01\PRINT$ 
(C:\windows\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 
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1.5 - CA-GIS 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\CA-GIS\E 
(E:\) Disk Everyone 

  ✓ 

IRCPA\administrator 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-GIS\H 
(H:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

\\CA-GIS\CA-GIS 
(\\?\GLOBALROOT\Device\RsFx0151\<localmachine>\ca-
GIS) 

Disk Everyone 
   

\\CA-GIS\software 
(E:\software) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-GIS\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\CA-GIS\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-GIS\E 
(E:\) Disk Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-GIS\E$ 
(E:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-GIS\H 
(H:\) Disk    

\\CA-GIS\IPC$ IPC, Special    

\\CA-GIS\CA-GIS 
(\\?\GLOBALROOT\Device\RsFx0151\<localmachine>\ca-
GIS) 

Disk    

\\CA-GIS\software 
(E:\software) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

IRCPA\administrator FullControl Allow 
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1.6 - CA-GISSDE 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\ca-GISSDE\ArcGIS 
(C:\Program Files\ArcGIS) Disk CA-GISSDE\ARCGIS 

✓ ✓ ✓ 

Everyone 
  ✓ 

\\ca-GISSDE\DATA 
(G:\DATA) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-GISSDE\wfrcmbr$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\ca-GISSDE\ArcGIS 
(C:\Program Files\ArcGIS) Disk CA-GISSDE\ARCGIS FullControl Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

APPLICATION PACKAGE AUTHORITY\ALL ReadAndExecute, Synchronize Allow 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2019/01/18 

 

 Page 24 of 96 

PROPRIETARY & CONFIDENTIAL  

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGES 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\ca-GISSDE\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\ca-GISSDE\D$ 
(D:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users Write, ReadAndExecute, Synchronize Allow 

\\ca-GISSDE\DATA 
(G:\DATA) Disk NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\jamess ReadAndExecute, Synchronize Allow 

IRCPA\RKnight FullControl Allow 

IRCPA\asmith ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-GISSDE\G$ 
(G:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\CA-GISSDE\IPC$ IPC, Special    
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1.7 - CA-GISTEST 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

No shares containing user/group permissions 
 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-GISTEST\wfrcmbr$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-GISTEST\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-GISTEST\E$ 
(E:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-GISTEST\IPC$ IPC, Special    
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1.8 - CA-PRINTSVR 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\CA-PRINTSVR\Assessment Control B&W 
(Assessment Control B&W,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Assessment Control Color 
(Assessment Control Color,LocalsplOnly) Printer Everyone 

✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

IRCPA\administrator 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Brother HL-5470DW BR-Script3 
(Jen Printer,LocalsplOnly) Printer Everyone 

✓ ✓ ✓ 

CREATOR OWNER 
✓ ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

IRCPA\administrator 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Bull Pen Color HL-L8350CDW 
(Bull Pen Color HL-L8350CDW,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Center Media -Xerox 
(Center Media -Xerox,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Conference Room B&W 
(HP LaserJet 2300 Series PCL 5,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Front Work Center- Xerox 
(Front Work Center,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\HP Color LaserJet Real Estate 
(HP Color LaserJet Real Estate,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\HP9040 
(Hi Vol - HP9040,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

Everyone 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\IT Workspace Bro 5370DW 
(IT Workspace Bro 5370DW,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\L 
(L:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 

\\CA-PRINTSVR\M 
(M:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 

\\CA-PRINTSVR\Mapping Bullpen B&W 
(Mapping Bullpen B&W,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\N 
(N:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 

\\CA-PRINTSVR\prnproc$ 
(P:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 

\\CA-PRINTSVR\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\prnproc$ 
(C:\windows\system32\spool\PRTPROCS) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Q 
(Q:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\CA-PRINTSVR\R 
(R:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 

\\CA-PRINTSVR\RE Bullpen B&W 
(RE Bullpen B&W,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\RE Bullpen Color Brother HL-3140CW 
series 
(RE Bullpen Color Brother HL-3140CW 
series,LocalsplOnly) 

Printer IRCPA\administrator 
✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Real Estate HP LaserJet 5200 
(Real Estate B&W - HP LaserJet 5200,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Real Estate Work Center - B&W 
(Real Estate Work Center - B&W,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Real Estate Work Center - Color 
(Real Estate Work Center - Color,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\S 
(S:\) Disk IRCPA\administrator 

✓ ✓ ✓ 

Everyone 
  ✓ 

\\CA-PRINTSVR\Tangible Color - Brother HL-L8350CDW 
(Tangible Color - Brother HL-L8350CDW,LocalsplOnly) Printer IRCPA\administrator 

✓ ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\CA-PRINTSVR\Tangible HP LaserJet P2050 Series 
PCL6 BW 
(Tangible HP LaserJet P2050 Series PCL6 
BW,LocalsplOnly) 

Printer IRCPA\administrator 
✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

NT AUTHORITY\SYSTEM 
✓ ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-PRINTSVR\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\CA-PRINTSVR\Assessment Control B&W 
(Assessment Control B&W,LocalsplOnly) Printer    

\\CA-PRINTSVR\Assessment Control Color 
(Assessment Control Color,LocalsplOnly) Printer    

\\CA-PRINTSVR\Brother HL-5470DW BR-Script3 
(Jen Printer,LocalsplOnly) Printer    

\\CA-PRINTSVR\Bull Pen Color HL-L8350CDW 
(Bull Pen Color HL-L8350CDW,LocalsplOnly) Printer    

\\CA-PRINTSVR\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-PRINTSVR\Center Media -Xerox 
(Center Media -Xerox,LocalsplOnly) Printer    
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-PRINTSVR\Conference Room B&W 
(HP LaserJet 2300 Series PCL 5,LocalsplOnly) Printer    

\\CA-PRINTSVR\E$ 
(E:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-PRINTSVR\Front Work Center- Xerox 
(Front Work Center,LocalsplOnly) Printer    

\\CA-PRINTSVR\HP Color LaserJet Real Estate 
(HP Color LaserJet Real Estate,LocalsplOnly) Printer    

\\CA-PRINTSVR\HP9040 
(Hi Vol - HP9040,LocalsplOnly) Printer    

\\CA-PRINTSVR\IPC$ IPC, Special    

\\CA-PRINTSVR\IT Workspace Bro 5370DW 
(IT Workspace Bro 5370DW,LocalsplOnly) Printer    

\\CA-PRINTSVR\L 
(L:\) Disk Everyone FullControl Allow 

\\CA-PRINTSVR\M 
(M:\) Disk Everyone FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-PRINTSVR\Mapping Bullpen B&W 
(Mapping Bullpen B&W,LocalsplOnly) Printer    

\\CA-PRINTSVR\N 
(N:\) Disk Everyone FullControl Allow 

\\CA-PRINTSVR\prnproc$ 
(P:\) Disk Everyone FullControl Allow 

\\CA-PRINTSVR\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

\\CA-PRINTSVR\prnproc$ 
(C:\windows\system32\spool\PRTPROCS) Disk NT SERVICE\TrustedInstaller FullControl Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

\\CA-PRINTSVR\Q 
(Q:\) Disk Everyone FullControl Allow 

\\CA-PRINTSVR\R 
(R:\) Disk Everyone FullControl Allow 

\\CA-PRINTSVR\RE Bullpen B&W 
(RE Bullpen B&W,LocalsplOnly) Printer    

\\CA-PRINTSVR\RE Bullpen Color Brother HL-3140CW 
series 
(RE Bullpen Color Brother HL-3140CW series,LocalsplOnly) 

Printer    

\\CA-PRINTSVR\Real Estate HP LaserJet 5200 
(Real Estate B&W - HP LaserJet 5200,LocalsplOnly) Printer    

\\CA-PRINTSVR\Real Estate Work Center - B&W 
(Real Estate Work Center - B&W,LocalsplOnly) Printer    

\\CA-PRINTSVR\Real Estate Work Center - Color 
(Real Estate Work Center - Color,LocalsplOnly) Printer    

\\CA-PRINTSVR\S 
(S:\) Disk Everyone FullControl Allow 

\\CA-PRINTSVR\Tangible Color - Brother HL-L8350CDW 
(Tangible Color - Brother HL-L8350CDW,LocalsplOnly) Printer    

\\CA-PRINTSVR\Tangible HP LaserJet P2050 Series PCL6 
BW 
(Tangible HP LaserJet P2050 Series PCL6 
BW,LocalsplOnly) 

Printer    
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1.9 - CA-VAL 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\CA-CAMA\ATTACH 
(D:\ATTACH) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\CA-CAMA\automate 
(T:\automate) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\CA-CAMA\D 
(D:\) Disk Everyone 

 ✓ ✓ 

\\CA-CAMA\OLTP 
(E:\OLTP) Disk Everyone 

✓ ✓ ✓ 

\\CA-CAMA\PACSINSTALL 
(E:\PACSINSTALL) Disk Everyone 

✓ ✓ ✓ 

\\CA-CAMA\PACS_Export 
(T:\PACS_Export) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\CA-CAMA\TAAppSvrDataExport 
(C:\Program Files\True 
Automation\TAAppSvr\TAAppSvrDataExport) 

Disk Everyone 
✓ ✓ ✓ 
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File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-CAMA\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\CA-CAMA\AIQRemote$ 
(C:\Program Files\Tandberg Data\AccuGuard Enterprise for 
RDX\Server\Remote) 

Special NT SERVICE\TrustedInstaller FullControl Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

CREATOR OWNER Special (268435456) Allow 

\\CA-CAMA\ATTACH 
(D:\ATTACH) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

\\CA-CAMA\automate 
(T:\automate) Disk Everyone FullControl Allow 

NT AUTHORITY\SERVICE ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\bgodwin FullControl Allow 

IRCPA\dwhite FullControl Allow 

CA-CAMA\SQLServerReportServerUser$CA-
CAMA$MSRS10_50.MSSQLSERVER 

Modify, Synchronize Allow 

CA-CAMA\SQLServerDTSUser$CA-CAMA Modify, Synchronize Allow 

CA-CAMA\SQLServerSQLAgentUser$CA-
CAMA$MSSQLSERVER 

Modify, Synchronize Allow 

\\CA-CAMA\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-CAMA\D 
(D:\) Disk Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-CAMA\D$ 
(D:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\CA-CAMA\E$ 
(E:\) Special Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

\\CA-CAMA\IPC$ IPC, Special    

\\CA-CAMA\ObjectStore{0cddecc9-5341-423e-928b-
2eb0a6ffc645}$ 
(D:\ObjectStore{0cddecc9-5341-423e-928b-2eb0a6ffc645}) 

Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users CreateFiles, AppendData Allow 

\\CA-CAMA\ObjectStore{0dbdcdae-3775-4f9e-826e-
0017ab75ec0b}$ 
(E:\ObjectStore{0dbdcdae-3775-4f9e-826e-0017ab75ec0b}) 

Special Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

\\CA-CAMA\ObjectStore{4857070d-20c7-4faf-962f-
809f8ec419b4}$ 
(T:\ObjectStore{4857070d-20c7-4faf-962f-809f8ec419b4}) 

Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users CreateFiles, AppendData Allow 

\\CA-CAMA\OLTP 
(E:\OLTP) Disk Everyone FullControl Allow 

CREATOR OWNER FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users CreateFiles, AppendData, Synchronize Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

IRCPA\ta01 FullControl Allow 

\\CA-CAMA\PACSINSTALL 
(E:\PACSINSTALL) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

\\CA-CAMA\PACS_Export 
(T:\PACS_Export) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\RKnight FullControl Allow 

\\CA-CAMA\T$ 
(T:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\CA-CAMA\TAAppSvrDataExport 
(C:\Program Files\True 
Automation\TAAppSvr\TAAppSvrDataExport) 

Disk Everyone FullControl Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 
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1.10 - dwhiteacer 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\dwhiteacer\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\Administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\dwhiteacer\ADMIN$ 
(C:\WINDOWS) Special Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGES 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\dwhiteacer\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\dwhiteacer\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\dwhiteacer\IPC$ IPC, Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 
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BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

   

\\dwhiteacer\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk    

Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 
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1.11 - FILESERVER1 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\FILESERVER1\CertEnroll 
(C:\windows\system32\CertSrv\CertEnroll) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\FILESERVER1\Common 
(E:\PA_Data\Common) Disk     

\\FILESERVER1\linette 
(E:\Profiles\linette) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER1\Mobile Video 
(E:\PA_Data\Real Estate\Mobile Video) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER1\MobileVideo 
(E:\PA_Data\Real Estate\Mobile Video) Disk Everyone 

 ✓ ✓ 

\\FILESERVER1\NETLOGON 
(C:\windows\SYSVOL\sysvol\ircpa.org\SCRIPTS) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 
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   FULL CONTROL CHANGE READ 

\\FILESERVER1\PA_Data 
(E:\PA_Data) Disk Everyone 

 ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

IRCPA\BGodwin 
 ✓ ✓ 

IRCPA\Assesment 
 ✓ ✓ 

IRCPA\Millie 
 ✓ ✓ 

IRCPA\dwhite 
✓ ✓ ✓ 

IRCPA\SkylaKettering 
 ✓ ✓ 

IRCPA\Mapping 
 ✓ ✓ 

IRCPA\Tangible 
 ✓ ✓ 

IRCPA\Real Estate 
 ✓ ✓ 

IRCPA\SkylaK 
 ✓ ✓ 

IRCPA\jhicks 
 ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

IRCPA\bgodwin 
 ✓ ✓ 

\\FILESERVER1\PA_Data1 
(C:\DfilesvrRoots\PA_Data1) Disk Everyone 

 ✓ ✓ 

\\FILESERVER1\PA_Public 
(C:\DfilesvrRoots\PA_Public) Disk Everyone 

 ✓ ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\FILESERVER1\Profiles 
(E:\Profiles) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER1\Real Estate 
(E:\PA_Data\Real Estate) Disk     

\\FILESERVER1\SCANS - FrtCopier 
(E:\SCANS - FrtCopier) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER1\SYSVOL 
(C:\windows\SYSVOL\sysvol) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

NT AUTHORITY\Authenticated Users 
✓ ✓ ✓ 
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File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\FILESERVER1\wfrcmbr$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\FILESERVER1\BlbMountedVolumes 
(C:\windows\BlbMountedVolumes) Special CREATOR OWNER FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Backup Operators FullControl Allow 

\\FILESERVER1\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2019/01/18 

 

 Page 56 of 96 

PROPRIETARY & CONFIDENTIAL  

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\FILESERVER1\CertEnroll 
(C:\windows\system32\CertSrv\CertEnroll) Disk NT SERVICE\TrustedInstaller FullControl Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

\\FILESERVER1\Common 
(E:\PA_Data\Common) Disk Everyone Modify, Synchronize Allow 

NT AUTHORITY\RESTRICTED ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\Assesment Modify, Synchronize Allow 

IRCPA\bgodwin Modify, Synchronize Allow 

IRCPA\dwhite FullControl Allow 

IRCPA\Skyla Office Users Modify, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

IRCPA\Tangible Modify, Synchronize Allow 

IRCPA\Real Estate Modify, Synchronize Allow 

IRCPA\RealProperty Modify, Synchronize Allow 

IRCPA\Restrict ReadAndExecute, Synchronize Allow 

\\FILESERVER1\E$ 
(E:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\FILESERVER1\IPC$ IPC, Special    

\\FILESERVER1\linette 
(E:\Profiles\linette) Disk NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\milliet FullControl Allow 

\\FILESERVER1\Mobile Video 
(E:\PA_Data\Real Estate\Mobile Video) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\WayneG Modify, Synchronize Allow 

IRCPA\bgodwin FullControl Allow 

IRCPA\dwhite FullControl Allow 

IRCPA\Real Estate FullControl Allow 

\\FILESERVER1\MobileVideo 
(E:\PA_Data\Real Estate\Mobile Video) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\WayneG Modify, Synchronize Allow 

IRCPA\bgodwin FullControl Allow 

IRCPA\dwhite FullControl Allow 

IRCPA\Real Estate FullControl Allow 

\\FILESERVER1\NETLOGON 
(C:\windows\SYSVOL\sysvol\ircpa.org\SCRIPTS) Disk CREATOR OWNER Modify, Synchronize Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Server Operators Modify, Synchronize Allow 
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IRCPA\FieldInfoSystem ReadAndExecute, Synchronize Allow 

NT AUTHORITY\Authenticated Users ReadAndExecute, Synchronize Allow 

NT AUTHORITY\Authenticated Users Special (-1610612736) Allow 

BUILTIN\Server Operators ReadAndExecute, Synchronize Allow 

BUILTIN\Server Operators Special (-1610612736) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

CREATOR OWNER Special (268435456) Allow 

\\FILESERVER1\PA_Data 
(E:\PA_Data) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator ReadAndExecute, Synchronize Allow 

IRCPA\bgodwin ReadAndExecute, Synchronize Allow 

IRCPA\dwhite FullControl Allow 

IRCPA\PA_administration FullControl Allow 

IRCPA\Real Estate ReadAndExecute, Synchronize Allow 

\\FILESERVER1\PA_Data1 
(C:\DfilesvrRoots\PA_Data1) Disk NT AUTHORITY\SYSTEM FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

CREATOR OWNER Special (268435456) Allow 

\\FILESERVER1\PA_Public 
(C:\DfilesvrRoots\PA_Public) Disk NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

CREATOR OWNER Special (268435456) Allow 

\\FILESERVER1\Profiles 
(E:\Profiles) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

\\FILESERVER1\Real Estate 
(E:\PA_Data\Real Estate) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 
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BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\bgodwin ReadAndExecute, Synchronize Allow 

IRCPA\dwhite FullControl Allow 

IRCPA\Real Estate FullControl Allow 

\\FILESERVER1\S$ 
(S:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\FILESERVER1\SCANS - FrtCopier 
(E:\SCANS - FrtCopier) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

\\FILESERVER1\SYSVOL 
(C:\windows\SYSVOL\sysvol) Disk CREATOR OWNER Special (-536084480) Allow 

NT AUTHORITY\Authenticated Users Special (-1610612736) Allow 
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NT AUTHORITY\Authenticated Users ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (-536084480) Allow 

BUILTIN\administrators Write, ReadAndExecute, 
ChangePermissions, TakeOwnership, 
Synchronize 

Allow 

BUILTIN\Server Operators Special (-1610612736) Allow 

BUILTIN\Server Operators ReadAndExecute, Synchronize Allow 
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1.12 - FILESERVER2 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\FILESERVER2\wfrcmbristration 
(D:\fileserver2_data\wfrcmbristration) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER2\Assesment 
(E:\fileserver2_data\Assesment) Disk Everyone 

✓ ✓ ✓ 

\\FILESERVER2\Assesment2 
(D:\fileserver2_data\Assesment) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER2\AVG Install 
(E:\fileserver2_data\IT\AVG Install) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER2\Front Office 
(E:\fileserver2_data\Front Office) Disk Everyone 

 ✓ ✓ 

\\FILESERVER2\Front Office2 
(D:\fileserver2_data\Front Office) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 
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SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\FILESERVER2\IT 
(E:\fileserver2_data\PA_DATA\IT) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

IRCPA\Information Systems 
✓ ✓ ✓ 

\\FILESERVER2\IT2 
(D:\fileserver2_data\IT) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER2\IT3 
(D:\fileserver2_data\PA_DATA\IT) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER2\NETLOGON 
(C:\windows\SYSVOL\sysvol\ircpa.org\SCRIPTS) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

\\FILESERVER2\SYSVOL 
(C:\windows\SYSVOL\sysvol) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

NT AUTHORITY\Authenticated Users 
✓ ✓ ✓ 
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   FULL CONTROL CHANGE READ 

\\FILESERVER2\Tangible 
(E:\fileserver2_data\Tangible) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

IRCPA\Tangible 
 ✓ ✓ 

IRCPA\PersonalProperty 
 ✓ ✓ 

\\FILESERVER2\Tangible Returns for exempt 
(E:\fileserver2_data\Tangible Returns for exempt) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER2\Tangible Returns for exempt2 
(D:\fileserver2_data\Tangible Returns for exempt) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

\\FILESERVER2\Tangible2 
(D:\fileserver2_data\Tangible) Disk BUILTIN\administrators 

✓ ✓ ✓ 

Everyone 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\FILESERVER2\wfrcmbr$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\FILESERVER2\wfrcmbristration 
(D:\fileserver2_data\wfrcmbristration) Disk Everyone FullControl Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\Assesment FullControl Allow 

\\FILESERVER2\Assesment 
(E:\fileserver2_data\Assesment) Disk    

\\FILESERVER2\Assesment2 
(D:\fileserver2_data\Assesment) Disk Everyone ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 
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BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\Assesment FullControl Allow 

\\FILESERVER2\AVG Install 
(E:\fileserver2_data\IT\AVG Install) Disk    

\\FILESERVER2\C$ 
(C:\) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\FILESERVER2\D$ 
(D:\) Special Everyone ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users AppendData Allow 

BUILTIN\Users CreateFiles Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\FILESERVER2\Front Office 
(E:\fileserver2_data\Front Office) Disk    
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\FILESERVER2\Front Office2 
(D:\fileserver2_data\Front Office) Disk Everyone ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\Frontoffice FullControl Allow 

IRCPA\Assesment FullControl Allow 

\\FILESERVER2\IPC$ IPC, Special    

\\FILESERVER2\IT 
(E:\fileserver2_data\PA_DATA\IT) Disk    

\\FILESERVER2\IT2 
(D:\fileserver2_data\IT) Disk Everyone ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\Assesment ReadAndExecute, Synchronize Allow 

IRCPA\InformationServices FullControl Allow 

IRCPA\dwhite FullControl Allow 

IRCPA\dwhite FullControl Allow 

IRCPA\csimpson FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\FILESERVER2\IT3 
(D:\fileserver2_data\PA_DATA\IT) Disk Everyone ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\Assesment ReadAndExecute, Synchronize Allow 

IRCPA\IS WFRCMBR FullControl Allow 

IRCPA\ITSupport FullControl Allow 

\\FILESERVER2\NETLOGON 
(C:\windows\SYSVOL\sysvol\ircpa.org\SCRIPTS) Disk CREATOR OWNER Modify, Synchronize Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Server Operators Modify, Synchronize Allow 

IRCPA\FieldInfoSystem ReadAndExecute, Synchronize Allow 

NT AUTHORITY\Authenticated Users ReadAndExecute, Synchronize Allow 

NT AUTHORITY\Authenticated Users Special (-1610612736) Allow 

BUILTIN\Server Operators ReadAndExecute, Synchronize Allow 

BUILTIN\Server Operators Special (-1610612736) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

CREATOR OWNER Special (268435456) Allow 

\\FILESERVER2\SYSVOL 
(C:\windows\SYSVOL\sysvol) Disk CREATOR OWNER Special (-536084480) Allow 

NT AUTHORITY\Authenticated Users Special (-1610612736) Allow 

NT AUTHORITY\Authenticated Users ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (-536084480) Allow 

BUILTIN\administrators Write, ReadAndExecute, 
ChangePermissions, TakeOwnership, 
Synchronize 

Allow 

BUILTIN\Server Operators Special (-1610612736) Allow 

BUILTIN\Server Operators ReadAndExecute, Synchronize Allow 

\\FILESERVER2\Tangible 
(E:\fileserver2_data\Tangible) Disk    

\\FILESERVER2\Tangible Returns for exempt 
(E:\fileserver2_data\Tangible Returns for exempt) Disk    

\\FILESERVER2\Tangible Returns for exempt2 
(D:\fileserver2_data\Tangible Returns for exempt) Disk Everyone ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\Assesment ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

IRCPA\dwhite FullControl Allow 

IRCPA\Tangible FullControl Allow 

\\FILESERVER2\Tangible2 
(D:\fileserver2_data\Tangible) Disk Everyone ReadAndExecute, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators FullControl Allow 

IRCPA\administrator FullControl Allow 

IRCPA\Tangible FullControl Allow 

IRCPA\ITSupport FullControl Allow 
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1.13 - FRNTCUSTSERVCUB 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\FRNTCUSTSERVCUB\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\FRNTCUSTSERVCUB\wfrcmbr$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\FRNTCUSTSERVCUB\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\FRNTCUSTSERVCUB\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\FRNTCUSTSERVCUB\IPC$ IPC, Special    

\\FRNTCUSTSERVCUB\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 

  



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2019/01/18 

 

 Page 75 of 96 

PROPRIETARY & CONFIDENTIAL  

1.14 - gilesmsi 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\gilesmsi\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\Administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\gilesmsi\ADMIN$ 
(C:\WINDOWS) Special Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL ReadAndExecute, Synchronize Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGES 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\gilesmsi\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\gilesmsi\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\gilesmsi\IPC$ IPC, Special    

\\gilesmsi\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 
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1.15 - ibranaugh-hp400 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

No shares containing user/group permissions 
 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\ibranaugh-hp400\ADMIN$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\ibranaugh-hp400\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\ibranaugh-hp400\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\ibranaugh-hp400\E$ 
(E:\) Special Everyone Special (-1) Allow 

\\ibranaugh-hp400\IPC$ IPC, Special    
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1.16 - KYLE-HP308 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\KYLE-HP308\D 
(D:\) Disk Everyone 

✓ ✓ ✓ 

\\KYLE-HP308\SQLEXPRESS 
(\\?\GLOBALROOT\Device\RsFx0103\<localmachine>\sql
svrEXPRESS) 

Disk NT AUTHORITY\Authenticated Users 
 ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\KYLE-HP308\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\KYLE-HP308\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\KYLE-HP308\D 
(D:\) Disk NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\KYLE-HP308\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\KYLE-HP308\IPC$ IPC, Special    

\\KYLE-HP308\SQLEXPRESS 
(\\?\GLOBALROOT\Device\RsFx0103\<localmachine>\sqlsv
rEXPRESS) 

Disk    

\\KYLE-HP308\W$ 
(W:\) Special    

\\KYLE-HP308\X$ 
(X:\) Special    

\\KYLE-HP308\Y$ 
(Y:\) Special    
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1.17 - KYLE-HP400 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\KYLE-HP400\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\KYLE-HP400\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\KYLE-HP400\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\KYLE-HP400\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\KYLE-HP400\E$ 
(E:\) Special Everyone Special (-1) Allow 

\\KYLE-HP400\IPC$ IPC, Special    

\\KYLE-HP400\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 
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1.18 - milliehpz240 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

No shares containing user/group permissions 
 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\milliehpz240\ADMIN$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\milliehpz240\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\milliehpz240\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\milliehpz240\IPC$ IPC, Special    
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1.19 - REMOTE-TL 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\REMOTE-TL\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\REMOTE-TL\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\REMOTE-TL\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\REMOTE-TL\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\REMOTE-TL\E$ 
(E:\) Special Everyone Special (-1) Allow 

\\REMOTE-TL\IPC$ IPC, Special    

\\REMOTE-TL\print$ 
(C:\windows\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 
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1.20 - RKNIGHT-DESKPC 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

No shares containing user/group permissions 
 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\RKNIGHT-DESKPC\WFRCMBR$ 
(C:\windows) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 

\\RKNIGHT-DESKPC\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 
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SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\administrators Special (268435456) Allow 

BUILTIN\administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\RKNIGHT-DESKPC\IPC$ IPC, Special    
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1.21 - sketteringprodskhp 
 

Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP SHARE PERMISSIONS 

   FULL CONTROL CHANGE READ 

\\sketteringprodskhp\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk Everyone 

  ✓ 

BUILTIN\Administrators 
✓ ✓ ✓ 

 
 

File System Permissions for Share 
 

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

\\sketteringprodskhp\ADMIN$ 
(C:\WINDOWS) Special CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM Modify, Synchronize Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators Modify, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

NT SERVICE\TrustedInstaller Special (268435456) Allow 

NT SERVICE\TrustedInstaller FullControl Allow 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2019/01/18 

 

 Page 95 of 96 

PROPRIETARY & CONFIDENTIAL  

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
RESTRICTED APPLICATION PACKAGES 

Special (-1610612736) Allow 

\\sketteringprodskhp\C$ 
(C:\) Special NT AUTHORITY\Authenticated Users AppendData Allow 

NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

\\sketteringprodskhp\D$ 
(D:\) Special NT AUTHORITY\Authenticated Users Special (-536805376) Allow 

NT AUTHORITY\Authenticated Users Modify, Synchronize Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 



YOUR COMPANY 
MSP WEBSITE URL 
MSP PHONE 
MSP EMAIL  

Prepared for:  
Your Customer / Prospect 
Scan Date:  
2019/01/18 

 

 Page 96 of 96 

PROPRIETARY & CONFIDENTIAL  

SHARE SHARE TYPE USER/GROUP FILE SYSTEM PERMISSIONS TYPE 

BUILTIN\Users ReadAndExecute, Synchronize Allow 

BUILTIN\Users Special (-1610612736) Allow 

\\sketteringprodskhp\E$ 
(E:\) Special Everyone Special (-1) Allow 

\\sketteringprodskhp\IPC$ IPC, Special    

\\sketteringprodskhp\print$ 
(C:\WINDOWS\system32\spool\drivers) Disk Everyone ReadAndExecute, Synchronize Allow 

Everyone Special (-1610612736) Allow 

CREATOR OWNER Special (268435456) Allow 

NT AUTHORITY\SYSTEM Special (268435456) Allow 

NT AUTHORITY\SYSTEM FullControl Allow 

BUILTIN\Administrators Special (268435456) Allow 

BUILTIN\Administrators FullControl Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

Special (-1610612736) Allow 

APPLICATION PACKAGE AUTHORITY\ALL 
APPLICATION PACKAGES 

ReadAndExecute, Synchronize Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

Special (-1610612736) Allow 

S-1-15-3-1024-4044835139-2658482041-
3127973164-329287231-3865880861-
1938685643-461067658-1087000422 

ReadAndExecute, Synchronize Allow 

  


