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Cyber Hawk Virtual Appliance for Cyber Hawk — Installation Guide

Purpose of this Guide

This guide is intended for users of the RapidFire Tools Software Appliance for Cyber
Hawk. The appliance must be installed within a Microsoft Hyper-V or VMware
environment to operate one or more of the Software Appliances.

The instructions here will guide you through the installation process for both Hyper-V and
VMware.

Additional guides are available for Cyber Hawk. This guide is designed to be used in
conjunction with other supplementary guides available at www.rapidfiretools.com/nd.

RapidFire Tools Server vs. Virtual Appliance

Cyber Hawk requires that you install either the A) RapidFire Tools Server or B) Virtual
Appliance on the target network to be assessed. This guide covers how to install the
Virtual Appliance.

» The RapidFire Tools Server is a Windows service installed on a PC on the target
network. It is quick and simple to install, but it cannot perform an internal
vulnerability scan on the target network. Nonetheless, the RapidFire Tools Server
can still identify a great number of security issues within the assessment
environment.

» The RapidFire Tools Virtual Appliance is a virtual machine that must be installed
on a PC on the target network using Hyper-V or VMWare. It takes slightly more time
to install, but it can perform an internal vulnerability scan on the target network.

In general, we recommend deploying the RapidFire Tools Server for its ease of
use. However, if you require an Internal Vulnerability Scan of the target network, you
should use the Virtual Appliance. Refer to the table below for a quick breakdown of the
RapidFire Tools Server's pros and cons (as compared to the Virtual Appliance).

RapidFire Virtual

Features Tools Server | Appliance

Easier/faster to install v
Less configuration to collect consistent scan v
data
© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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ag-hypv-installation.htm
ag-vmware-installation.htm
http://www.rapidfiretools.com/nd

Virtual Appliance for Cyber Hawk — Installation Guide

Features

RapidFire

Tools Server

Virtual
Appliance

Cyber Hawk

Lower system requirements

Requires scan hosts on the target network

Can perform internal vulnerability scan

RapidFireTools’

© 2023 RapidFire Tools, Inc. All rights reserved.
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Cyber Hawk Virtual Appliance for Cyber Hawk — Installation Guide

Virtual Appliance System Requirements

The following is a list of computer and software system requirements that are necessary
to INSTALL the Virtual Appliance:

Hyper-V Installation System Requirements

1. Microsoft Hyper-V Enabled Server or Workstation Requirements:

a. Microsoft Hyper-V enabled Windows Server 2012 or higher server operating
system

OR

b. Microsoft Hyper-V enabled Windows 10 Pro or higher server operating system

Note: Hyper-V Management Tools must be included when installing
Hyper-V using the Windows Programs and Features option, or via the
PowerShell on a Hyper-V Server Core installation.

2. Recommended Virtual Memory Availability Requirement: 8 GB of free and
available Virtual Memory in the Hyper-V environment*

3. Recommended Disk Space Requirement: 20 GB of free disk space

4. Recommended Processor for Dedicated and Non-Dedicated Systems Hyper-
V Installations

a. Dedicated Microsoft Hyper-V System to run the Virtual Appliance
Recommendation: Intel i5 or faster processor for dedicated deployments

b. Non-Dedicated Microsoft Hyper-V System used to run other guest instances
and run the Virtual Appliance

Recommendation: Intel Xeon class server processors capable for hosts
running multiple instances

Note: These memory requirements are over and above the host
machine’s current memory requirements for Windows, Hyper-V, and any
other application memory requirements that must be met by the host
machine.

. »

5. Access to the Internet.

© 2023 RapidFire Tools, Inc. All rights reserved.



Virtual Appliance for Cyber Hawk — Installation Guide Cyber Hawk

VMware System Requirements
VMware Version: ESXi 5.5 or higher

Virtual Machine Memory: 8 GB available
Virtual Disk Size: 20 GB
Additional requirements include: PowerCLI 6.3 and access to the Internet.

In order to be able to use the Virtual Appliance, the appliance must be licensed from
RapidFire Tools for installation and use.

© 2023 RapidFire Tools, Inc. All rights reserved.
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RapidFire Tools Server and Virtual Appliance Firewall
Requirements

MSP Partners and end customers using RapidFire Tools appliances (Server or Virtual
Appliance) should configure the firewall rules on their networks to enable access to the
following RapidFire Tools URLs. This list applies to all Servers and Virtual Appliances
(Audit Guru, Cyber Hawk, Reporter, and Inspector).

» gatekeeper.rapidfiretools.com

» go.rapidfiretools.com

» au.rapidfiretools.com

e go-eu.rapidfiretools.com

e go-au.rapidfiretools.com

» wcflb.rapidfiretools.com

» wcflb-eu.rapidfiretools.com

» wcflb-au.rapidfiretools.com

e api.ndglue.com

» networkdetective.s3.amazonaws.com

» download.rapidfiretools.com

The RapidFire Tools Server requires access to port 443.

The Virtual Appliance requires access to the Greenbone Community Feed at
feed.community.greenbone.net using port 873.



Cyber Hawk Installation Procedure for Hyper-V

To perform the installation of the Virtual Appliance for Hyper-V, follow the instructions
below.

Step 1 — Download and Run the Virtual Appliance Installer

The Installer file is a self-extracting ZIP file that is used to initiate the installation of the
Virtual Appliance on the host system. To begin the installation procedure:
1. Download and run the Cyber Hawk Virtual Appliance Installer file at

https://www.rapidfiretools.com/nd. The Installer file is named
RapidFireToolsApplianceSetup.exe.

Important: Be sure to download the "Virtual Appliance Installer", and NOT the
RapidFire Tools Server installer.

2. After downloading the installer, right click on RapidFireToolsApplianceSetup.exe
and click Run as Administrator.

& ] =1 Application Tools  Downloads
Home Share View Manage
&« v 4 & > ThisPC » Downloads
~
Name Date fified Typ
st Quick access
Deskt J) AppliancsSatun 13719/9017 2AA DA Amglicatio
I Desktop Open
& Downloads ®) Run as administrator
= Documents Troubleshoot :Dmpatlblﬁy
=] Pictures Pin to Start
I This pC E Scan with Windows Defender...
& Share with >
MNetwork
o Pin to taskbar
Restore previous versi

3. Use the Unzip option to unzip the files into a folder location of your choice and start


https://www.rapidfiretools.com/nd

the installation program.

To unzip all files in this zelf-extractar file to the
zpecified folder press the Unzip button,

I} Run Wingip

nzip

il

Unzip to folder:

AppD atatLocalTem Browse... | Cloze

Iv Ovenarite files without prompting About

[v “when done unzipping oper;
Help

Pl

Mdppliancesetup. exe

Important: You must have Administrator privileges and access rights in order to
complete the installation process successfully.
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Step 2 — Select Target

1. Select the Microsoft Hyper-V option to install on a Hyper-V enabled system.

-- Microsoft

‘mm Hyper-V

> (B vimware
2. Click Next.
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Step 3 — Verify that Installation Requirements are Met

In this step, the installer checks to see if the host system meets the system requirements.
These requirements include:

» Hyper-V enablement status

e minimum memory requirements necessary for installation

» amount of available disk space

@ Metwork Datective Virtual Appliance Installer = o x
" Ingtall Target Checking Minimum Installation Requirements for Hyper-V
v Requirements (Hyper-V) Intemet Access: v Raquires acoess 1o the inbemet.

Hardware Platform Requires installation on physical hardware

Hyper-V Enabled: v Regquires Hyper-V Platfom featune installed and enabled
Hyper-V PS Module: " Requires Hyper-V Madube for Windows Powershel featire instaled
Execution Policy: " Flequines Powershed alow exscution pobcy of Unrestricted

Memory: e Requires a mirimumn of 2 GE of allocable RAM for Vinual Machines,
Disk: v Requires a mirimum of 10 GB disk space
Becheck Requérements

CPU Requirements

We recommend the hast sysbem have an i5 or faster processor for dedicated deployments and Xeon senver class
processors of better for hosts nunning multiple instances.

« Back Hext > Cancal

If a particular requirement is not met, the installer will present an error status:
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@ Metwork Datective Virtual Appliance Installer = u x

v Install Target Checking Minimum Installation Requirements for Hyper-V

v Requirements (Hyper-V) Intemet Access: Racuires access to the intemet.

Hardware Platform: Requires installation on physical hardwane

HyperV Enabled: " Regures Hyper '\ Platfom festure inslaled and enabled

Hyper-V PS Module: Reguires Hyper-V' Madule for Windows Powershell feature instaled
Execution Policy: " Requires Powershel alow execution pobcy of Unrestricted

Memory: v Requires a mirimumn of 2 GE of allocable RAM for Vinual Machines,
Disk: X Requires a minimu of 10 GE disk space
Becheck Requircments

CPU Requirements

We recommend the hast system have an i5 o faster processor for dedicated deployments and Xeon senver class
processors of better for hosts running multiple guest instances

« Back Hext > Cancal

When all requirements are checked successfully, click Next.

Overriding Disk Space Requirements
If the installer detects that there is not enough disk space to meet the minimum installation

requirements, a red X will appear next to the disk space requirement.

The Installer will present an option for you “override” the disk space requirement. Click |
already have the Virtual Hard Drives downloaded on this machine to override the
requirement.
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@ Metwork Detective Virtual Appliance Installer = ] x

" Install Target Checking Minimum Installation Requirements for Hyper-V

v Requirements (Hyper-V) Interred Access. v Raquines acoess to the inbemet.
Hardware Platform: Requires installation on physical hardware
Hyper-V Enabled: v Requires Hyper-V' Platform feature installed and enabled

Hyper-V PS Module: Reguires Hyper-V' Madule for Windows Powershell feature instaled
Execution Policy: Requires Powershed alow ewecution polcy of Unrestricted
Memory: v Requires a mirimumn of 2 GE of allocable RAM for Vinual Machines,
Disk: r o o Bk e
Becheck Requinements

CPU Requirements

We recommend the hast system have an i5 o faster processor for dedicated deployments and Xeon senver class
processors of better for hosts nunning multiple guest instances:

< Back Mt > Cancal

Alternatively, if you choose to free up some disk space, click Recheck Requirements to
attempt to continue the installation process.

Checking Minimum Installation Requirements for Hyper-V

Internet Access: v Recuires access bo the inlemet

Hardware Platform: " Requirea inatallation on physical hardwane.

HyperV Enabled: " Reequires Hyper/ Platform festure installed and enabled

HyperV PS Module: " Reguires Hyper-V' Modula for Windows Powershell feature installed

Execution Policy: " Fiequines Powershel slow execution poiicy of Unmestricted
Memorny: v Regquires a mnmum of 2 GB of allocable RAM for Vitual Machines.
Disk: x Feecuires & mirimum of 10 GE disk space:

CPU Requirement =

We recommend the host system have an i5 or faster processor for dedicated deployments and Xeon server class
processors ar better for hasts nning muliple guest inslances

Once the system has been configured to meet the disk space requirement, or the disk
space requirement has been overridden, click Next.
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Step 4 — Enter the Network Detective Account Credentials

In this step, enter your Network Detective account credentials in order to retrieve the list of
Appliance IDs available for your account. To do this:

1. Enter valid Network Detective account login credentials.

2. Click Next.
@ Inspector 2 Installer - v2021.02.02.01 = u =
" Install Target Network Detective Credenbals
" Requirsments (Hyper-v) Lag irtes your Netwark Detective aceount (o retreve a kst of avalable Appliance IDs
Lisemm, @yCo
Network Detective Credentials il — = | —
Fassword. | sssssssssssnses
Back et > Cancel

Virtual Appliance ID Requirements

If during the login process you receive the “No available Appliance IDs are associated
with this account” message, contact the Technical Support Team at RapidFire Tools to
verify that at least one valid Virtual Appliance ID has been assigned to the user’s Network

Detective account.
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@ Metwork Detective Virtual Appliance Installes = u =

+ Install Target Network Detective Credenbals

¥ Requiremants [Hyper-v) Log into your Netwark Detective account 1o retieve a kst of avalable Spplance 10

" . dale Usemame: |user@hlyCo com|

Fassword. | sssssssssssnses

Invalid login and password

Step 5 — Select Appliance ID Screen

After the Network Detective login credentials have been authenticated, you must assign
an available Appliance ID that has been allocated to the user’s Network Detective
account to the Virtual Appliance that is being installed.

The Appliance ID Window will display all of the Appliance IDs assigned to the user’s
account.

To the right of each Appliance ID value is a list of the Software Appliances (i.e. Cyber
Hawk, Reporter, and/or Inspector) that are provisioned to operate with each Appliance ID.
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\} Inspector 2 Installer - v2021.02.02.

01

U"Install Target

" Requirements (Hyper-v)

" Netwark Detectve Credentials

v Appliance ID

Appliance ID

Select the Appliance ID you wish to associabe with the Vidual Appliance. Ensure that the
sslected apphance s propary provisoned for the desred features

Forsiable Apphance IDs
[NDA1-2488 Detector) |
MNOAT-31 Detector)
MHDAT-367 (Detachor)
HDAY-37  [Detectorn)
HDAT-38 (Detector)
HOA1-45 | (Reporer)
HDAT4T  [Detector)
HDAT-SZ  (Detector)
HDAT-5400 (Detector)
HDA1-E5 | (Detecton)
HDAT-TS (Detector)
HDAT-8370 Detector)
HOAT-860 1 (Detecion)
HNDA154  (Reporer)

[] Enable automatic updates for the Vitual Appliance.

Update Ste: (@ Production () Beta (_) Alpha

Select the Appliance ID that is to be assigned to the Virtual Appliance that is being

installed.

Then, choose how to update the appliance. Select whether to update to the Production,
Beta, or Alpha version when such updates become available.

Record the Appliance ID for the Virtual Appliance Installation

Upon selection of the Appliance ID, the Appliance ID should be recorded so that the user
knows which Appliance ID has been associated with the Virtual Appliance’s installation.

After selecting and recording the Appliance ID to be assigned to the Virtual Appliance
installation, select the Next button to proceed to the next step of downloading the Virtual
Machines that are required to complete the Virtual Appliance’s installation.

17



Step 6 — Download VMs

In this step, download the VM image required to install the virtual appliance:

1. Click Browse and select a Download Folder for the VM image.

Note: If you have already downloaded the VM, select its folder. ]

@ Inspector 2 Installer - v2021.02.0201 - o x
v Install Target Download YMs
v Reguirements (Hyper-v) Salect the folder to download the VM images. F you have previously dowrloaded the

images, select the folder where they reside. Fress Next to begin the download if needed).

v Metwork Detsctive Credentials

| Browse

v Appliance ID

install Package Status: The install image does not exist. Clicking Next will download the lalest
v Download VMs image

2. Click Next button to initiate the download process. A window will be displayed to

present the progress of the VM download process. The Install Package Status bar
will display the progress of the VM download.

18



@ Network Detective Virtual Appliance Installer = ] x

" Install Target Download VMs
E { Sedect the folder to download the VM images. F you have previously downloaded the
¥ Requirements (Hyper-V) images. select the folder whene they reside. Press Next to begin the dawnload i needed).
" Metwork Dietactive Cradentials B Joad Fold :E'\ X Do NDAL &
+ Apgliance ID

Install Package Status: oy ZATTIITION 1553437443 bytes wanafered (17.5% congete).

v Download VMs

Once the VM has been downloaded (or you select a folder with a previously
downloaded VM), the Install Package Status will be updated.
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@ Network Detective Virtual Appliance Installer - =] =
v Install Tasget Download VMs
v B it % Select the folder to download the VM images. F you have previously downloaded the
aquesmecs [Eipecy) images. select the folder where they reside. Fress Next to begn the dawnload If needed).
v Metwork Deleciive Credentials | v
v Apgliance ID
install Package Status: Downloaded
v Download VMs
< Back Med > Cancel

3. Once the VMs have been downloaded or made available for installation, click Next.

20



Step 7 — Select Folder to Install Virtual Appliance

1. Click Browse and select an install folder for the appliance program files.

Note: The default installation folder is the system’s Hyper-V location folder. ]
@ Network Detective Virtual Appliance Installer - a *
+" Install Target Install Folder
i B m}u;mmm:mmm Machines. Thia is the folder the vitual hard dves
¥ Network Detective Credentisls PP XA Ficoram Dt \Microsolt \Windaws \Hyper- Erowse
v Appliance ID
+ Download VMs

v Install Folder

Back N > Cancel

2. Click Next to continue the installation process and configure the required Virtual
Switches.

21



Step 8 — Configure Required Virtual Switches

Important: The appliance requires an External Virtual Switch to be configured
within the Hyper-V instance. The switch is necessary for the appliance to be installed

and function.

In this step, you can either:

» Use an existing external Virtual Switch
» Create a new Virtual Switch on an existing network interface

Using an Existing External Virtual Switch

1. Select the Use an existing external Virtual Switch option.

Q Metwork Detective Virtual Appliance Installer

¥ Install Target Virtual Switches

¥ Requiremen ts (Hyper-¥) External Virtual Swilch

The Extemal Virtual Switch is used by the Vilual Applance to communicate with the comaorate netwark
and the Intemet. Please select which Network Adapter the Extemal Virtual Switch should use:

v Network Detective Credentials

(®) Use an edsting extemal Vitual Swich

v Applisnee ID
Edemal Vitual Switches:  NDA-Edemal- VS [Reakek PChe GBE Family Controller] ~

v Download YMs

() Create a new Virtual Switch on an existing network inberdace
¥ Install Folder

¥ Virtual Switches #i(F) Dual Band Wirsless-AC 3165

2. Use the drop-down menu to select a switch from a list of those available on the
Hyper-V system.
3. Click Next button to continue the installation process.
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Creating and Selecting a new External Virtual Switch

If the system being used is a new Hyper-V system and no External Virtual Switches are
set-up and available, or if you wish to create an External Virtual Switch to use with the

appliance:

1. Select the Create a new Virtual Switch on an existing Network Interface
option.

Q Metwork Detective Virtual Appliance Installer

¥ Install Target Virtual Switches

¥ Requiremen ts (Hyper-v) External Virtual Switch

The Extemal Vitual Swiich is used by the Vidual Applance to communicate with the comporate netwark
and the Intemet. Please select which Network Adapter the Exdemal Vitual Switch shoukd use.

¥ Network Detective Credentials

o Appliancs ID (0 Use an existing extemal Vitual Switch

o avalable exfemal vitual swiches -

v Download VMs

(@) Creste a new Vitual Switch on an existing network inteface

+Install Folder * Only network interdaces that ane not cumently configured in an exsting Vitual Switch wil be shown
¥ Virtual Switches Metwoek Interface Intel{R) Bthemet Connection 1217-LM v
Vitusl Switch Name:  [NDAEdemal-VS
Back Mend > Cancel

2. Next, select the Network Interface.

Note: Do not use a Wireless NIC as the Network Interface for the External
Virtual Switch.

3. Type in the name of the new External Virtual Switch.
4. Click Next.

23



Step 9 — Define Network Settings

In this step, the Appliance can use an IP Address assigned by DHCP or a static IP
address that you define.

Network Settings using DHCP

To set up the Appliance to obtain an IP address and DNS server information
automatically:

1. Select the “Obtain and IP address and DNS servers automatically (DHCP)’

option.
@ Metwork Detective Virtusl Applisnce Installer = ] =
" Invatall Target Network Settings
¥ Requirerm enits (Hypar-V) (@) Obtain an IF address and DNS servers automatically (DHCF)

v Metwork Detective Credentials () Use the flawing network sefting (tatic)

v fppliance |0

v Download VMs

v Install Folder

" Virual Switches

Metwork Settings

2. Click Next.

Network Settings using a Static IP Address

To define a static IP address for use by the Appliance:
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1. Select the “Use the following network settings (Static)” option.

2. Next, define the IP Address, Subnet Mask, Default Gateway, Preferred DNS
Server, and the Alternate DNS Server. The Alternate DNS Server setting is

optional.
Metwork Detective Virtual Appliance Installer = m] x
PP

¥ Inatall Targst Network Settings
¥ Requirements (Hypar-V) () Obtain an IF address and DNS servers automatically (DHCF)
" Metwork Del % Ciodentials ) Use the following network: setting [Static)
" Appliance ID P Address 192 168.1.101
f o R Subnet Mask 2552552550 /24 Oass ©)

Defaut Gateway 192.168.1.1
¥ lsiall Folder Prefered DNS Server. [132.168.1.10
i Paemate DNS Server: [132.168.1.11] | toptional)

Metwork Settings
Back Mead = Cancel

3. Click Next.

Step 10 — Proxy Settings
When installing any RapidFire Tools Virtual Appliance (Cyber Hawk,Inspector 2,Reporter,
and Audit Guru), you can specify a proxy server.
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Installer - v2018.07.30.01 - O *

Proxy Settings

[ A Proxy Serveris Required to Access the Intsmat

Test Proxy Settings

You will need:

Server name or IP address
o Port

Username

Password

Click Test Proxy Settings to be sure you can connect successfully.
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Step 11 — Verify Settings Prior to Installation

Prior to completion of the installation process, the Installer will present the Verify
Settings window.

Check, and, if necessary, modify the Appliance ID, Install Folder, the Virtual Switches
configuration, and the Virtual Hard Drive locations.

& Mebwark Detective Virtual &ppliance Installer - [m] X
" Install Target Verify Settings
v Requirements (Hyper-V) Configuration
Appliance 1D: NDAT-ES [Detector)
v Metwork Detective Credentials install Folder: C\ProgramData’Microsoft \Windows' Hyper-\'
¥ Appliance ID Virtual Machine
Hard Drive:  C\ProgramData’Microsoft\Windows \Hyper VWHDAT-E5 vhe
" Download VMs Switch: HDA-Extemal-v5 [intel(R) Bthemet Connection 12 -LM)
+ Install Folder Network Settings

IF Address:  (use DHCP)

¥ Virtual Switches

v Network Settings

¥ Verily Settings

After verifying the settings are correct, click the Install button.

This action will start the Virtual Appliance’s installation on the Hyper-V based system.
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Step 12 — Monitor Installation Progress Status

In this step, the installer details the status of the tasks performed during the installation.

& Metwork Detective Virtual Appliance Installer - O x
v Install Target Install
¥ Requiremaenits [Hypar-\) Instaliryg the Network Detective appiance. This process typically takes betwesn 10-20 mirutes.
Applanca 1D: NDAT-ES.  [Detector)
" Metwork Detective Credentials 2
Task Notes
v Appliance ID V' | Btrect Veual Machine Camgleted
e |Creste Btemal Vitual Seitch Cresting extermal vitual switch
v Download VMs Create Virtual Machine
Caonfigure Network Seftings
" Install Folder Obtain [P Address
Check VM Configuration Stabus
v Virual Switches
Ha= Configure Virtual Appliance Settings
¥ Network Sefiings Apphance Services Running
Update Vitual Appliance 1o Latest Version (via intemst)
v Verify Settings View Inatall Log
Install
< Back Finiish Cancal

If any installation task fails to complete, you can read a description of the issue in the
Notes column.

When a Task during the installation process fails to complete, the appliance installation
process is terminated. Click Retry Install Now to attempt the installation again.

When the installation process is successfully completed, a confirmation window will
appear.
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@
+" Install Target Install
" Requirements (Hyper-V) Irestaling the Network Detective applance. This process typacally takes between 10-20 minutes
> Appliance |D: NDAT-ES  [Debector)
£ ial:
Metwork Detective Credentials Task Nles

v Aogiance D v | Extract Vitusl Machine Completed

v | Create Exemal Vitual Swich Completed
" Download VMs v Create Vitual Machine Operational

v Configure Network Settings DHCP enabled
¥ Instoll Foldar v | Cotain IP Address

\/ Check VM Corfiguration Stabus Ready to be configured
» Virtual Switches

v | Configure Vinual Applance Settings Completed
¥ Network Setiings v | Apphance Senvices Running Runiring

v’ Lipdate Vitual Appliance o Latest Version (va infemet) | Completed
¥ Verify Seftings View Install Log
¥ Install

Installation Complete B
Congratulations! The Metwork Detective Appliance has been
installed and is ready for use.
< Hack Finish Cancal

After installing the appliance, be sure to double check that it meets the Virtual
Appliance Operational System Requirements.

Note: During the user’'s Remote Access to the Hyper-V system used to perform the
Virtual Appliance installation, the user may experience a temporary loss of Remote
Access connectivity.

In cases, where the user that is remotely accessing the Hyper-V system in order to
perform the installation of the Virtual Appliance, and the user creates a new External
Virtual Switch for the Virtual Appliance’s use, the established remote access network
connection will be momentarily terminated by the Hyper-V system.

The remote access software used to access the system should issue one or more
retries to re-establish the remote access connection to the Hyper-V system to enable
the user to complete the Virtual Appliance installation process.
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Step 13 — Confirm that Appliance Meets Operational
Requirements

Once you install the appliance, be sure that it meets the Operational Requirements:

» 6 GB Available RAM
» 20 GB Hard Drive Space

30



Cyber Hawk Installation Procedure for VMware

To perform the installation of the Virtual Appliance for VMware, please follow the
instructions below.

Step 1 — Download and Run the Virtual Appliance Installer

The Installer file is a self-extracting ZIP file that is used to initiate the installation of the
Virtual Appliance on the host system. To begin the installation procedure:
1. Download and run the Cyber Hawk Virtual Appliance Installer file at

https://www.rapidfiretools.com/nd. The Installer file is named
RapidFireToolsApplianceSetup.exe.

Important: Be sure to download the "Virtual Appliance Installer", and NOT the
RapidFire Tools Server installer.

2. After downloading the installer, right click on RapidFireToolsApplianceSetup.exe
and click Run as Administrator.

& ] =1 Application Tools  Downloads
Home Share View Manage
&« v 4 & > ThisPC » Downloads
~
Name Date fified Typ
st Quick access
Deskt J) AppliancsSatun 13719/9017 2AA DA Amglicatio
I Desktop Open
& Downloads ®) Run as administrator
= Documents Troubleshoot :Dmpatlblﬁy
=] Pictures Pin to Start
I This pC E Scan with Windows Defender...
& Share with >
MNetwork
o Pin to taskbar
Restore previous versi

3. Use the Unzip option to unzip the files into a folder location of your choice and start
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https://www.rapidfiretools.com/nd

the installation program.

To unzip all files in this zelf-extractar file to the
zpecified folder press the Unzip button,

I} Run Wingip

nzip

il

Unzip to folder:

AppD atatLocalTem Browse... | Cloze

Iv Ovenarite files without prompting About

[v “when done unzipping oper;
Help

Pl

Mdppliancesetup. exe

Important: You must have Administrator privileges and access rights in order to
complete the installation process successfully.
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Step 2 — Select Target

1. Select the VMware option to install on a VMware enabled system.

@ Network Detective Virtual Applisnce Installer - v2017.08.28.01 - (m} b4

" Install Target Install Target

°‘== Ihiim\;oﬁer—v

- (@) vimware

() Manual Configuration (Advanced)

2. Select the Next button to proceed with the installation.
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Step 3 — Verification that Installation Requirements are Met

In this step, the installer checks to see if the host system meets the system requirements.
These requirements include:

¢ Internet access

» VMware vSphere PowerCLI 6.3 or higher installed

@ Network Detective Virtual Appliance Installer - v2017.08.28.01 - o b4
v Install Targst Checking Minimum Installation Requirements for VMware
v Requirements (VMware) Intermet Access: e Requires access to the intemet.
PowerCLI 6.3: v Fequires Viware vSphene PowerCLl 6.3 or higher installed
Recheck Roquanments
« Back Mt > Cancel

When all requirements are checked successfully, click Next.
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Step 4 — Enter the Network Detective Account Credentials

In this step, enter your Network Detective account credentials in order to retrieve the list of
Appliance IDs available for your account. To do this:

1. Enter valid Network Detective account login credentials.

2. Click Next.
@ Network Detective Virtual Appliance Installer - v2017.08.28.01 - O x
¥ Install Targst Network Detective Credentials
v Requirements (Vidware) Lo it yourr Nestweork. Detective sccourt 1o retisve & kst of avalabls Appliance 1Ds
Usemame: | seniortech@youmtcompan
Network Detective Credentials e =l yom
Password: | ITTTTTTNY
Back Hesd » Cancel

Virtual Appliance ID Requirements

If during the login process you receive the “No available Appliance IDs are associated
with this account” message, contact the Technical Support Team at RapidFire Tools to
verify that at least one valid Virtual Appliance ID has been assigned to the user’s Network

Detective account.

Step 5 — Select Appliance ID Screen

After the Network Detective login credentials have been authenticated, you must assign
an available Appliance ID that has been allocated to the user’s Network Detective

account to the Virtual Appliance that is being installed.
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The Appliance ID Window will display all of the Appliance IDs assigned to the user’s
account.

To the right of each Appliance ID value is a list of the Software Appliances (i.e. Cyber
Hawk, Reporter, and/or Inspector) that are provisioned to operate with each Appliance ID.

@ Network Detective Virtual Appliance Installer - v2017.08.23.01 - a X

v Install Target Apphance ID

Select the Applance |0 you wish o associate with the Vitual Appliance. Ensure that the

v Requirements (Viware) i
! selacted apphancs it propdy provisoned for the desred features

v Network Detective Credentials Fvadable Applance 1D
E[;ﬂl

- HDAT (Detector]

v Appliance 1D HDAT Regorter]

[ Enable automatic updates for the Virtual Applance

Update Site:  (®) Production () Beta () Alpha

Select the Appliance ID that is to be assigned to the Virtual Appliance that is being
installed.

Then, choose how to update the appliance. Select whether to update to the Production,
Beta, or Alpha version when such updates become available.

Record the Appliance ID for the Virtual Appliance Installation

Upon selection of the Appliance ID, the Appliance ID should be recorded so that the user
knows which Appliance ID has been associated with the Virtual Appliance’s installation.

After selecting and recording the Appliance ID to be assigned to the Virtual Appliance
installation, select the Next button to proceed to the next step of downloading the Virtual
Machines that are required to complete the Virtual Appliance’s installation.
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Step 6 — Set VMware Server Credentials

In the VMware Server window, enter the VMware Server account IP Address/Name and
login credentials used to access your VMware Server that will be used to operate the
Virtual Appliance.

This should be the same information used in the VMware vSphere Client program used in
your environment to access the VMware Server.

@ Network Detective Virtual Appliance Installer - v2017.08.28.01 - m] X
" Install Target Vhware Server
" Regquirements (VMware) Plaase anter the setting to connect to the remote Vidware Senver. Thes should be

the same infomation ertered in the Viwane v Sphere Chent program

" Network Detectree Credentials

P address / Name: |
¥ Applisnce ID Usses rame [roct
Password [s220e2es]

VMware Server

Select the Next button to proceed with the installation.
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Step 7 — Set VMware Server Settings

Select and enter in the VMware Server’s Datastore and Resource Pool settings
information in the fields presented in the VMware VM Settings window.

Q Network Detectree Virtual Apphance Installer - w2017.03.28.01 - m] 4
" Install Tanget VMware VM Settings
¥ Requirerments (VMware) Datastors: Distasiom 1 | n -1
[Resours =

" Network Detective Credentials - (DataCenter)

{VMHost)
+ Appliance ID
¥ VMware Serer

VMware VM Settings
Back Hest > Cance

Select the Next button to proceed with the installation.
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Step 8 — Set VMware Network Settings

Select the External Port Group that will be used by the Virtual Appliance to
communicate with your network.

Note: If there are no existing switches or External Port Groups available, then use
vSphere to create one, and select the Refresh link in the VMware Network Settings
window to make the External Port Group you created available for selection.

@ Network Detective Virtual Appliance Installer - v2017.08.28.01 - O *
" Install Target ViMware Network Settings
" Requiremen bs (VMware) External Port Group

The Extemal Vitual Switch is used by the: Vitual Appliance 1o communicate with the comorate network and the Infemet
" Network Detective Cradentials Please salect which Network Adapter the Edemal Vidual Switch should use

¥ there are no existing swibches or port groups. pleass use the wSphene clent to create one. Lise the Refresh bution to
" Appliance ID update the dropdoimwn st
¥ UMware Server Extemal Port Groups: | WM Network: ~ | Bafregh
" VMware VM Settings

VMware Network Settings
Back Head » Cancel

Select the Next button to proceed with the installation.
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Step 9 — Initiate the Download VM Process

In this step of the Virtual Appliance’s installation process, the window below will be
displayed to indicate that the VM required to install the Virtual Appliance have not been
downloaded at this point of the installation process.

@ Metwork Detective Virtual Appliance Installer - v2017.08.28.01 - [m] *
" Install Target Download VMs
¥ Reguirements (VMware) Select the folder to download the VM images. ¥ you have previously downloaded the

images. select the folder where they reside.  Fress Nead fo begin the downicad if needed).

" Network Detecte Credentials

Download Folder: |SIETEY Browse
" Appliance 1D

Install Package Status:  The inslall image does nol exist. Clicking Next will downdoad the lalest
¥ WMware Serer image

w VMware VM Setiings

v VMware Netwark Setiings

+ Download VMs

To proceed with downloading the required VM, the user must select the folder that is to be
used to store the VM that are about to be downloaded.

Then select the Next button to initiate the download process. A window will be displayed
to present the progress of the VM download process.
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Step 10 — View VM Download Progress and Install Package
Status

During the VM download process, the Install Package Status bar will display the progress
of the VM download.

@ Metwork Detective Virtual Appliance Installer - v2017.08.28.01 - ] *
" Install Tanget Download VMs
 Reairamens (M) it g U L e e LI
¥ Netwark Detective Cradentials Downlond Folder: SN Fe—
" Appliance ID

Inatall Package Status: P 284879373 of 1585437443 bytes transfered (17 9% complate)
¥ WMware Serer
» Mware VM Settings
¥ VMware Network Setiings
+ Download VMs

Back: et » Cancel

Once the VM have been downloaded, or when the user selects a folder where the VM
bundle has already been downloaded, the Install Package Status in the Download VM
window will be updated to indicate that the VM have been “downloaded” as displayed
below.
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‘a Network Detectree Virtual Apphance Installer - w2017.03.28.01 - m] 4
" Install Target Download VMs
R bs (WM ¥ Salect the folder to download the VM images. ¥ you have previously downloaded the
equirements [VMuware images, select the fokder where they resds. Fress Next 10 begn the dowrioad if nesded)
¥"Network Detoctie Credentials Download Folder: |SIITTY Browse
" Appliance ID
Install Package Status: Downloaded
¥ Mware Server
" Mware VM Setings
" VMware Netwaork Settings
v Download VMs
« Back He:t » Cancel

Once the VM have been downloaded or available for installation, proceed with Virtual
Appliance installation process by selecting the Next button.

The next window displayed enables the user to select the folder to be used for the Virtual
Appliance’s installation
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Step 11 — Define Network Settings

In this step of the Virtual Appliance’s installation process, the window below will be
displayed to enable you to assign the Network Settings for the installation.

| Q Inspector 2 Installer - v2021.02.02.01 - o =

¥ Install Targat Network Settings

v Requirements (VMware) () Obean an IP address and DNS servers automatically (DHCP)

(0 Use the following retwork setting (Static)
¥ Metwork Detactive Cradentials ~ T et et

/App!lanc.q ]

¥ VMware Server

¥ UMware VM Settings.

¥ VMware Network Settings

¥ Download VMs

MNetwork Settings

Once you have defined the Network Settings for the Virtual Appliance, proceed with
Virtual Appliance installation process by selecting the Next button.

Step 12 — Proxy Settings

When installing any RapidFire Tools Virtual Appliance (Cyber Hawk,Inspector 2,Reporter,
and Audit Guru), you can specify a proxy server.
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Installer - v2018.07.30.01 - O *

Proxy Settings

[ A Proxy Serveris Required to Access the Intsmat

Test Proxy Settings

You will need:

Server name or IP address
o Port

Username

Password

Click Test Proxy Settings to be sure you can connect successfully.
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Step 13 — Verify Settings Prior to Installation

Prior to be completion of the installation process, the Installer will present the Verify
Settings window.

This step in the installation process provides the user with the opportunity to check, and if
necessary, modify the Appliance ID section, VMware Server Settings, VMware VM
Settings, and the VMware Network Settings configuration.

@ Metwork Detective Virtusl Appliance Installer - v2017.08.28.01 — [m ] e

+ Install Target Venfy Setings

MNetwork Detective Configuration
Appliance 10: HNOAY (Dietescton)

¥ Requiremnents (VMware)

v Metwork Detective Cradentals

v Appliance ID

VMware Setiings
Diatastore:

¥ =5

+ WMware Server

¥ hbware VM Settings

Hetwor:

Metwork Settings
IF Address:

(123,727 free out of 231)
(VM Hosth
WM Matweors;

{use DHCF)

" WMware Network Setings

" Download VMs

v Network Setlings

v Verify Settings

After verifying the settings are correct, select the Install button.

This action will start the Virtual Appliance’s installation on the VMware based system.
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Step 14 — Monitor Installation Progress Status

During this final step in the installation process, the Installer program’s window presents
the installation tasks and their statuses as the Installer program installs and configures
the Virtual Appliance.

@ Metwaork Detective Virtual Appliance Installer - v2017.08.28.01 - a k4
¥ Install Target Install
¥ Raquirements (VMware) Irestialing the Metwork Detective applance. The process typicaly takes batween 10-20 minutes
Appliance ID: NDAT-25 [Detecter)

¥ Network Detectve Credentials

Task Notes
f,ﬁnphanoe D o | Create Vitusl Machine 180% Extractsd

Configure Netwark Settings
" YMware Server Obtain IP Address:

Check VM Corfiquration Status
v Mware VM Settings Configurs Vitual Appkancs Seitings
v VMware Network Settings Foplance Senvces Funng

Update Vitual Acplance to Latest Varsn (via Intemat)

¥ Download YMs e Irvstal

v Network Seings

¥ Vernty Settings

Inatall

In the case that any installation Task fails to complete, the user will be presented with a
description of the issue within the Notes column of this window.

When a Task during the installation process fails to complete, the Virtual Appliance
installation process is terminated. A “Retry Install Now” link will appear to enable the
user to attempt to retry the installation.

When the installation process is successfully completed, the Installer will notify the user
that the Virtual Appliance installation process is complete as displayed below.
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| @ Inspector 2 Installer - v2021.0202.01 - o %
" Install Target Install
v Requirements (VMware) Instaling the Metwork Detective apphance. This process typically takes between 10-20 minutes
Apchance ID: NDA1-25 Detecter)
¥ Network Detective Credentials Tk TR
Extract Virtual Machine Comgleted

¥ Appliance ID v e

v | Create Extemal Vitual Swich Completed
+ VMware Server v | Creste Vitual Machine Operational

v Corfigure Network Settings DHCP ensbled
¥ Mware VM Settings v | Obtain IP Address
v v Check VM Configuration Status Ready to be configured

M Network
Viriars Hetwork Setings v | Configure Vitusl fppkiance Settings Completed

" Download Vs v | Apphance Services Running Running

v | Update Virtual Appliance to Latest Virson (via intemat) | Completad
v Network Settings. Wiews Inatall Log
¥ Vesily Settings Ingtallation Complete [ = |

Install Congratulations! The Metwork Detective Appliance has been
installed and is ready for use.
« Back Finish Cancel

After installing the appliance, be sure to double check that it meets the Virtual
Appliance Operational System Requirements.

Step 15 — Confirm that Appliance Meets Operational
Requirements

Once you install the appliance, be sure that it meets the Operational Requirements:

» 6 GB Available RAM
» 20 GB Hard Drive Space

47


../../../../../../Content/virtual-app-install-guides/audit-guru/system-requirements-ag.htm#Virtual
../../../../../../Content/virtual-app-install-guides/audit-guru/system-requirements-ag.htm#Virtual

Cyber Hawk Virtual Appliance for Cyber Hawk — Installation Guide

Manual Installation for VMware deployment

Step 1 : Download the VMware appliance OVA

Download the appliance at:
https://s3.amazonaws.com/networkdetective/download/NDApplianceSetupFiles2-

VMware.ova.

Step 2: Launch the VMware vSphere Client and log in

Step 3: Launch the VMware New Virtual Machine Wizard

Click the Virtual Machines link in the Navigator pane to the left and click Create
IRegister VM in the virtual machines pane to the right to launch the New Virtual Machine
wizard.

"E Navigator I = corp.rapidfis com - Virtual

~ [ Host
Manage | | | ¢ Refresn
Monitor Virtt ] ~ | Stalus =
a & Nomal
B storage & @ Normal
€3, Networking (51 esxi-centos7-1 @ Normal

151 NDA1-9805MR & Normal
{51 NDApplianceSetupFiles2 Q Normal

Quick filters..

Step 4: Creating a VMware Virtual Machine
» Select Creation Type — Select the option to Deploy a virtual machine from an OVF
or OVAfile.

© 2023 RapidFire Tools, Inc. All rights reserved. RapidFireTools
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Virtual Appliance for Cyber Hawk — Installation Guide

Cyber Hawk

51 New virtual machine

R4 1 Select creation type

eTec an Mes

Select creation type

How would you like to create a Virtual Machine?

3 Select storage

4 License
Create a new virtual machine
5 Deployment options

6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete

Register an existing virtual machine

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

| ex Finish Cancel

» Select OVF and VMDK files — Enter a Name for the Virtual Machine (ie. Cyber
Hawk). Drag and Drop the OVA you downloaded in Step 1 into the highlighted Area
or double click the highlighted area to bring up the file explorer and navigate to the
file. Once the file appears in the highlighted area click Next.

#50 New virtual machine

+_1 Select creation type Select OVF and VMDK files
e L e l Select the OVF and VMDK files or OVA for the VI you would like to deploy

3 Select storage

LT eI Enter & name for the virtual machine
5 Deployment options ‘ ‘

6 Additional settings

7 Ready to complete

TTUaT Maching names can contaim up to B0 characters and they must be unique within each ESXi instance

|Click to select files or drag/drop

Back | [ Next || Finisn Cancel

» Select Storage — Select the Datastore where you would like to store the virtual

machines configuration and virtual disks.

RapidFireTools’

© 2023 RapidFire Tools, Inc. All rights reserved.
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Cyber Hawk

Virtual Appliance for Cyber Hawk — Installation Guide

41 Mew virtual machine - Cyberhawk

+ 1 Select creation type
+_2 Select OVF and VMDK files

3 Select storage

TTicense agreemen

5 Deployment options
6 Additional settings
7 Ready to complete

Select storage
Select the storage type and datastore
Select a datastore for the virtual machine’s configuration files and all of its' virtual disks
Name ~ | Capacity ~ Free ~  Type ~ Thinpro.. v | Access v
datastore 458 25 GB 35015 GB VMFS6 Supported Single
1items
Back | [ Next ] Finsh | [ cancel |

» Deployment Options — Select the appropriate Network Mappings. Make sure the
network selected can communicate with the network that will be scanned. For the
disk provisioning options Thick is always best for better /0O but you may opt to use
Thin depending on how much space you have available. You can leave the Power

on Automatically option checked and click Next.

491 New virtual machine - Cyberhawi

v 1 Select creation type
+ 2 Select OVF and VMDK files
v 3 Select storage

R4 4 Deployment options.

5 Ready to complete

Deployment options

Select deplayment options

Network mappings

Disk provisioning

Paover on automatically

VM Network | VM Network

® Thin © Thick

w

Back | Nedt || Finisn |[ cancel

* Ready to Complete — Review the settings before finishing the Wizard and make
sure NOT to refresh your browser while the Virtual Machine is being deployed. Click

Finish.

© 2023 RapidFire Tools, Inc. All rights reserved.

RapidFireTools
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Virtual Appliance for Cyber Hawk — Installation Guide Cyber Hawk

#1 New virtual machine - Cyberhawk

~ 1 Select creation type Ready to complete

V2 Select OVF and VMDK files Review your settings selection before finishing the wizard

+ 3 Select storage

e Product NDApplianceSstupFiles2-Viiwar

WM Name Cyberhawik

Disks NDApplianceSetupFiles2-VMware-disk1 vmdk
Datastore datastore

Provisioning type Thin

Network mappings VI Network: VM Network

Guest OS Name: Unknown

' Do not refresh your browser while this VM is being deployed.
¢ \

Back Ne Finish || cCancel

 Virtual Machine deployment — You can view the Recent Tasks section of the
Virtual Machines to check the deployment progress.

‘\LR

2o

Step 4: Verify successful deployment of virtual machine

The results column of the Recent Tasks should have a check mark stating ‘Completed
Successfully’ VM upload, Importing of the VM and Powering up the VM.

Step 5: Log into the Virtual Machine to set up your Cyber Hawk
appliance

Once you have verified successful deployment of your virtual machine launch the virtual
machine console (see screen capture from step 4) and log into the VM using the following
credentials.

RapidFireTools © 2023 RapidFire Tools, Inc. All rights reserved.
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Cyber Hawk Virtual Appliance for Cyber Hawk — Installation Guide

o User: setup

» Password: setup-nda

After entering the credentials, the Cyber Hawk troubleshooting console will come up.

Cyberhawk
Network Detective Appliance Setup

Setup Menu

Please select:

iew Current Settings

Setup Networking

Proxy Settings

Test Outbound Communication
Set Appliance ID

2
3
4
5

< Exit >

Step 6: Setting up your Cyber Hawk Appliance

» Use the your Up/Down Arrow keys to select Option 5 — Set Appliance ID and click hit
Enter.

» Enter your Network Detective credentials in the Device Registration dialog and then
hit the Tab key to select an option (OK, Clear All, Back). Select OK and hit enter.

Note: You must use the up/down arrow keys to switch between the username
and password fields.

Device Registration

Enter your Metwork Detective Credentials:

Username :
Password:

£ OK » AClear All> < Back >

» Upon a successful login the following the Available Appliance IDs window will come
up listing all the appliance IDs provisioned under your account that have yet to be

© 2023 RapidFire Tools, Inc. All rights reserved.
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deployed. Select an Appliance ID with (Cyber Hawk) beside the ID. Again, use the
up/down arrow keys to select the desired appliance id. Hit Enter.

fivailable fippliance IDs

Select an fppliance ID:

Drl1-B684CX (Cyber Hawk)

NDA1-Z521KM (Cyber Hawk)
NDA1-322405 (Cyber Hawk)
NDA1-6829UF (Cyber Hawk)
NDA1-646372C (Cyber Hawk)
NDA1-88531U (Cyber Hawk)

NDA1-8266TL (Cyber Hawk)
NDri1-8988UD (Cyber Hawk)
NDA1-894101 (Cyber Hawk)
NDr1-9674L0 (Cyber Hawk)

=000 = LA R L N

=

» Once the appliance ID has been selected the following dialog will come up showing
the Cyber Hawks’ current settings. Review the settings and hit enter to Exit the

current settings window.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Cyber Hawk Virtual Appliance for Cyber Hawk — Installation Guide

rrent Settings
Conf iguration:
Device ID: NDA1l-B684CX
Appliance Type: Cyber Hawk
35H Enabled: true
Remote Setup: enabled
Auto-update: true

Networking:
Adapter: ethd
Protocol: DHCP
IP Address: 172.18.8.185
Netmask: 255.255.255.224
Gateway: 172.18.8.97
Primary DNS: 172.18.8.22
Secondary DNS: 172.18.8.23

Proxy:
Status: off

Application Status:
Main Service: rumming
Update Serwvice: runming
acan Buming: <none’

» Once you have exited the Current Settings window you will be brought back to the
Troubleshooting Console’s main menu. Use the up/down arrow keys and highlight
the Option 5 — Application Control. Hit Enter.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Main Menu

Flease select:

View Current Settings

Setup Networking

Proxy Settings

Test Outbound Communication
Application Control
Troubleshoot ing

Security

= M) B L0 DN =

¢ Exit >

» When the Application Menu comes up use the up/down arrow keys to select Option
4 — Update Application. Hit Enter.

Application Menu

Please select:

View Current Settings
Start Application
Stop Application

pdate Application

Enable-Disable Auto-update

e The next screen will display that an update has been requested. This request will
update your Cyber Hawk application to the latest version.

© 2023 RapidFire Tools, Inc. All rights reserved.
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Update Requeszted

fin update request haz been izsued.

» Hit enter to bring you back to the application menu then select Back to bring you
back to the Troubleshooting Console main menu. Select Exit and hit Enter to exit
the Troubleshooting Console.

Step 7: Verify your Cyber Hawk Appliance is checking into the
Rapidfire Tools servers and appears Active in the Network Detective
application

Log into the Network Detective Application and Click the Appliances tab. Your newly

deployed Cyber Hawk should have a green communication indicator to left of the
Appliance ID and the Update Status column should show Current (see below).

© Network Detective - v4.0.1217 = G

e

f & m B & s B o o K
Home InfForm Reporter Users Bil 2 Help Upgrade:

Service Plans.

© 2023 RapidFire Tools, Inc. All rights reserved.
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