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1 - C007 - Define audit requirements 

 
1.1 - Event Logging - CMMC Ctrl: AU.2.041 - Ensure that the actions of individual system users 
can be uniquely traced to those users so they can be held accountable for their actions. (NIST 
800-171 Rev. 2 Ctrl Ref: 3.3.2) 
 

Does the company have a mechanism in place to ensure that the actions of individual system users can be uniquely traced 
for accountability purposes? 

 

Yes 

 
Follow-up to 1.1 if you answered Yes above 

 
Describe the mechanism implemented to meet this control requirement. 

 

The organization logs and monitors account usage, remote access, wireless connectivity, mobile 
device connection, communications at system boundaries, configuration settings, physical access, 
nonlocal maintenance, use of maintenance tools, temperature and humidity, equipment delivery 
and removal, system component inventory, use of mobile code, and use of Voice over Internet 
Protocol (VoIP). 

 
 
 

2 - C008 - Perform auditing 

 
2.1 - Audit Log Retention - CMMC Ctrl: AU.2.042 - Create and retain system audit logs and records 
to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful or 
unauthorized system activity. (NIST 800-171 Rev. 2 Ctrl Ref: 3.3.1) 
 

Does the company employ a mechanism to create, protect, and retain information system audit records in compliance with 
this control requirement? 

 

Yes 

 
Follow-up to 2.1 if you answered Yes above 

 
Describe the mechanism implemented to meet this control requirement. 

 

The organization uses the ADAudit Engine to collect, archive, manage, and retain audit logs in 
compliance with this control requirement. 

 
2.2 - Time Stamps - CMMC Ctrl: AU.2.043 - Provide a system capability that compares and 
synchronizes internal system clocks with an authoritative source to generate time stamps for 
audit records. (NIST 800-171 Rev. 2 Ctrl Ref: 3.3.7) 
 

Does the company employ a mechanism to synchronize system clocks to generate accurate time stamps for audit records? 
 

Yes 

 
Follow-up to 2.2 if you answered Yes above 

 
Describe the mechanism implemented to meet this control requirement. 
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The company has implemented a Time Server within its information system. Internal system 
clocks are periodically updated as necessary. 

 
 
 

3 - C010 - Review and manage audit logs 

 
3.1 - Audit Log Review - CMMC Ctrl: AU.2.044 - Review audit logs. 
 

Has the company implemented the practice of reviewing audit logs? 
 

Yes 

 
Follow-up to 3.1 if you answered Yes above 

 
Describe the mechanism implemented to meet this control requirement. 

 

Audit log reviews are performed by members of the IT Security Team on a weekly basis. Finding 
are logged and any suspicious behavior is reported as a security incident for investigation. 

 


