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1 - C011 - Conduct security awareness activities 

 
1.1 - Security Awareness Training - CMMC Ctrl: AT.2.056 - Ensure that managers, system 
administrators, and users of organizational systems are made aware of the security risks 
associated with their activities and of the applicable policies, standards, and procedures related 
to the security of those systems. (NIST 800-171 Rev. 2 Ctrl Ref: 3.2.1) 
 

Does the company ensure that managers, system administrators, and users of organizational systems are made aware of 
the security risks associated with their activities and of the applicable policies, standards, and procedures related to the 
security of those systems? 

 

Yes 

 
Follow-up to 1.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The  organizations determines the content and frequency of security awareness training and 
security awareness techniques based on the specific organizational requirements and the 
systems to which personnel have authorized access. The content includes a basic understanding 
of the need for information security and user actions to maintain security and to respond to 
suspected security incidents. The content also addresses awareness of the need for operations 
security. Security awareness techniques include: formal training; offering supplies inscribed with 
security reminders; generating email advisories or notices from organizational officials; displaying 
logon screen messages; displaying security awareness posters; and conducting information 
security awareness events. 

 
1.2 - Insider Threat Awareness Training - CMMC Ctrl: AT.3.058 - Provide security awareness 
training on recognizing and reporting potential indicators of insider threat. (NIST 800-171 Rev. 2 
Ctrl Ref: 3.2.3) 
 

Does the company ensure that users, managers, and system administrators receive annual training on potential indicators 
and possible precursors of insider threats and other serious violations of company policies consistent with this control 
requirement? 

 

Yes 

 
Follow-up to 1.2 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures. 2) See attached 
records illustrating that the policies and procedures have been institutionalized. 3) View the 
attached overview of the verification practice used to verify that this control requirement is 
implemented. 4) See attached results of the last training logs and records examination undertake. 

 
 
 

2 - C012 - Conduct Training 

 
2.1 - Role-Based Security Training - CMMC Ctrl: AT.2.057 - Ensure that personnel are trained to 
carry out their assigned information security-related duties and responsibilities. (NIST 800-171 
Rev. 2 Ctrl Ref: 3.2.2) 
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Do employees with security-related duties and responsibilities receive initial and annual training on their operational, 
managerial, and technical roles and responsibilities? 

 

Yes 

 
Follow-up to 2.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the training process and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures. 2) See attached 
records illustrating that the policies and procedures have been institutionalized. 3) View the 
attached overview of the verification practice used to verify that this control requirement is 
implemented. 4) See attached results of the logs and records examination undertake. 

 


