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1 - C016 - Incident Plan Response 

 
1.1 - Incident Handling - CMMC Ctrl: IR.2.092 - Establish an operational incident-handling 
capability for organizational systems that includes preparation, detection, analysis, containment, 
recovery, and user response activities. (NIST 800-171 Rev. 2 Ctrl Ref: 3.6.1) 
 

Is there a company incident response policy which specifically outlines requirements for handling of incidents involving CUI? 
 

Yes 

 
Follow-up to 1.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented the necessary processes whereby the organization considers 
incident handling as part of the definition, design, and development of mission/business processes 
and systems. Incident-related information is obtained from a variety of sources including audit 
monitoring, network monitoring, physical access monitoring, user and administrator reports, and 
reported supply chain events. The organization's incident handling capability includes coordination 
among many organizational entities including mission/business owners, system owners, 
authorizing officials, human resources offices, physical and personnel security offices, legal 
departments, operations personnel, procurement offices, and the risk executive. 

 
 
 

2 - C017 - Detect and Report Events 

 
2.1 - Incident Detection and Reporting - CMMC Ctrl: IR.2.093 - Detect and report events. 
 

Does the company detect and report events? 
 

Planned 

 
Follow-up to 2.1 if you answered Planned above 
 - Describe the plan to implement the controls necessary to meet this requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 
2.2 - Incident Analysis - CMMC Ctrl: IR.2.094 - Analyze and triage events to support event 
resolution and incident declaration. 
 

Does the company analyze and triage events to support event resolution and incident declaration? 
 

Yes 

 
Follow-up to 2.2 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 
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The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 
 
 

3 - C018 - Develop and Implement a Response to a Declared Incident 

 
3.1 - Incident Response - CMMC Ctrl: IR.2.096 - Develop and implement responses to declared 
incidents according to pre-defined procedures. 
 

Has the company developed and implemented responses to declared incidents according to pre-defined procedures? 
 

Yes 

 
Follow-up to 3.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 
3.2 - Incident Reporting - CMMC Ctrl: IR.3.098 - Track, document, and report incidents to 
designated officials and/or authorities both internal and external to the organization. (NIST 800-
171 Rev. 2 Ctrl Ref: 3.6.2) 
 

Does the company track, document, and report incidents to designated officials and/or authorities both internal and external 
to the organization? 

 

Yes 

 
Follow-up to 3.2 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented the necessary processes to track and document system 
security incidents includes maintaining records about each incident, the status of the incident, and 
other pertinent information necessary for forensics, evaluating incident details, trends, and 
handling. Incident information can be obtained from a variety of sources including incident reports, 
incident response teams, audit monitoring, network monitoring, physical access monitoring, and 
user/administrator reports. 

 
 
 

4 - C019 - Perform Post Incident Reviews 
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4.1 - Incident Root Cause Analysis - CMMC Ctrl: IR.2.097 - Perform root cause analysis on 
incidents to determine underlying causes. 
 

Does the company perform root cause analysis on incidents to determine underlying causes? 
 

Yes 

 
Follow-up to 4.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented the necessary processes, mechanisms, and controls to meet 
the requirements for this security control requirement. 

 
 
 

5 - C020 - Test Incident Response 

 
5.1 - Incident Response Testing - CMMC Ctrl: IR.3.099 - Test the organizational incident response 
capability. (NIST 800-171 Rev. 2 Ctrl Ref: 3.6.3) 
 

Does the company periodically test organizational incident response capability? 
 

Yes 

 
Follow-up to 5.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented the necessary processes and mechanisms to test incident 
response capabilities to determine the effectiveness of the capabilities and to identify potential 
weaknesses or deficiencies. Incident response testing includes the use of checklists, walk-through 
or tabletop exercises, simulations (both parallel and full interrupt), and comprehensive exercises. 
Incident response testing can also include a determination of the effects on organizational 
operations (e.g., reduction in mission capabilities), organizational assets, and individuals due to 
incident response. 

 


