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1 - C038 - Define security requirements for systems and 
communications 

 
1.1 - Collaborative Computing Devices - CMMC Ctrl: SC.2.178 - Prohibit remote activation of 
collaborative computing devices and provide indication of devices in use to users present at the 
device. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.12) 
 

Does the company prohibit remote activation of collaborative computing devices and provide indication of devices in use to 
users present at the device? 

 

Yes 

 
Follow-up to 1.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented the necessary mechanisms to prohibit remote activation of 
collaborative computing devices include networked white boards, cameras, and microphones. 
System components utilized for collaborative computing are designed to indicate of use includes 
signals to users when collaborative computing devices are activated. Dedicated video 
conferencing systems, which rely on one of the participants calling or connecting to the other party 
to activate the video conference, are excluded. 

 
1.2 - Session Encryption - CMMC Ctrl: SC.1.179 - Use encrypted sessions for the management of 
network devices.  
 

Does the company employ mechanisms to encrypt sessions during the management of network devices? 
 

Yes 

 
Follow-up to 1.2 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented the necessary processes, mechanisms, and controls to meet 
the requirements for this control requirement through the use of encrypted sessions for the 
management of all network devices used to collect, process, transmit, or store CUI. 

 
1.3 - Cryptographic Protection of CUI - CMMC Ctrl: SC.3.177 - Employ FIPS-validated cryptography 
when used to protect the confidentiality of CUI. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.11) 
 

Does the company employ FIPS-validated cryptography when used to protect the confidentiality of CUI? 
 

Yes 

 
Follow-up to 1.3 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented cryptography that supports random number generation and 
hash generation. Implemented cryptographic standards used include FIPS-validated cryptography 
and/or NSA-approved cryptography as referenced in the following NIST publications. See [NIST 
CRYPTO]; [NIST CAVP]; and [NIST CMVP]. 

 
Follow-up to 1.3 if you answered Yes above 
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 - Describe the implemented cryptography used to protect CUI. 
 

Fully FIPS validated 

 
1.4 - Security Engineering Principles - CMMC Ctrl: SC.3.180 - Employ architectural designs, 
software development techniques, and systems engineering principles that promote effective 
information security within organizational systems. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.2) 
 

Does the company employ architectural designs, software development techniques, and systems engineering principles that 
promote effective information security within organizational systems? 

 

Yes 

 
Follow-up to 1.4 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process and controls necessary to meet this security 
requirement.  1) Reference the attached policies and procedures. 2) See attached records 
illustrating that the policies and procedures have been institutionalized. 3) View the attached 
overview of the verification practice used to verify that this control requirement is implemented. 4) 
See attached results of the logs and records examination undertake. 

 
1.5 - Application Partitioning - CMMC Ctrl: SC.3.181 - Separate user functionality from system 
management functionality. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.3) 
 

Does the company employ mechanisms to separate user functionality from system management functionality? 
 

Yes 

 
Follow-up to 1.5 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 
1.6 - Shared Resource Security - CMMC Ctrl: SC.3.182 - Prevent unauthorized and unintended 
information transfer via shared system resources. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.4) 
 

Does the company employ mechanisms to prevent unauthorized and unintended information transfer via shared resources? 
 

Yes 

 
Follow-up to 1.6 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented mechanisms to control of information in shared system 
resources (e.g., registers, cache memory, main memory, hard disks) is also commonly referred to 
as object reuse and residual information protection. These controls prevent information produced 
by the actions of prior users or roles (or the actions of processes acting on behalf of prior users or 
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roles) from being available to any current users or roles (or current processes acting on behalf of 
current users or roles) that obtain access to shared system resources after those resources have 
been released back to the system. The mechanisms have also been applied to encrypted 
representations of information.  

 
1.7 - Deny by Default/Allow by Exception - CMMC Ctrl: SC.3.183 - Deny network communications 
traffic by default and allow network communications traffic by exception (i.e., deny all, permit by 
exception). (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.6) 
 

Does the company have a policy to configure the information system to deny network communications traffic by default and 
allow network traffic by exception? 

 

Yes 

 
Follow-up to 1.7 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The mechanism implemented by the organization limits/controls to inbound and outbound network 
communications traffic at the system boundary and at identified points within the system. A deny-
all, permit-by-exception network communications traffic policy ensures that only those connections 
which are essential and approved are allowed. 

 
1.8 - Split Tunneling Prevention for Remote Devices - CMMC Ctrl: SC.3.184 - Prevent remote 
devices from simultaneously establishing non-remote connections with organizational systems 
and communicating via some other connection to resources in external networks (i.e., split 
tunneling). (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.7) 
 

Does the company employ safeguards to prevent remote devices from establishing non-remote connections to the system 
and communicating via some other connection to external networks? 

 

Yes 

 
Follow-up to 1.8 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented a mechanisms to control remote devices (e.g., notebook 
computers, smart phones, and tablets) through configuration settings to disable split tunneling in 
those devices, and by preventing configuration settings from being readily configurable by users. 
Mechanisms are implemented in the system by the detection of split tunneling (or of configuration 
settings that allow split tunneling) in the remote device, and by prohibiting the connection if the 
remote device is using split tunneling. 

 
1.9 - Transmission Confidentiality and Integrity - CMMC Ctrl: SC.3.185 - Implement cryptographic 
mechanisms to prevent unauthorized disclosure of CUI during transmission unless otherwise 
protected by alternative physical safeguards. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.8) 
 

Has the company implemented cryptographic mechanisms to prevent unauthorized disclosure of CUI during transmission 
unless otherwise protected by alternative physical safeguards? 

 

Yes 

 
Follow-up to 1.9 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 
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The organization has implemented a physical safeguard in the form of a protected distribution 
system (PDS) where the distribution medium is protected against electronic or physical intercept, 
thereby ensuring the confidentiality of the information being transmitted.  

 
1.10 - Connection Termination - CMMC Ctrl: SC.3.186 - Terminate network connections associated 
with communications sessions at the end of the sessions or after a defined period of inactivity. 
(NIST 800-171 Rev. 2 Ctrl Ref: 3.13.9) 
 

Does the system terminate a network connection at the end of a session or after a defined timeframe of inactivity? 
 

Yes 

 
Follow-up to 1.10 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented mechanisms to terminate network connections associated with 
communications sessions include de-allocating associated TCP/IP address or port pairs at the 
operating system level, or de-allocating networking assignments at the application level if multiple 
application sessions are using a single, operating system-level network connection. The 
organization has established time periods of user inactivity which includes time periods by type of 
network access or for specific network accesses. 

 
1.11 - Cryptographic Key Establishment and Management - CMMC Ctrl: SC.3.187 - Establish and 
manage cryptographic keys for cryptography employed in organizational systems. (NIST 800-171 
Rev. 2 Ctrl Ref: 3.13.10) 
 

Has the company implemented procedures to establish and manage cryptography employed in organizational systems? 
 

No 

 
1.12 - Mobile Code - CMMC Ctrl: SC.3.188 - Control and monitor the use of mobile code. (NIST 800-
171 Rev. 2 Ctrl Ref: 3.13.13) 
 

Does the company control and monitor the use of mobile code? 
 

Yes 

 
Follow-up to 1.12 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 
1.13 - VoIP - CMMC Ctrl: SC.3.189 - Control and monitor the use of Voice over Internet Protocol 
(VoIP) technologies. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.14) 
 

Does the company employ the use of VoIP on organizational information systems? 
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Yes 

 
Follow-up to 1.13 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 
1.14 - Session Authenticity - CMMC Ctrl: SC.3.190 - Protect the authenticity of communications 
sessions. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.15) 
 

Has the company implemented a mechanism to protect the authenticity of communications sessions? 
 

Yes 

 
Follow-up to 1.14 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 
1.15 - Protection of CUI at Rest - CMMC Ctrl: SC.3.191 - Protect the confidentiality of CUI at rest. 
(NIST 800-171 Rev. 2 Ctrl Ref: 3.13.16) 
 

Are there controls used to protect CUI while stored in company information systems at rest? 
 

Yes 

 
Follow-up to 1.15 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the use of cryptographic mechanisms and file share scanning. 
The organization uses other controls including secure off-line storage in lieu of online storage 
when adequate protection of information at rest cannot otherwise be achieved or continuous 
monitoring to identify malicious code at rest. The organization has implemented the related 
practices as described in the publication [NIST CRYPTO]. 

 
 
 

2 - C039 - Control communications at system boundaries 

 
2.1 - Boundary Protection - Control - Monitoring - CMMC Ctrl: SC.1.175 - Monitor, control, and 
protect organizational communications (i.e., information transmitted or received by organizational 
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information systems) at the external boundaries and key internal boundaries of the information 
systems. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.1) 
 

Has the company identified network communications boundaries? 
 

Yes 

 
Attachments 
-09032020 CM for CMMC - CMMC System and Communications Protection Worksheet Include Responses.docx 
 

Follow-up to 2.1 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented a network firewall used to control and secure ingress and 
egress network traffic. The organization has implemented practices used to set up the firewall as 
specific in the following guidance publication [SP 800-41] which provides guidance on firewalls 
and firewall policy. 

 
2.2 - Boundary Protection - Separation - CMMC Ctrl: SC.1.176 - Implement subnetworks for 
publicly accessible system components that are physically or logically separated from internal 
networks. (NIST 800-171 Rev. 2 Ctrl Ref: 3.13.5) 
 

Does the company implement subnetworks for publicly accessible system components that are physically or logically 
separated from internal networks? 

 

Yes 

 
Follow-up to 2.2 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

Our organization has implemented subnetworks that are physically or logically separated from 
internal networks are referred to as demilitarized zones (DMZs). The organization sets up DMZs 
using boundary control devices and techniques that include routers, gateways, firewalls, 
virtualization, or cloud-based technologies using practices specified in publications that include 
[SP 800-41] which provides guidance on firewalls and firewall policy and publication [SP 800-
125B] which provides guidance on security for virtualization technologies. 

 
2.3 - DNS Filtering Services - CMMC Ctrl: SC.3.192 - Implement Domain Name System (DNS) 
filtering services. 
 

Has the company implemented Domain Name System (DNS) filtering services? 
 

Yes 

 
Follow-up to 2.3 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 
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2.4 - Restrict CUI Publication - CMMC Ctrl: SC.3.193 - Implement a policy restricting the 
publication of CUI on externally owned, publicly accessible websites (e.g., forums, LinkedIn, 
Facebook, Twitter). 
 

Has the company implemented a policy restricting CUI publication on externally owned, publicly accessible websites? 
 

Yes 

 
Follow-up to 2.4 if you answered Yes above 
 - Describe the mechanism implemented to meet this control requirement. 

 

The organization has implemented the process, mechanism, and controls necessary to meet this 
security requirement.  1) Reference the attached policies and procedures associated with this 
security requirement. 2) See attached records illustrating that the policies and procedures have 
been institutionalized. 3) View the attached overview of the technical examination practices used 
to verify that this security requirement is implemented. 4) See attached results of the last technical 
examination undertaken. 

 


