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3.1.1:  Limit information 

system access to authorized 

users, processes acting on 

behalf of authorized users, or 

devices (including other 

information systems).

Not Implemented Generic account logins were used on one or more computers and should be investigated. The use of generic logins 

may prevent proper tracking and identification and is discouraged. There are legitimate uses for generic logins, 

such as limited administrative access and use, as well as access to workstations where secondary logins are 

required to access organizational systems. If access is deemed inappropriate, further action should be taken to 

ensure the situation is remediated.

Terminated employees should have their accounts disabled to prevent potential unauthorized access to Personal 

Data. The following active accounts designated as former employees were identified. These accounts should be 

disabled or removed.

One or more user accounts had no activity in the past 30 days. This could be an indication that these accounts 

should be disabled.

Terminated employees and third parties should have their accounts disabled to prevent potential unauthorized 

access to Personal Data.

Terminated third parties should have their accounts disabled to prevent potential unauthorized access to Personal 

Data. The following active accounts designated as former third parties were identified. These accounts should be 

disabled or removed.

Remove or adjust access rights of former users.

A business justification is required for all external ports.

Security features for external ports using inherently unsecure protocols not documented.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Investigate and either disable or note compensating controls to ensure 

these potential generic accounts are not used inappropriately. Service 

accounts are excluded.

Disable or remove accounts for former employees.

Investigate and determine if the users are former employees or third 

parties. Disable the accounts if they are no longer necessary.

Investigate the attempted and successful logins by users marked as 

former employees or third parties.

Disable or remove accounts for third parties.

Investigate the states of the network user, and remove or adjust user 

access as necessary.

Close or unpublish external facing ports with no business justification.

Close or unpublish external facing ports using inherently unsecure 

protocols or provide additional security features and documentation.

Via security 

and risk 

assesssment

Ongoing

3.1.5:  Employ the principle 

of least privilege, including for 

specific security functions and 

privileged accounts.

Not Implemented More than 30% of the users are in the Domain Administrator group and have unfettered access to files and system 

resources. Compromised Domain Administrator accounts pose a higher threat than typical users and may lead to a 

breach.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Evaluate the need to have more than 30% of users in the Domain 

Administrator group and limit administrative access to the minimum 

necessary.

Via security 

and risk 

assesssment

Ongoing

3.1.8:  Limit unsuccessful 

logon attempts.

Not Implemented Account lockout (disabling an account after a number of failed attempts) significantly reduces the risk of an 

attacker acquiring a password through a brute force attack.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Enable account lockout for all users. Via security 

and risk 

assesssment

Ongoing

3.1.10:  Use session lock with 

pattern-hiding displays to 

prevent access/viewing of 

data after period of inactivity.

Not Implemented Automatic screen lock prevents unauthorized access when users leave their computers. Having no screen lock 

enabled allows unauthorized access to network resources.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Enable automatic screen lock on the specified computers. Via security 

and risk 

assesssment

Ongoing

3.1.13:  Employ 

cryptographic mechanisms to 

protect the confidentiality of 

remote access sessions.

Planned The company has not implemented an encryption mechanism to protect confidentiality and integrity during 

remote access.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 The organization plans to implement cryptographic standards include 

FIPS-validated cryptography and NSA-approved cryptography. See the 

following NIST documents for mechanisms implemented [NIST 

CRYPTO]; [NIST CAVP]; [NIST CMVP]; National Security Agency 

Cryptographic Standards.

Via security 

and risk 

assesssment

Ongoing

3.1.19:  Encrypt CUI on 

mobile devices.

Not Implemented The company does not have a mechanism to encrypt CUI on mobile devices. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement a mechanism to encrypt CUI on mobile devices in 

accordance with this control requirement.

Via security 

and risk 

assesssment

Ongoing

AWARENESS AND TRAINING 

(AT)

3.2.2:  Ensure that 

organizational personnel are 

adequately trained to carry 

out their assigned 

information security-related 

duties and responsibilities.

Not Implemented The company has not implemented role based security awareness training for employees with security-related 

duties and responsibilities.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement role based security awareness training for employees with 

security-related duties and responsibilities and perform training on a 

periodic basis.

Via security 

and risk 

assesssment

Ongoing

3.3.7:  Provide an 

information system capability 

that compares and 

synchronizes internal system 

clocks with an authoritative 

source to generate time 

stamps for audit records.

Planned The company has not implemented a mechanism to synchronize information system clocks with an authoritative 

source necessary to generate accurate time stamps in audir records.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Our organization plans to implement the necessary processes, 

mechanisms, and controls to meet the requirements for this CMMC 

control requirement.

Via security 

and risk 

assesssment

Ongoing

3.3.8:  Protect audit 

information and audit tools 

from unauthorized access, 

modification, and deletion.

Not Implemented The company has not implemented the necessary mechanism to audit information and audit tools from 

unauthorized access, modification, or deletion.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement the controls necessary to to protect audit information and 

audit tools from unauthorized access, modification, or deletion in 

accordance with this control requirement.

Via security 

and risk 

assesssment

Ongoing

3.3.9:  Limit management of 

audit functionality to a subset 

of privileged users.

Planned The company has not implemented practices or mechanisms that limit access to audit functionality to a subset of 

privileged users.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 The organization will implement practices to specify that privileged 

access be further defined between audit-related privileges and other 

privileges and authorized access granted as necessary, thus limiting the 

users with audit-related privileges.

Via security 

and risk 

assesssment

Ongoing
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3.4.5:  Define, document, 

approve, and enforce 

physical and logical access 

restrictions associated with 

changes to the information 

system.

Not Implemented The company has not implemented the practices necessary to define, document, approve, and enforce physical 

and logical access restrictions associated with changes to organizational systems.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement practices to define, document, approve, and enforce 

physical and logical access restrictions associated with changes to 

organizational systems in accordance with this control requirement.

Via security 

and risk 

assesssment

Ongoing

3.4.6:  Employ the principle 

of least functionality by 

configuring the information 

system to provide only 

essential capabilities.

Not Implemented Computers are using potentially insecure protocols. . Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 There may be a legitimate business need, but these risks should be 

assessed individually. Certain protocols are inherently insecure since 

they often lack encryption. Inside the network, their use should be 

minimized as much as possible to prevent the spread of malicious 

software. Of course, there can be reasons these services are needed 

and other means to protect systems which listen on those ports. We 

recommend reviewing the programs listening on the network to ensure 

their necessity and security.  See Listening Ports sheets in Excel Export 

for details.

Via security 

and risk 

assesssment

Ongoing

3.5.3:  Use multifactor 

authentication for local and 

network access to privileged 

accounts and for network 

access to non-privileged 

accounts.

Partially 

Implemented

The company has only implemented multifactor authentication for report and privileged users accounts only. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Fully implement multifactor authentication in accordance with this 

security requirement.

Via security 

and risk 

assesssment

Ongoing

3.5.11:  Obscure feedback of 

authentication information.

Not Implemented The company has not implemented a mechanism to obscure feedback of authentication information. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement the mechanism necessary to obscure feedback of 

authentication information in accordance with this control requirement.

Via security 

and risk 

assesssment

Ongoing

MAINTENANCE (MA) 3.7.1:  Perform maintenance 

on organizational 

information systems.

Not Implemented Computers found using an operating system that is no longer supported. Unsupported operating systems no longer 

receive vital security patches and present an inherent risk.

Security patches are missing on computers. Maintaining proper security patch levels helps prevent unauthorized 

access and the spread of malicious software. Few is defined as missing 3 or less patches.

Computers are using an operating system that is in Extended Supported. Extended Support is a warning period 

before an operating system is no longer supported by the manufacturer and will no longer receive support or 

patches.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Upgrade or replace computers with operating systems that are no 

longer supported.

Address patching on computers missing 1-3 security patches.

Upgrade computers that have operating systems in Extended Support 

before end of life.

Via security 

and risk 

assesssment

Ongoing

3.8.4:  Mark media with 

necessary CUI markings and 

distribution limitations.

Planned The company has not implemented practices required to mark media with the necessary CUI markings and 

distribution limitations.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 The organization plans to implement practices that where the use of 

human-readable security attributes. System media includes digital and 

non-digital media. Marking of system media reflects applicable federal 

laws, Executive Orders, directives, policies, and regulations. The 

organization will rely on the requirements set forth in the publication 

[NARA MARK].

Via security 

and risk 

assesssment

Ongoing

3.8.5:  Control access to 

media containing CUI and 

maintain accountability for 

media during transport 

outside of controlled areas.

Not Implemented The company has not implemented controls to prevent access and account for access to digital media containing 

CUI when the media is transported outside of controlled areas.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement the controls necessary to prevent and account for access to 

digital media containing CUI when the media is transported outside of 

controlled areas in accordance with this control requirement.

Via security 

and risk 

assesssment

Ongoing

3.8.7:  Control the use of 

removable media on 

information system 

components.

Planned The company does not control the use of removable media on system components. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Our organization plans to implement the necessary processes, 

mechanisms, and controls to meet the requirements for this CMMC 

control requirement.

Via security 

and risk 

assesssment

Ongoing

3.10.3:  Escort visitors and 

monitor visitor activity.

Not Implemented The company has not implemented the required practices of escorting visitors and monitoring visitor activity. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement the required practices of escorting visitors and monitoring 

visitor activity in accordance with the control requirement.

Via security 

and risk 

assesssment

Ongoing

3.10.4:  Maintain audit logs 

of physical access.

Planned The company does not maintain audit logs of physical access. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Our organization plans to implement the necessary processes, 

mechanisms, and controls to meet the requirements for this CMMC 

control requirement.

Via security 

and risk 

assesssment

Ongoing

3.10.6:  Enforce safeguarding 

measures for CUI at alternate 

work sites (e.g., telework 

sites).

Not Implemented The company has not implemented practices and controls required to enforce safeguarding measures for CUI at 

alternative work sites.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement the practices and controls necessary to enforce safeguarding 

measures for CUI at alternative work sites in accordance with this 

control requirement.

Via security 

and risk 

assesssment

Ongoing

RISK MANAGEMENT (RM) 3.11.3:  Remediate 

vulnerabilities in accordance 

with assessments of risk.

Planned The company does not remediate discovered vulnerabilities with consideration of the related assessment of risk. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Our organization plans to implement the necessary processes, 

mechanisms, and controls to meet the requirements for this CMMC 

control requirement.

Via security 

and risk 

assesssment

Ongoing

SECURITY ASSESSMENT (CA) 3.12.2:  Develop and 

implement plans of action 

designed to correct 

deficiencies and reduce or 

eliminate vulnerabilities in 

organizational information 

systems.

Planned The company does not developed and implemented plans of action designed to correct deficiencies and reduce or 

eliminate vulnerabilities in organizational systems.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Our organization plans to implement the necessary processes, 

mechanisms, and controls to meet the requirements for this CMMC 

control requirement.

Via security 

and risk 

assesssment

Ongoing

MEDIA PROTECTION (MP)

PHYSICAL PROTECTION (PE)

CONFIGURATION 

MANAGEMENT (CM)

IDENTIFICATION AND 

AUTHENTICATION (IA)
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SYSTEM AND 

COMMUNICATIONS 

PROTECTION (SC)

3.13.10:  Establish and 

manage cryptographic keys 

for cryptography employed in 

the information system.

Not Implemented The company has not implemented the necessary practices and mechanisms to establish and manage 

cryptographic keys for cryptography employed in the information system.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement the practices and mechanisms necessary to establish and 

manage cryptographic keys for cryptography employed in the 

information system in accordance with this control requirement.

Via security 

and risk 

assesssment

Ongoing

3.14.3:  Monitor information 

system security alerts and 

advisories and take 

appropriate actions in 

response.

Not Implemented The company does not monitor system security alerts and advisories and take action in response. Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Implement the necessary mechanism and practices to monitor system 

security alerts and advisories and take action in response in accordance 

with this control requirement.

Via security 

and risk 

assesssment

Ongoing

3.14.4:  Update malicious 

code protection mechanisms 

when new releases are 

available.

Not Implemented Up to date anti-virus definitions are required to properly prevent the spread of malicious software. Some anti-virus 

definitions were found to not be up to date.

Up to date anti-spyware definitions are required to properly prevent the spread of malicious software. Some anti-

spyware definitions were found to not be up to date.

Myco, Inc.

123 Ralston Drive

Alpharetta, GA 30041

Tel: 770-555-1212

Unfunded 01/27/2021 Ensure anti-virus definitions are up to date on specified computers.

Ensure anti-spyware definitions are up to date on specified computers.

Via security 

and risk 

assesssment

Ongoing

SYSTEM AND INFORMATION 

INTEGRITY (SI)


