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Overview 
 
Risk management, a component of the assessment process, includes the implementation of security 
measures to reduce risk to reasonable and appropriate levels to, among other things, ensure the 
confidentiality, availability and integrity of data and protect against any reasonably anticipated threats, 
hazards, or disclosures not permitted or required. This document provides a risk analysis with an 
emphasis on the protection of personal data. 
 
After performing the risk analysis, the next step in the risk management process is to develop and 
implement a Risk Treatment Plan.  The purpose of a Risk Treatment Plan is to provide structure for 
the evaluation, prioritisation, and implementation of risk-reducing measures and controls. 
 
Risk prioritisation and mitigation decisions will be determined by answering which controls and 
measures should be implemented and the priority in which they should be addressed based upon 
their "risk score". The implementation components of the plan include: 
 

● Risk score (threat and vulnerability combinations) assigned to a particular issue being 
addressed. 

● Recommendation(s) of measures and controls selected to reduce the risk of an issue. 
● Ongoing evaluation and monitoring of the risk mitigation measures. 

 
Risk analysis and risk management are not one-time activities. Risk analysis and risk management 
are dynamic processes that must be periodically reviewed and updated in response to changes in the 
environment. The risk analysis will identify new risks or update existing risk levels resulting from 
environmental or operational changes. The output of the updated risk analysis will be an input to the 
risk management process to reduce newly identified or updated risk levels to reasonable and 
appropriate levels. 
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Risk Score 
 
The Risk Score is a value from 0 to 100, where 100 represents significant risk potential. The score is 
based on the issues with the highest risk identified during the assessment. 
 
 

 
 
Several critical issues were identified. Identified issues should be investigated and addressed 
according to the Risk Treatment Plan Update report. 
 
If additional information is needed on how the Risk Score was determined, please perform a full UK 
GDPR assessment and consult the Evidence of Compliance report produced from the assessment. 
 
 

ISSUE 
TYPE 

RISK SCORE 

UK GDPR 

ISO 27001 
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Issue Graph 
 
This section contains a summary of issues detected during the assessment process, and is based on 
industry-wide best practises for network health, performance, and security. The Overall Issue Score 
grades the level of issues in the environment. An Overall Issue score of zero (0) means no issues 
were detected in the environment. It may not always be possible to achieve a zero score in all 
environments due to specific circumstances. 
 

Overall Issue Graph 

 
 

Weighted Score: Risk Score x Number of Incidents = Total points: Total percent (%) 
 
 

UK GDPR Issue Graph 

 
 

ISO27001 Issue Graph 
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Issue Summary 
 

UK GDPR Issue Summary 
 

100 
Risks related to the security of processing detected (100pts 
each) 

 Current Score:  100pts x1 = 100: 100% 

 Requirement:  UK GDPR Regulation Article 32 - Security of processing 

 Issue:  GDPR requires that controllers and processors implement appropriate 
technical and organisational measures to ensure a level of security appropriate to 
the risk. Measures should be undertaken to mitigate risks that are presented by 
processing, in particular from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to personal data transmitted, stored or 
otherwise processed.  During the assessment process, one or more lapses in ISO 
27001 control implementation have been identified.. 

 Recommendation:  Mitigate the identified lapses in ISO 27001 control 
implementation. 

 
 

ISO 27001 Issue Summary 
 

4160 Missing backup endpoint (80pts each) 

 Current Score:  80pts x52 = 4160: 21.8% 

 Requirement:  ISO 27001 (12.3.1) - Information Backup 

 Issue:  Local machines missing backup endpoint 

 Recommendation:  Install endpoint backup on computers where backup utilities 
are not installed. 

 
 

3157 Password attempt lockout not enforced (77pts each) 

 Current Score:  77pts x41 = 3157: 16.54% 

 Requirement:  ISO 27001-2013 (9.4.3) - Password management system. 

 Issue:  Limit repeated access attempts by locking out the user ID after not more 
than six attempts. 

 Recommendation:  Ensure password lockout is enforced after more than six 
attempts. 
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3150 Automatic screen lock not turned on (70pts each) 

 Current Score:  70pts x45 = 3150: 16.51% 

 Requirement:  ISO 27001-2013 (11.2.8) - Unattended user equipment 
ISO 27001-2013 (11.2.9) - Clear desk and clear screen policy 

 Issue:  Automatic screen lock prevents unauthorized access when users leave their 
computers. Having no screen lock enabled allows unauthorized access to network 
resources. 

 Recommendation:  Enable automatic screen lock on the specified computers. 

 
 

3034 Inadequate password lockout duration (74pts each) 

 Current Score:  74pts x41 = 3034: 15.9% 

 Requirement:  ISO 27001-2013 (9.4.3) - Password management system 

 Issue:  Account lockout duration not set to a minimum of 30 minutes or until an 
administrator enables the user ID. 

 Recommendation:  Set the lockout duration to a minimum of 30 minutes or until an 
administrator enables the user ID. 

 
 

1426 
Potential Former Employee and Former Third Parties with 
Enabled Accounts (62pts each) 

 Current Score:  62pts x23 = 1426: 7.47% 

 Requirement:  ISO 27001-2013 (9.4.1) - Information access restrictions 

 Issue:  One or more user accounts had no activity in the past 30 days. This could 
be an indication that these accounts should be disabled. 

 Recommendation:  Investigate and determine if the users are former employees or 
third parties. Disable the accounts if they are no longer necessary. 

 
 

1131 Unrestricted web access from DPE (87pts each) 

 Current Score:  87pts x13 = 1131: 5.93% 

 Requirement:  ISO 27001-2013 (13.1.1) - Network controls 

 Issue:  Web access should be restricted to what is necessary.  Access to various 
sites were found to be unrestricted in the Data Processing Environment (DPE). 

 Recommendation:  Block web traffic to all sites not required by the DPE. 
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690 User password set to never expire (30pts each) 

 Current Score:  30pts x23 = 690: 3.62% 

 Requirement:  ISO 27001-2013 (9.4.3) - Password Management 

 Issue:  User accounts with passwords set to never expire present a risk of use by 
unauthorized users. They are more easily compromised than passwords that are 
routinely changed. 

 Recommendation:  Investigate all accounts with passwords set to never expire and 
configure them to expire regularly. 

 
 

460 Anti-spyware definitions not current (92pts each) 

 Current Score:  92pts x5 = 460: 2.41% 

 Requirement:  ISO 27001-2013 (12.2.1) - Controls against malware 

 Issue:  Anti-spyware definitions are not up to date and may not protect against the 
latest threats. 

 Recommendation:  Update anti-spyware definitions to ensure protection against 
the latest threats. 

 
 

360 Many security patches missing on computers (90pts each) 

 Current Score:  90pts x4 = 360: 1.89% 

 Requirement:  ISO 27001-2013 (12.2.1) - Controls against malware 

 Issue:  Address patching on computers missing 4+ security patches. 

 Recommendation:  Security patches are missing on computers. Maintaining proper 
security patch levels helps prevent unauthorised access and the spread of malicious 
software. Many is defined as missing three or more patches. Refer to the Network 
Change Summary Update report for more details about patching. 

 
 

300 Medium External Vulnerabilities Detected (75pts each) 

 Current Score:  75pts x4 = 300: 1.57% 

 Requirement:  ISO 27001-2013 (12.6.1) - Technical Vulnerabilities 

 Issue:  Medium severity external vulnerabilities may potentially allow malicious 
attacks from outside your network and should be addressed as soon as possible. 
External vulnerabilities are considered potential security holes that can allow 
hackers access to your network and information.  

 Recommendation:  Assess the risk of each vulnerability and remediate all external 
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vulnerabilities as prescribed. 

 
 

270 Anti-virus not up to date (90pts each) 

 Current Score:  90pts x3 = 270: 1.41% 

 Requirement:  ISO 27001-2013 (12.2.1) - Controls against malware 

 Issue:  Out-of-date definitions may not properly protect a computer from attacks by 
malicious software. 

 Recommendation:  Ensure anti-virus programs on the specified computers are up-
to-date. 

 
 

194 Unsupported Operating Systems (97pts each) 

 Current Score:  97pts x2 = 194: 1.02% 

 Requirement:  ISO 27001-2013 (12.2.1) - Controls against malware 

 Issue:  Computers found using an operating system that is no longer supported. 
Unsupported operating systems no longer receive vital security patches and present 
an inherent risk. 

 Recommendation:  Upgrade or replace computers with operating systems that are 
no longer supported. 

 
 

184 Anti-spyware not turned on (92pts each) 

 Current Score:  92pts x2 = 184: 0.96% 

 Requirement:  ISO 27001-2013 (12.2.1) - Controls against malware 

 Issue:  Malware protection is required but not identified as being enabled on 
computers in the network. 

 Recommendation:  Enable anti-spyware programs on the specified computers. 

 
 

184 Anti-virus not turned on (92pts each) 

 Current Score:  92pts x2 = 184: 0.96% 

 Requirement:  ISO 27001-2013 (12.2.1) - Controls against malware 

 Issue:  Malware protection is required but not identified as being enabled on 
computers in the network. 

 Recommendation:  Ensure anti-virus programs on the specified computers are up-
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to-date. 

 
 

95 Critical External Vulnerabilities Detected (95pts each) 

 Current Score:  95pts x1 = 95: 0.5% 

 Requirement:  ISO 27001-2013 (12.6.1) - Technical Vulnerabilities 

 Issue:  Critical external vulnerabilities may potentially allow malicious attacks from 
outside your network and should be addressed as soon as possible. External 
vulnerabilities are considered potential security holes that can allow hackers access 
to your network and information. 

 Recommendation:  We recommend assessing the risk of each vulnerability and 
remediating all external vulnerabilities as prescribed. 

 
 

89 
Administrative account auditing not adequately enabled (89pts 
each) 

 Current Score:  89pts x1 = 89: 0.47% 

 Requirement:  ISO 27001-2013 (12.4.3) - Administrator and operator log 

 Issue:  Accounts with increased privileges, such as the "administrator" or "root" 
accounts, have the potential to greatly impact the security or operational 
functionality of a system. Without a log of the activities performed, an organisation is 
unable to trace any issues resulting from an administrative mistake or misuse of 
privilege back to the specific action and individual. 

 Recommendation:  Enable auditing of all actions taken by any individual with root 
or administrative privileges. 

 
 

70 Potential Generic Accounts found (70pts each) 

 Current Score:  70pts x1 = 70: 0.37% 

 Requirement:  ISO 27001-2013 (9.4.1) - Information access restrictions 

 Issue:  Generic account logins were used on one or more computers and should be 
investigated. The use of generic logins may prevent proper tracking and 
identification and is discouraged. There are legitimate uses for generic logins, such 
as limited administrative access and use, as well as access to workstations where 
secondary logins are required to access the Data Processing Environment (DPE). If 
access is deemed inappropriate, further action should be taken to ensure the 
situation is remediated. 

 Recommendation:  Investigate and either disable or note compensating controls to 
ensure these potential generic accounts are not used inappropriately. Service 
accounts are excluded. 
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69 Auditing for account changes required (69pts each) 

 Current Score:  69pts x1 = 69: 0.36% 

 Requirement:  ISO 27001-2013 (12.4.3) - Administrator and operator log 

 Issue:  Auditing use of and changes to identification and authentication mechanisms 
- including but not limited to creation of new accounts and elevation of privileges - 
and all changes, additions, or deletions to accounts with root or administrative 
privileges is required. 

 Recommendation:  Enable auditing of changes to account identification and 
authentication mechanisms. 

 
 

60 Operating system in Extended Support (20pts each) 

 Current Score:  20pts x3 = 60: 0.31% 

 Requirement:  ISO 27001-2013 (12.2.1) - Controls against malware 

 Issue:  Computers are using an operating system that is in Extended Support. 
Extended Support is a warning period before an operating system is no longer 
supported by the manufacturer and will no longer receive support or patches. 

 Recommendation:  Upgrade computers that have operating systems in Extended 
Support before end of life. 

 
 


